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M 167. 114. 156. 16
149. 202. 68. 6
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2.52.139.56
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W 212.179. 132. 201

I 176. 13. 20. 58

M 176. 13. 15. 138
176. 13. 4. 206

M 185. 32. 179. 149




03-16-2016-12:04:07 to 03-16-2016-13:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3639
81.218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 143

193. 242.218. 6 Sitzerl and 147.237.77.170 naarachot.idf.il |Bock Wp Al Nets drop 1

198. 20. 87. 98 Lhited Sates 147.237.77.234 hal ag.idf.il B ock_Wdp Al _Nets drop 1

104. 239. 173. 81 147.237.8. 50 e.tikshuv.idf.il |lInvalid L4 Header Length drop 1

219. 232. 243. 28 Chi na 147.237.77. 74 lawidf.il Invalid L4 Header Length drop 1




03-16-2016-12:04:07 to 03-16-2016-13:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Signa1 ure Devi ce Action |Oount
2.54. 44. 106 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
37.46. 41. 119 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 3
216. 72. 40. 185 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
144.76.12. 78 Ger many 147.237.76. 86 navy.idf.il C1000074: HITP. naj estic bot B ock 2
2.54. 156. 69 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
144.76.12. 78 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
31.154.19.5 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
176. 13. 21. 56 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1




03-16-2016-12:04:07 to 03-16-2016-13:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
31.210. 187. 198 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.9.119 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
94.102. 48. 194 147.237.77. 233 Net her | ands atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 194 147.237.0. 15 Net her | ands kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
79.181. 144. 214 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 78. 97 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
46. 19. 85. 39 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.176. 245 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
216.72. 40. 186 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 195. 91 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 194 147.237.8.28 Net her | ands e.nobi | e-ks. i df .il ET SCAN NVAP -sS w ndow 1024 1
85. 64. 146. 246 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 78. 159 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
46.121. 14. 113 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1




03-16-2016-12:04:07 to 03-16-2016-13:04:07

|Top Attackers In FW |

A tacker

Addr ess count ry ‘Target Address |Ste Signature
149. 202. 68. 6 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I|SYN At t ack rej ect 784
149. 202. 68. 6 Ger many 147.237.72. 156 |aman. i df . i | SYN Attack rej ect 593
149. 202. 68. 6 Ger many 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 454
149. 202. 68. 6 Ger nany 147. 237. 76. 147 |chi nuch. aka. i df . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 227
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 71
149. 202. 68. 6 Ger many 147. 237. 76. 147 |chi nuch. aka. i of . i I|SYN At t ack SYN -> SYN-ACK -> RST rej ect 64
reamn ine: TCP Invali i i ssi
212.179. 132. 201 I srael 147. 237.76. 200 e tan. aka i o i1 | SN g Engine @ Invalid Jinvalid segnent retransnission drop 48
Ret ransm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 32
reaming BEngine: TCP Invali i i ssi
176.13.15.138 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 30
Ret ransnm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 29
149. 202. 68. 6 Ger many 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 21
2.54.9.74 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
2.54.9.74 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 13
2.54.9.74 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 13
2.54.9.74 I srael 147.237.72. 166 |aka. i df .i | SYN At tack rej ect 12
Sreamng Engine: TCP Invalid i i ssi
46.19.85.50  |israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransnm ssi on Packet dropped.
62.0.197. 201 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
2.54.9.74 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 11
2.54.9.74 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
109. 253. 214, 1041 srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invali d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
85.65. 185. 115 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 6
reamn ine: TCP Invali i i ssi
95. 35. 164. 137 | srael 147.237.77. 243 |mobi e iop i |27 €M NG Engine: TCP Invalid  Jinvalid segnent retransission drop 6
Ret ransm ssi on Packet dropped.
82. 81. 30. 208 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
85. 65. 185. 115 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
212. 179. 132. 204|i srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.17. 131 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.60.90  |israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.70. 23. 61 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
176.13.15.138 |l srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
2.52.140. 12 I srael 147.237. 77. 243 |robi | e i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
46.19.86.155  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
176. 13. 0. 62 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
194. 114. 146. 227 |l sr ael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.84. 56 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
o SYNVACK retransmt wth different .
217.194. 206. 108|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal @ noni t or 5
Sreamng Engine: TCP Invalid i i SSi
212. 179. 132. 2021 srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
212.199.57.197 |israel 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
178.63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 4
46.19. 85. 159 I srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
199.30.24.97  |wited Sates |147.237.76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.
176. 13. 0. 62 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 4
. . SYNVACK retransmt wth different .
37.26.146.237 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreanmng Engine: TCP Invalid i i Ssi
62.219. 119. 170 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.200  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.178.102.65 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.8.173 I'srael 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109. 66.55. 141 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212. 143. 133. 107 i srael 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
2.54. 41, 202 I sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 86. 240 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 148
2.52.139. 56 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 76
176. 13. 20. 58 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 45
176. 13. 4. 206 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 38
185.32.179. 149 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 21
149. 202. 239. 135|Ger nany 147.237.77. 216 |dover.idf . il Paranet er Type Mol ati on PageNumin waw i df . il/1283-en/ dover . aspx B ock 6
2.52.143.10 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176.13.1.8 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from31.154.19.5 B ock 4
109. 65. 215. 194 |Israel 147.237.72. 166 [aka.i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/mai n/ sachar/ Bl ock 4
82.166.53.161 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 3
2.54.31. 158 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
Unaut hori zed URL Access to
212.76.118.152 |[Israel 147.237.72. 166 |aka. i df . i | wwn aka. i df . i |/ mai n/ gi yus/ mai | box. aspx&a=u&ed=0ahukewj m 73g_nt | ahv |B ock 3
gdwBkhuhf drnkgf ggl maa&usg=af gj cnf wBxbj dj 46aa_i eeng07gs79p8hq
80. 246. 133. 167 |l srael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
46.19. 85. 54 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 136. 200|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 249. 82. 88 I srael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
199. 30. 25. 28 Lshimt:: 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 2
66. 249. 82. 94 I srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 2
109. 65. 215. 194 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 109. 65. 215. 194 B ock 2
185. 32. 179. 149 |Israel 147.237.0.19 |madimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 2
2.54.35. 186 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 2
212.150. 215. 254l srael 147.237.77. 170 |n@ar achot . i df . i | |thaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 9/ 112369. pdf B ock 2
46.19. 85. 94 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
61.5.70. 36 Indonesia  |147.237.77.74 [lawidf.il Paraneter Type M ol ati on PageNumin wwu | aw i df . i|/209- he/ pat zar . aspx Bl ock 1
212.235. 103. 203l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
141.0. 0. 46 Jordan 147.237.77. 170 [maar achot . i df . i | [Mil ti pl e Unhaut hori zed URL Access from 141. 0. 0. 46 B ock 1
37.26.148.182 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
176.13.15.48  [Israel 147.237.72.166 |aka. i df . i | :)'u'ri?;]/ i %Qgiﬁﬁg;ggggb;&ﬁf/ el v kapat 2/ / r es#012 Bock |1
157.85. 39. 181 g;tt:: 147.237.76.86 |navy. idf.il VL;\:VUEZ\?;.I iz;d. iLIJ/q; eﬁCpTZ?Ses; (s)har ed/ user cont r ol s/ navnenu/ Bt ock !
66. 249. 69. 49 I srael 147.237.77. 170 |nmar achot . i df . i | |tnaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 7/ 106577. pdf B ock 1
213. 204. 106. 26 |Lebanon 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df . il /arabic/ B ock 1
46.19.85.174  |israel 147. 237.77. 216 |dover . i df . i | a;:irg? ult Ie;jhm::]/hg: izleﬁeﬁnﬁgﬁ?:pon Bock |1
79. 180. 150. 131 |I srael 147.237.72. 166 |aka. i df . i | m”;’k":ipd‘?r_?wtng nf;;g:;‘f;;gffgﬂgfwhsachar$°t'71 in None 1
66.249.78.159 [l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw idf.il/1415 Bl ock 1
169.229. 3. 91 ;“;tteeg 147.237.76.42 |refuah.idf.il Mal formed URL e 4™10@U ; ™[ [ 2#30[ []1]1#16" 11 1[[#23]] he B ock 1
61.5.70. 36 Indonesia  |147.237.77.74 [lawidf.il Paraneter Type Mol ation PageNumin www | aw i df.il/801- he/ pat zar . aspx B ock 1
212.235. 103. 211l srael 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on v idf.il/error.htm Bl ock 1
141. 0. 0. 46 Jordan 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LR. Access to naarachot.idf.il/pdf/files B ock 1
84.108. 105. 125 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.148.205 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
207. 46. 13. 160 Lshimt:: 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wwidf.il/daily statistics/englishi.doc. (sources |B ock 1
75.102. 8. 33 gﬁ;ttg: 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/ wp-admn/ B ock 1
162. 144. 86. 91 Lshimt:: 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/ol d/wo-admn/ B ock 1
66. 249. 78. 58 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 7/ 108847. pdf Bl ock 1
212.117. 140. 170! srael 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to 147.237.77. 233/ f avi con. i co B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawuidf.il/images/ 1. he/ back. png B ock 1
185. 82. 52. 225 147.237.72. 166 [aka.i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/ Bl ock 1
79.245.163.24  [Ger many 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/0/1740. png  |B ock 1
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