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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3860
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il B ock_Udp All _Nets drop 6

107. 167. 108. 62 Lhited Sates 147.237.77. 176 nat pash. i df . i | Frk Purple Gon Limt Htp drop 3
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1

61. 93. 40. 124 Hong Kong 147.237. 76. 39 nobi le.neitav.idf.il |Bock Udp All Nets drop 1

107. 167. 108. 62 Lhited Sates 147.237.77.176 nat pash. i df . i | Frk_Under Attack _Con Htp drop 1
134.119.17.5 Ger many 147.237.76. 44 e.refuah.idf.il Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
2.54.3.159 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
95. 86. 109. 39 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 6
212.179. 185. 50 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 6
81.218. 65. 218 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 6
2.52.34. 102 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
66. 249. 93. 242 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
66. 249. 93. 244 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
2.54.168. 51 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
31.31.73.93 Czech Republic 147.237.0. 34 tikshuv.idf.il [ClL000074: HITP. ngjestic bot B ock 2
46.165. 197. 141 Ger many 147.237.77.176  |matpash.idf.il [Cl000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
79.176.103. 13 | srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qunt ry Signature

37.8.23.71 147.237.77.176 zlcis‘;ii;‘;an Territory, | apash.ich.il  |ET SCAN NVAP -sA (2) 15
84.110.32. 186 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.81.193.82 |147.237.77.216|lsrael dover.idf.il portscan: TCQP D stributed Portscan 1
71.217.126.12 [147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
46.116. 19. 176 [147. 237.77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
220.178.78. 138 [147.237.8.28 |China e.mobi | e-ks.idf.i [|[ET SCAN NVAP -sS wi ndow 4096 1
31. 154, 159. 210 [147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 34.150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
94.102. 48. 194 [147.237. 76. 196 |Net her | ands esvivaidi.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.194 [147.237.76.31 |Netherlands nakchal .i df . il ET SCAN NVAP -sS w ndow 1024 1
84.94.67.209 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.204.22 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
62.90.178.17  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 203. 63. 231 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.2.64 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
171.101. 237. 67 [147.237.8.28 |Thailand e.nobi | e-ks.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
149. 78. 123. 128 |147. 237. 72. 166 |I srael aka idf.il portscan: TP D stributed Portscan
94.102.48.194 |147.237.76.34 |Netherlands yohal an.idf . il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 38
Sreaning Engine: TP Invalid i i ssi
176.13.13.123  |Israel 147.237.0.34  |tikshw.idf.i 9 =9 Invalid segnent retransmssion. o 27
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182. 190. 163 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 18
Ret ransmi ssi on Packet dropped.
S SN retransnmit wth different .
109. 253. 132. 168! srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal noni t or 15
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
185. 120. 125. 42 147.237.72. 166 |aka. i df i drop First packet isn't SW drop 11
Sreamng Engine: TCP Invalid i i ssi
194. 31.58. 8 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
85.130.223.17 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
62.0.251. 1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
85.130.223.17 |lIsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |8
46.19. 85. 76 | srael 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SYN drop 7
185. 32.179. 110 |Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreanming Engine: TGP Invalid i i ssi
37.26.149.206 |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i df i1 Bad TCP sequence Invalid ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
149.78.227.36 | srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreanming Engine: TP Invalid i i ssi
109.67.9.108  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
185.32.179. 110 |Israel 147.237.77. 243 |nobi L e. i of .| Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
109. 253. 192. 126 I srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
46.19.86.108 | srael 147.237.72. 166 |aka. i f .11 Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, o, 6
Ret ransmi ssi on Packet dropped.
62. 0. 200. 163 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 6
2.54.4.80 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 5
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 5
2.54.4.80 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
185. 3. 147. 167 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |5
2.54.4.80 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d sequence nunber moni tor |5
185. 32.179. 110 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
2.54.4.80 I srael 147.237.72. 166 |aka. i dof .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
s SYNWACK retransmt with .
46.210. 240. 196 |l srael 147.237.72. 166 |aka. i dof .i Bad TCP sequence different vindow scal e monitor |5
2.54.4.80 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 181 I srael 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
82. 80. 63. 203 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
185. 32. 179. 110 |l srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
62.0.251. 1 I srael 147. 237.77. 226 ‘Aiml"'“ha”atz'aka"df dr op First packet ism't SWN drop 4
195. 200. 205.2 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
82. 81. 30. 208 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46.19. 85. 172 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
2.54.172. 205 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
2.54.172. 205 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TP Invalid i i ssi
79.180. 153. 121 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
192.117. 49. 194 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.90.235.190 | srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 246. 239 I srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.127.84.229 |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
185. 120. 125. 42 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.32.6 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.210.187. 177 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 198 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
81.218.139. 152 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.10.79 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 123
176.13.21.155 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 120
2.52.35.62 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 44
176. 13. 4. 206 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 37
46.19. 86. 73 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 34
46.19.86.8 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 33
2.52.140. 68 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 31
37.26.146.138 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 25
2.52.168. 104 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 23
185. 120. 126. 74 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 14
. . . Ostributed Paraneter Type Mol ation on
109.253. 223.5 | srael 147.237.77. 243 nobi | e. i df . i nobi | e.idf.il/sachar/changepassword paranet er Qurrent Passwor d Bl ock 4
. . Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | voww cogat i df i 1/si p storagelfil es/ O/ si 2e220x0/ 3410. | pg. St Bl ock 3
176.13. 6. 101 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 2
. - . Paraneter Type M ol ati on PageNumin
61.5. 70. 36 | ndonesi a 147.237.77.74 (lawidf.il vow | aw i df i | / 285- he/ pat zar . aspx B ock 2
212.25.102.63 |[lIsrael 147.237.77.74 |lawidf.il Paraneter Type Molation ? in vww nag. i df.il/163- he/ pat zar . aspx B ock 2
27.159.192.115 [China 147.237.77. 216 |dover.idf . il PHP At t enpt Bl ock 2
27.159.192. 115 [China 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 2
212.76.122. 243 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 212.76. 122. 243 B ock 2
79.182.57.210 [israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
194. 90. 240. 253 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 194. 90. 240. 253 B ock 2
46.19. 85. 134 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.146.240 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
83. 110. 231. 168 E:;::&Nab 147.237.77. 216 |dover . i df . i | Distributed PP At enpt Bock |1
79.178.144.63 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to www i df.il/hi nush/site/ he/ hi mush. asp |B ock 1
. - D stributed Lhaut hori zed URL Access on
5.102.254.191 [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r f uah, aspx Bl ock 1
] . . . Uhknown HTTP Request Method [[#16] ] uy+i J[[#2]1G GWin URL
169. 229. 3. 91 Wited Sates [147.237.0.34 [tikshuv.idf.il . _ ; B ock 1
[[#17] ] x{h[ [#0]] [[¥30] ] 3[[#A[[X] | #8] ] 1#{ [ Y]]~ U [[72#] | 1
_ m ny- kosher - kravi . i )
169. 229.3.91 Lhited Sates |[147.237.0.17 df il Illegal Byte de Character in URL B ock 1
Unaut hori zed URL Access to
128.52.128.105 |lhited Sates |[147.237.77.170 |n@ar achot . i df . il maar achot . i df . i | / 71929- he/ ct | 00_ucsi debar _r pt cat egori es_ct | 00_spcde [Bl ock 1
tails rptsubcategories ctl00 i nnerl evel contai ner
37.26.149.206 |lIsrael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
169. 229. 3. 91 Uited Sates [147.237.72.167)i shurimaka.idf.il Illegal Byte Qode Character in Mthod Bl ock
79.180. 150. 131 |israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct| 00Scphhai n$ephSachar $ctl 87 in None 1
ww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
] . . . Illegal Byte Gode Character in URL *[[#17]] x={h[[#0] ]
169. 229. 3. 91 Wited Sates |147.237.0.34 |tikshuv.idf.il ; . B ock 1
[[#30]] 3 [[#A] 1 X[ [#8] ] Yo [ [#1]] T[" Le#271] ]
66. 249. 78. 51 I srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robots. t xt B ock 1
195, 200. 205. 66 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/scripts/css3pie. htc |B ock 1
W chamat z. aka. i d Unaut hori zed URL Access to
157.55.39.117 |Uhited Sates |147.237.77.226], .. ’ ’ v chamat z. aka. i df . i | /tenpl at es/ depar t ment sl obby/ depart nent sl ob |Bl ock 1
foil by. aspx
37.26.148.136 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Distributed Lhaut hori zed URL Access on
176. 13. 21. 97 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
83.110. 231. 168 ;il]rtaetdesﬁrab 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.i|/xmrpc. php Bl ock 1
79.178.179. 208 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.72.166|aka.idf.il Ml tiple Abnormal |y Long Request from 169.229. 3. 91 Bl ock 1
_ m ny- kosher - kravi . i _ .
169. 229.3.91 Lhited Sates |147.237.0.17 df il Mitiple Il1l1egal Byte Gode Character in Mthod from169. 229. 3. 91 B ock 1
. - . Paraneter Type M ol ati on PageNumin
61.5.70. 36 I ndonesi a 147.237.77.74 |lawidf.il v mag, i df . i 1/ 487- he/ pat zar . aspx B ock 1
141.212.122. 145|thited Sates |147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ Bl ock 1
. . Unaut hori zed URL Access to
37.46.39. 158 I srael 147.237.76.42 [refuah.idf.il wwy ref ua. atal . i df.il/1345-he/ref uah. aspxpnno Bl ock !
194. 6. 255. 4 Gtar 147.237.77.216|dover . i df . i | D stributed Whaut hori zed URL Access on wa i df . i|/894-ar B ock 1
27.159.192. 115 |China 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df.il/xmrpc. php Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.216|dover.idf .il Abnormal |y Long Request ret hod Bl ock 1
169. 229. 3. 91 Uited Sates [147.237.0.34 |tikshuv.idf.il Illegal HITP \ersion Bl ock 1
68. 180. 230. 189 |Wited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1395-en/ dover. aspx |B ock 1
- - Unaut hori zed URL Access to
46. 19. 86. 121 I sr ael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
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