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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3576
81.218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 104
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 102
81.218. 65. 210 I srael 147.237.0. 34 tikshuv.idf il Bl ock Udp All Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
216. 218. 206. 93 Lhited Sates 147.237.77. 235 svivaidf.il Bl ock_UWp Al _Nets drop 1
180. 212. 120. 52 Chi na 147.237.8. 14 e.orchot.idf.il Bl ock_UWp Al _Nets drop 1
184.105. 139. 118 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il [Bock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Addr ess |Site Sgnature

2.54.32. 155 I srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 10
149. 88. 89. 46 I srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
2.54.3.159 | srael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4
2.54.157.132 I srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
79.183.192.171 |Israel 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
176.13.12.107 [l srael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
192.115.83.5 I srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
159. 122. 222. 207 [Net her | ands 147.237.0.17 |mny-kosher-kravi .idf.i| [20085: HITP. Mi ebl ackcat Security Scanner Initial Request [Bl ock 1
83.42.185.182 |Sain 147.237.77. 176 |nat pash. i df . i | C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
84. 228. 220. 4 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 216 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
61.182.170. 38 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
85. 250. 7. 254 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
84.111. 168. 182 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 183. 236. 137 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
61.182. 170. 38 147.237.76. 31 Chi na nakchal . i df. il ET SCAN Potential SSH Scan 1
217.132.37.71 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13.21. 221 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
93.172. 169. 63 147.237.77. 216 I 'srael dover . idf il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
46.19. 86. 71 I'srael 147.237.0.34 |tikshwv.ior. 1 |2 7€amng Engine: TCP Invalid finvalid segnent retransnission. dr op 105
Ret ransm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 63
Sreaning Engine: TCP Invalid i i ssi
79.181.1.88 I sr ael 147.237.76. 200 |ei tan. aka. i of .| 9 =g nvalid segnent retransmssi on. drop 63
Ret ransnm ssi on Packet dropped.
81.218.241.26 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 23
Sreanming Engine: TGP Invalid i i ssi
217.132.13.101 |Israel 147. 237. 72. 167 |i shuri maka. i df . 9 =g Invalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 19
213.131.39.190 |Georgia 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 17
2.52.33.57 I srael 147.237. 72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
2.52.33.57 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 16
2.52.33.57 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 16
2.52.33.57 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 16
213.131.39.190 |Georgia 147. 237. 72. 156 |aman. i df .i Bad TCP sequence noni t or 14
217.194.203.52 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN Attack rej ect 12
212.179.21.194 |Israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
81.218.241.26 |lsrael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 12
2.52.33.57 I srael 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19. 85. 54 I srael 147.237.77. 234 |hal ag. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52.33.57 | srael 147.237.72. 166 |aka.idf .il SYN Attack rej ect 10
46. 19. 85. 134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
213.131.39.190 |Georgia 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
213.131.39.190 |Georgia 147.237.72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
194. 114. 146. 227|l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.164. 113 | srael 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.5.50 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 53 I srael 147. 237.72. 166 |aka. i of . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.155.129  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 63 I srael 147. 237.72. 166 |aka. i of . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.52.141. 12 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.
213.131.39.190 |Georgia 147. 237. 72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 67 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
109. 66. 105.59 I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 66. 115. 224 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.96.189 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
62.219.120.45 | srael 147.237.0.34  |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
2.54.1.181 I srael 147.237. 72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
185. 26. 180. 108 E?';gegom 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.116.145.54 |Israel 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.172.172 I srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
109. 64. 106. 93 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
109. 64.106.93  |Israel 147.237.72. 166 |aka. i of . i Bad TOP sequence SIHAK retransmt with different 1o |s
w ndow scal e
46.19. 85. 125 I srael 147.237.77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
77.125.108. 120 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 4
85.203.17.136 |Netherlands  |147.237.72. 166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
77.125.108.120 |Israel 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
87.106.179. 116 |Ger many 147.237.77.74 |lawidf.il drop SAMrul e drop 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
2.54.40.171 I srael 147.237. 72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
141.0. 15. 195 Nor way 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.5.30 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
147.235.8.61  |Israel 147.237.77. 243 |nobi l e. i df . i | Soztij'e?ﬁ"d?f |F?;:2::1§; /I{]ﬁg\g;;sa;:\gf dogar eter Qurrent Passuor d Bl ock 13
176. 13. 20. 58 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock
192.116.232.69 |Israel 147.237.77.216|dover. i df .i | Mil tipl e Unhaut hori zed URL Access from 192. 116. 232. 69 B ock
185. 68. 109. 226 |Spain 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 185. 68. 109. 226 B ock
109.253.223.5 |Israel 147.237.77. 243 |nobi | e. i df . i | Evztij'et"‘i‘tdefd. I'T"’/ri':;g: /Zﬁﬁg\xg\;\gf dogar eter Gt et Passuor d Bl ock 3
2.54.170. 130 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.15.77  |israel 147.237.77. 243 |nobi | e. i df . i | Sviti:'et_’ti“def I'Ta/r:"af:g /Z’gg\g;ﬁ&\gp d°gar aeter Ut et Passuor d B ock 3
109. 253.223.5 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock
2.54.56. 234 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
192.117.236.29 I srael 147.237.0.34 [tikshuv.idf.il ~[ahorized L 66ees 10 i ot esour ce. axd HBock |2
46. 19. 85. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.147.186 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on waw chi nuch. aka. i df .i1/404. htm [B ock 2
37.26.148.149 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/inages/ 1. he/trigger. png B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
213.131.39.190 |Georgia 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
5.22.129. 246 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/sip storagel/files B ock 1
109. 64. 176. 204 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/ nai n/ sachar/ undefi ned B ock 1
37.26.148.241 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
147.235.8.61  |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁbﬂtt o T?’Ffszcﬁl;f icﬁgngi:zzxf’gd n Bl ock 1
66.249.78.159 |l srael 147.237.77.216|dover . i df . i | Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
216.218.206. 66 |Lhited States [147.237.0.19 |madi matal .idf.il|Wauthorized URL Access to 147.237.0.19/ B ock 1
27.159.192.115 [China 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185. 68. 109. 226 |Spain 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/test/wp-adnin/ B ock 1
109. 65. 251.56 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
2.54.157. 132 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
195.154.207. 160|France 147.237.77. 216 [dover . i df . i | muit (r:i]l?.riI IZ/etdenL:)T_atAecsC/er?osnép(;ge/shar ed/ user cont r ol s/ header upper / Bl ock !
157. 55. 39. 59 Wited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
67.183.215.221 [wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 1
31.210. 178. 215 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
192. 115. 130. 253! srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/val tam B ock 1
46. 19. 85. 80 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
197.7.172.18 Tuni si a 147.237.77.216 |dover. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.176.86.123 I srael 147.237.77. 216 |dover. i df . i | mﬂt (;'fc.’riiﬁfce’npﬁ :Cs/ie;;l ot ral sl qeneri o Bl ock 1
2.52.141.12 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
Unknown Par arret er
46.121.120. 195 |Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
207.46.13.123 |Lited Sates |147. 237.77. 216 |dover. i df . i Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/print_bottom asp B ock 1
5.22.129. 246 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 5. 22. 129. 246 Bl ock
79.177.125.14  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df. i/ mai n/ hone/ def aul t . aspx B ock

03-16-2016-10:04:00

to 03-16-2016-11:04:00




