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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3406
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 126
81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il Block Udp All Nets drop 3
81.218. 65. 210 I srael 147. 237.77. 216 dover. i df.il Bl ock Wdp All Nets drop 3
184. 105. 139. 110 Lhited Sates 147. 237.8.50 e tikshuv.idf.il [Block Np Al Net drop 1

50. 30. 37. 38 Lhited Sates 147.237.8. 24 elifestyle.idf.il|Bl ock Udp All Nets drop 1
199. 58. 80. 184 Canada 147.237.8. 14 e.orchot.idf.il |L4 Source or Dest Port Zero drop 1
184. 105. 139. 82 Lhited Sates 147.237.8. 14 e.orchot.idf.il [Bock Np All Net drop 1
218.57.11.7 Chi na 147.237.76. 199 e.nakchal .idf.il |[JLMPurple Gon Limt Tcp drop 1
184. 105. 139. 106 Lhited Sates 147.237.77. 243 nobi le.idf.il Block Np All _Net drop 1




03-16-2016-09:04:07 to 03-16-2016-10:04:07

|Top Attackers In IPS|

A tacker Acijtue:]ikre; arget Address |Site Sgnature

46.19. 85. 28 I srael 147.237.0.34 |ti kshuv. i df. [C1000138: HTTP. prefix 1.01 in the LRL B ock 5
79.180. 171. 223 |Israel 147.237.0.34 [ti kshuv. i df.[C1000138: HTTP. prefix 1.01 in the LRL B ock 5
82.80.152.34 |Israel 147.237.0.34 |ti kshuv. i df. [C1000138: HTTP. prefix 1.01 in the LRL B ock 2
62.0.118. 10 I srael 147.237.0.34 |ti kshuv. i df. [C1000138: HTTP. prefix 1.01 in the LRL B ock 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i| [C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
60. 49. 72. 184 Nel aysi a 147.237.77. 216 |dover . i df . i | \1/[21|3r?e7rab|'_"|_:1t)y PH-G3 Query String Paraneter Infornation D sclosure B ock 1




03-16-2016-09:04:07 to 03-16-2016-10:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
185. 72. 179. 226 147.237.72. 166 aka.idf.il ET SCAN NVAP -f -sS 1
109. 65. 85. 48 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
218. 246. 0. 97 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11.7 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
212.235.34.70 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
193. 105. 134. 220 147. 237.72. 167 Sweden i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 72. 179. 226 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP DO stributed Portscan 1
2.52.34.63 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
218.57.11.7 147.237.76. 198 Chi na e.yohal an.idf il ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.0. 17 Chi na mny-kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237. 8. 24 Sweden elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i sSi

5.22.130.254  |israel 147. 237.76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion drop 81
Ret r ansm ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 79

2.52.173.88 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 60
Sreanmng Engine: TCP Invalid i i ssi

212.179.21.194 |israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. drop 48
Ret r ansm ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 25
Sreanming Engine: TCP Invalid i i sSi

79.181.173.28 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 24
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

132.68.43.124 |israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 18
Ret r ansni ssi on Packet dropped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 16
Sreamng BEngine: TCP Invalid i i ssi

84.95.3.101  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.

84.95.217.170 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 12
Sreamng Engine: TCP Invalid i i ssi

176.13.22. 5 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11

46.19. 85. 77 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9

46. 19. 85. 159 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 8

212.179. 214. 113|l srael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7

37.26.149.138 |Israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 7

212.179. 214. 113|l srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber aert 7

e SN retransmit wth different .

80.246.130.93 |[lIsrael 147.237.77.234 |hal ag.idf .il Bad TCP sequence Wi ndow scal e noni t or 6

46. 19. 85. 190 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6

192.195.92. 148 |[Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

46.19. 85. 77 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6

46.19. 85. 201 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi

149.78. 230. 179 i srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 36 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng BEngine: TCP Invalid i i ssi

2.52.129.72 | srael 147.237.72. 167 |i shuri maka. i df . i g _g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i Ssi

109.67.96.211 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 201 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6

2.54.138. 107 | srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 5

2.54.161.113 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.161. 113 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier noni t or 5

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5

46. 19. 85. 190 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

192.168. 173. 102 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i ssi

132.68.47.19  [israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. dr op 4
Ret r ansni ssi on Packet dropped.

199. 203. 63. 167 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i Ssi

157.55.39.202 |United Sates |147.237.76. 200 |ei tan. aka.if il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.

85.130.216.49 |Israel 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 4

2.54.161.113 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

80. 246.137. 76 |l srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 4

2.54.161. 113 I srael 147.237.77. 216 |dover.idf .il SYN Attack rej ect 4
Sreamng Engine: TCP Invalid i i ssi

80.179.22.148 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

132.65.125.40 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

5.102.240.69  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.

79.180. 171. 223 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect

2.54.161. 113 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi

62.90.164.101 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.

46. 19. 85. 235 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 141. 222|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 51
46. 19. 86. 27 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 36
. . . Paraneter Type Mol ati on Qurrent Password in
176.13.9.75 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e.i df i |/ sachar/ changepassvor d B ock 15
. . ; Dstributed Paraneter Type Mol ation on
109.253. 223.5 I srael 147.237.77. 243 [nobi | €. i df . T nobi | e.i df . i | / sachar/changepasswor d par anet er Qur r ent Passwor d Bl ock 12
80. 246. 136. 209 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 8
2.54.63.45 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
2.54.161. 216 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 6
195. 95. 183. 254 |l srael 147.237.76. 42 |refuah.idf.il Ml ti pl e Unaut horized URL Access from 195. 95. 183. 254 B ock 5
2.52.33.38 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 217. 201l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
2.54.165. 181 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
134.191.232.71 |Israel 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
. . . Dstributed Paraneter Type Mol ation on
147.235.8.61 I srael 147.237.77. 243 nobi | e. i df . | nobi | e.i df.i|/sachar/changepassword paranet er Qurrent Passwor d Bl ock 2
109. 253. 156. 182|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.9.121 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 2
62.219.137.5 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.23.188 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
waww. chamat z. aka. i d ) )
81.218.199. 148 |Israel 147.237.77. 226 £l Mul tiple Whauthorized URL Access from 81. 218. 199. 148 B ock 1
207.46.13.105 |Wited Sates |[147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 207.46. 13. 105 Bl ock 1
173.208. 136. 114|lhited Sates |147.237.77.216|dover.idf . il Ostributed PHP Attenpt B ock 1
93.169.81.239 |[Romani a 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
217.194.207. 24 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.180. 150. 131 I srael 147. 237.72. 166 |aka. i df . i | Unknowun Paranet er ct|00Sct | 00ScphMi nScphSachar $ct 51 in None 1
wn aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
wawv. chamat z. aka. i d |uhaut hori zed URL Access to
81.218. 199. 148 |l srael 147.237.77. 226 f ww charat 2. aka i o 11/ i p storagel il es/8/ B ock 1
66.249.78.216 |[Israel 147.237.77. 243 |nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 1
] . . Unaut hori zed URL Access to
207.46.13.105 |lhited Sates |147.237.77.216|dover.idf.i| voww i df i 1/t enpl at es/ t enpl at econt rol s/ generi ¢/ B ock 1
173.208. 136. 114|Uited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to wwidf.il/wp-1ogin. php Bl ock 1
. . . Qooki e Tanpering on cooki e __atssc: Expected facebook; 2,
5.29. 231. 149 I srael 147.237.76.200|ei tan. aka.i df .i | Coserved facebook: 3 None 1
79 180. 150. 131 |1 srael 147.237.72. 166 |aka. i df .i | Unhknown ‘Parz‘irret er ct | 00%ct | 00$(_:phMa| n$cphSachar $ctl 71 in None 1
ww aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
195. 154. 73. 222 |France 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wo-admn/ B ock
46.19. 86. 244 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css |B ock
. . SS. Lhtraceabl e Gonnection - Protocol violation
2.52.34.51 I srael 147.237.77.216|dover.idf .il (SSL OONN LI ENT FELLO) None 1
- . Lhtraceabl e S3. Sessions: Protocol violation
82. 80. 196. 44 I srael 147.237.72.166 |aka. i df . i | (SSL_OONN LI ENT HELLO None 1
. . Unhaut hori zed URL Access to
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_ st or agel 1| es/ 0/ 70610. pf B ock 1
207.46.13.160 |lLhited Sates |[147.237.77.216|dover.idf .il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
37.26.148.194 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
62. 105. 140. 248 RJsls;;ni on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/sip_storage Bl ock 1
197.7.172.18 Tuni si a 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.116 |Wited Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
Anonynous . . URL is Above Root Drectory
93.115. 95. 204 Pr oxy 147.237.77. 216 [dover . i df . i | ww idf.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js Bl ock !
68.180. 228. 167 |[Uhited Sates  [147.237.77.176 [nat pash. i df . i | Paraneter Type Vol ation Pagefimin Bt ock 1
W cogat . i df . i | /1035- ar/ cogat . aspx
waww. chamat z. aka. i d i
207.241. 229. 224|Wnited Sates  |147.237.77.226], . Wnaut hori zed LRL Access to B ock 1
foil wn chanat z. aka. i df . i |/ tenpl at es/ f ag/ f ag. aspx
37.26.148.241 |lsrael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
1.132.96. 199 Australia 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
80.246.137.76 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46. 13. 70 Uhited Sates |147.237.77.170|maar achot . i df . il Lhaut hori zed LRL Access to maarachot.idf.il/pdf/files/noiHa B ock 1
157.55.39. 202 |lnited Sates |147.237.72.166|aka.idf .il Unknown Paraneter tmin v aka. i df.il/main/giyus/ None 1
93.169.81.239 |Romani a 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
210. 187.26. 2 Ml aysi a 147.237.77.216|dover.idf .i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
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