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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3855
81.218.37.2 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 106

82. 145. 222. 125 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb In drop 4

81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 3

82. 145. 223. 103 Eur ope 147.237.77. 216 dover.idf.il Bl ock _Ip Véb In drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker O)untry|Target Addr ess |Site |Sgnaiure

46. 19. 85. 234 I srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 9
177.185.192.98 |Bazil 147.237.77. 226 (W chamat z. aka. i df . i | [6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 4
159. 122. 222. 194 |Net her | ands 147.237.0.17 |mny-kosher-kravi . i df.il [20086: HITP: Mi ebl ackcat Security Scanner B ock 4
122. 152. 167. 204 |Japan 147.237.76.42 |refuah.idf.il 22280: HITP. Joonmha (hject Injection Wil nerability B ock 3
37.26.148.184 |Israel 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
46.19. 85. 224 | srael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
159. 122. 222. 194 |Net her | ands 147.237.0.34 [tikshuv.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 2
87.69. 92. 219 I srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
159. 122. 222. 194 |Net her| ands 147.237.0.17 |mny-kosher-kravi .idf.i| [20085: HITP. Mi ebl ackcat Security Scanner Initial Request [Bl ock 2
194. 88. 154. 138 |Pol and 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 2
91.219.122. 4 Pol and 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Declarati on Bvasion B ock 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
159. 122. 222. 194 |Net her | ands 147.237.0.34 [tikshuv.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initia Request |Bl ock 1
122. 152. 167. 204 |Japan 147.237.77. 170 |m@ar achot . i df . i | 22280: HITP. Joonha (bj ect |njection Vil nerability B ock 1




03-16-2016-07:04:04 to 03-16-2016-08:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
177.185.192.98  [147.237.77.226 |(Brazil i chanat z. aka. i df . i | SQ Injection - Select From 9
194. 88. 154. 138  [147.237.76.42 |Pol and refuah.idf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
167.114.156. 16  [147.237.77.216 |Canada dover.idf.il portscan: TCP D stributed Portscan 4
91.219.122. 4 147.237.76.42 |Pol and refuah.idf.il QA Injection - Select From 3
139. 130. 176. 241 [147.237.77.216 |Austraia dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 104 147.237.77.170 |Whited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 2
2.54.4. 46 147.237.0.19 I srael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw |2
159. 122.222. 194 [147.237.0.17 Net her | ands mny- kosher-kravi.idf.il |ET WEB SERVER Mui ebl ackcat scanner 2
37.143.82.50 147.237. 76. 196 |Netherl ands e.svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
203.206.227.51 |147.237.77.216 |Austrdia dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237. 76. 196 |Netherl ands e.svivaidf.il ET SCAN NVAP -f -sS 1
185.72.179.226  |147.237.76. 39 nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 2048 1
159. 122. 222. 194 (147.237.0.34 Net her | ands ti kshuv.idf il ET WEB _SERVER Mui ebl ackcat scanner 1
149. 78. 154. 69 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 194 147.237. 8. 24 Net her | ands elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.76.196 |Netherl ands e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
188.126.77.138 [147.237.77.19 |Sweden I aw forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
185.72.179.226  |147.237.76. 39 nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘ Target Address

Ste

Signature

Country

Sreanming Engine: TCP Invalid

Inval i d segnent

ret ransni ssi on.

87.71.43.117 I srael 147.237.0.34 |tikshuv.idf.il > dro 144
Ret r ansni ssi on Packet dropped. P
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 48
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
212.143.142.56 |Israel 147.237.77. 216 |dover. i df .i drop First packet isn't SN drop 11
128.250.0.198 |Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i SYN Attack rej ect 10
177.185.194. 92 |Brazil 147.237.76.42 |refuah.idf.il drop SAMrule drop
197. 38.175. 202 |Egypt 147.237.77. 233 |atal .idf.il dr op SAMrul e drop
Sreanming Engine: TGP Invalid i i ssi
66.249.78.5  |United Sates |147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g, 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.1.160 I'srael 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
2.54.172.237  |Israel 147.237.72. 166 |aka i df .| Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
2.52.172. 246 I srael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
81.218.37.2 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
46.117.170.23 |[Israel 147.237.72. 167 [ishurimaka. i of . i [SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 4
176. 126. 237. 217|Ronani a 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
107. 167.97. 7 Whited Sates  |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
185. 120. 125. 40 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
37.26.146.236 |Israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.81.16.163  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
95.35.20.126 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
80. 246. 130. 133 |l srael 147.237.77.233|atal .idf il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
157.55.39.29  |Wited Sates  |147.237. 77. 243 [nobil e.i of i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 54 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 35 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
2.52.1. 160 I srael 147.237. 77. 243 |nobi l e.i of . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
176.13.0.156  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.54.173.2 I srael 147.237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
80. 246. 130. 133 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 3
reaning BEngine: TCP Invali i i ssi
46.19.86.132  |Israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 213. 106 I sr ael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
77.125. 104. 147 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Russi an . D Streaming Engine: TCP Invalid Invalid segnent retransmssion.
130. 193. 37. 16 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TGP Invalid i i ssi
109. 64. 36.203 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 157 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
212.179.93. 114 |Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
46. 19. 85. 69 I srael 147. 237. 72. 156 |aman. i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
77.127.184.87 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 207. 113|1 srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.19.136 |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.210.187. 177 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
149. 88. 110. 151 | srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
109. 253. 207. 113|I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
46. 19. 85. 93 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
109. 253. 207. 113|I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I nval i d ACK nunber noni t or 2
178.134. 247.23 |Georgia 147.237.77. 216 |dover. i dof .i | drop First packet isn't SN drop 2
. . SYNVACK retransmt wth different .
46.121. 208. 187 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal @ noni t or 2
46. 19. 85. 234 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 2
2.52.1.152 I srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.4.46 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 609
2.54.4. 46 I srael 147.237.0.19 |nadi matal .idf.il|Automated Wil nerability Scanning V1 B ock 208
109. 64. 205. 199 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 40
109. 253. 200. 131|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 29
193.151. 12. 113 |krai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 193.151.12. 113 B ock 12
87.67.157.152  |Bel gi um 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
68.180. 228. 167 |Lhited States [147.237.77. 176 |nat pash. i df . i | Paranet er Type M ol ati on PageNumin ww cogat . i df.il/2127-he/ cogat.aspx |B ock 1
45.79. 89. 188 147.237.72. 156 |anan. i df . i | Mal formed HTTP Header Line 3 B ock 1
141. 212. 122. 145|lhited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to 147.237.76. 147/ B ock 1
83.110. 110. 98 ;"ﬁ:rt:tde:(ab 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt B ock 1
47.17.219. 60 Uhited Sates [147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
210. 172. 144. 217 |Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
45.79. 89. 188 147.237.72. 156 |anan. i df . i | Aonornal |y Long Header Line request header nane B ock 1
87. 69. 210. 26 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
74.82.47. 4 Uhited Sates [147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
45.79. 89. 188 147.237.72. 156 |anan. i df . i | Mal formed URL B ock 1
31.210.189. 194 I srael 147.287.77. 176 |nat paSh' idf. il muzgg;l .Zie(?f .Lijlq;ticn;?iets?shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
149.78.92.136 |Israel 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
83.110. 110. 98 ;"ﬂi”tae[des'o’ab 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to ww chi nuch. aka. i df .il/xmrpc. php B ock 1
66.249. 64. 188 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
45.79. 89. 188 147.237.72. 156 |anan. i df . i | Abnormal |y Long Request net hod B ock 1
74.208.16.113 [lLnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wp-admin/ B ock 1
45.79. 89. 188 147.237.72. 156 |anan. i df . i | NLL Character in Header Nane at B ock 1
37.26.148.218 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
178. 33. 160. 252 |Spain 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/wp/wp-admn/ B ock 1
84.132.59. 26 Ger many 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wawi i df . il/894-en/idf gdover. aspx Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in ww aka. idf.il/main/ hone/ None 1
45.79. 89. 188 147.237.72. 156 [anan. i df . i | Illegal Byte Gode Character in Header Nane B ock 1
109. 253. 144. 122|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
74.208.16.135 |Uited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua.atal .idf.il/wordpress/wp-adnin/ B ock 1
NLLL Character in Method .
45.79. 89. 188 147.237.72. 156 |anan. i df . i | ][51?22']321[ Eg]i t['){?1#]2]9[][]#12]T],5[\[[[#2]3]1[][]#ylli]A[ﬂ[A#v(3‘]l'g{Eafﬁ]]] [“{ E&ﬁ]]];[)gﬁ%i&k?ﬂ?éﬁ? Bl ock 1
[#0]] £[[#0]] V[ [#0]] ¢ [#0]] ZA(ASA [#20] ] A
40.77.167.16  |Uited Siates [147.237.0.34  |tikshuv.idf.il  [chethorized dﬁlﬁ?i?g:esera asp. ... 6698doci 72502 Bock |1
87.67.157.152  |Bel gi um 147.237.77. 216 |dover.idf . il Mil tiple Untraceabl e SSL Sessions from87.67.157. 152 ((Qpen Mbde) None
68.180. 228. 167 |Lhited States [147.237.77.176 |nat pash. i df . i | Paranet er Type M ol ati on PageNumin ww cogat . i df . il/1038-he/ cogat.aspx |B ock
Illegal Byte Gode Character in Mt hod .
45.79. 89. 188 147.237.72. 156 |anan. i df . i | ][51?22']321[ Eg]i t['){?1#]2]9[][]#12]T],5[\[[[#2]3]1[][]#ylli]A[ﬂ[A#v(3‘]l'g{Eafﬁ]]] [“{ E&ﬁ]]];[)gﬁ%i&k?ﬂ?éﬁ? Bl ock 1
[#01] £[[#0]] V[ [#0]] ¢ [#0]] ZACASA[[#20] ] A
79.170. 44. 85 Eiqir:gegom 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua.atal .idf.il/wp-admn/ Bl ock 1
Unknown HTTP Request Met hod .
45.79.89. 188 147.237.72. 156 |anan. i df . i | ][5#'#222]&[ [@ﬁ]ﬂéffﬂz]é][ff]r]ﬁ[[filall[][]#yliﬁ[/x#ﬁ%{ﬁ]]] [“{ Eiié‘;’]]]é%?i] AéAk%@gAﬁT Bock |1
[#0]]£[[#0]]\?[[#0]]¢[[#0]]2/3(/‘%/3{[#20]]/\in R
103.151. 12. 113 |Wkraine 147.237.72. 166 |aka. i df . i | alf(]:”ltdfhof | /Zﬁsj n'\fg;gzg/ ﬂeﬂfcg’ironsewi e s get aut huser Bock |1
40.77.167.23  |Wited Sates [147. 237. 77. 243 |nobi l e. i df . i | ﬁ;‘f:‘i’gﬁzfﬂé;egﬁf;e:ﬁplta‘:es/Iistch”dsubcategories/ s Bock |1
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