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|Top Targets |

M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
Meitan aka.idf.il
M naarachot . i df . il
M refuah.idf.il
[ tikshuv.idf.il
Wiawidf.il

chi nuch. aka. i df . i
M nobi le.idf.il

Top Tar get

M 167. 114. 156. 16
176. 228. 24. 128
I 176. 13. 13. 195
212.143. 142. 56
Il 195. 10. 197. 89
W 197. 38. 175. 202
[ 109. 67. 214. 232
M 176.13.0. 156
46. 19. 86. 119
M 66.249. 78. 12

Top Attackers



03-16-2016-06:04:00 to 03-16-2016-07:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3445
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
184. 105. 139. 108 Lhited Sates 147.237.77. 243 nobile.idf.il |Bock Np Al Net drop 1




03-16-2016-06:04:00 to 03-16-2016-07:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147. 237.72. 166 aka.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1




03-16-2016-06:04:00 to 03-16-2016-07:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220 147. 237. 0. 200 Sweden mu.idf il ET SCAN NMAP -sS wi ndow 1024 1
188. 126. 77. 138 147. 237. 0. 200 Sweden rdu. i df i | ET SCAN NMAP -sS wi ndow 1024 1
98. 119. 105. 221 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237.76. 199 Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
41.78.73.30 147.237.0.35 Soral i a akave. i df il ET SCAN NMAP -sS wi ndow 3072 1
188. 126. 77. 138 147.237.77. 243 Sweden nobi | . i df.il ET SCAN NMAP -sS wi ndow 1024 1
98. 119. 105. 221 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
93.113.125. 12 147.237.0.34 Romani a tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 196 Chi na e.sviva.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
49.123.3.24 147.237.0.15 Chi na kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMVAP -sS wi ndow 3072 1




03-16-2016-06:04:00 to 03-16-2016-07:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 33
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 6
S ream ng Engi ne: TCP i i ssi
66.249.78.12  |Uited Sates [147.237.0.19 |madimatal .idf.il M NG ENQINE: 1L i nval id segnent retransmssion. Packet drop |6
Inval i d Retransmi ssi on|dropped.
Sreanming Engi ne: TCP i i ssi
176.13.0.156 | srael 147.237.72. 166 |aka. i df . i M NG ENQINE- T )inval id segnent retransmission. Packet drop 6
I nval i d Retransnissi on|dropped.
reamng Engi ne: T i i ssi
109. 67. 214. 232 |Israel 147. 237.72. 166 |aka i df . i | Stream ng Engine: TCPinvalid segnent retransnission. Packet drop 6
Inval i d Retransmi ssi on|dropped.
197. 38. 175. 202 |Egypt 147.237. 77. 170 |naar achot . i df . i | drop SAMrul e drop 5
S reaning Engi ne: TCP i i ssi
212.179. 21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | MNg ENgiNe. 147 finvalid segnent retransnission. Packet drop 4
Inval i d Retransmi ssi on|dropped.
S ream ng Engi ne: TCP i i ssi
199.30.24.199 |United Sates |147.237.76. 200 |eitan. aka.idf. il M NG ENQINE: 1L i nval id segnent retransmssion. Packet drop  |a
Inval i d Retransmi ssi on|dropped.
195.10.197.89 |[Saudi Arabia [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
S ream ng Engi ne: TCP i i ssi
77.125.126. 121 |israel 147. 237. 72. 166 |aka i of . M NG ENQINe: 1L i nval id segnent retransmssion. Packet drop |3
Inval i d Retransmi ssi on|dropped.
41.232.157.55 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
S ream ng Engi ne: TCP i i ssi
109. 65.97. 125  |Israel 147. 237. 72. 166 |aka i of . i M NG ENQINe: 1L i nval id segnent retransmssion. Packet drop |3
Inval i d Retransmi ssi on|dropped.
195.10.197.89 |Saudi Arabia [147.237.77. 216 |dover.idf. il Bad TCP sequence Smracretransmt wWith different window —|ooiior |3
S reamng Engi ne: TCP i i ssi
79.183. 114. 195 |Israel 147. 237.72. 166 |aka i df . i | mng Engine. 147 finvalid segnent retransnission. Packet drop 3
I nval i d Retransmissi on|dropped.
S reanm ng Engi ne: TCP ' i ssi
109. 67. 65. 236 |Israel 147.237.72. 166 |aka i f .1 M NG ENQINE. TP )inval i d segnent retransmission. Packet drop |3
I nval i d Retransnissi ondropped.
S reaning Engi ne: TCP i i ssi
80.179. 210. 135 |israel 147.237.72. 166 |aka. i df . i M NG ENQINE. TP )inval id segnent retransmssion. Packet drop 3
Inval i d Retransmi ssi on|dropped.
S reamng Engi ne: TCP i i ssi
46.19. 86. 57 I srael 147. 237.72. 166 |aka i df . i | mng Engine. 147 finvalid segnent retransnission. Packet drop 3
I nval i d Retransmissi on|dropped.
i S reanm ng Engi ne: TCP ' i ssi
93.158.152. 49 |V an 147. 237. 76. 147 |chi nuch. aka. i df .i | M NG ENQINE- T )inval i d segnent retransmissi on. Packet drop |3
Federati on I nval i d Retransnissi ondropped.
195.10.197.89 |Saudi Arabia |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
Russi an o Streaming Engi ne: TCP|invalid segnent retransmission. Packet
178. 154. 189. 201 : 147.237. 72. 166 |aka.i df .i | ) . dro| 3
Federati on I nval i d Retransnissi ondropped. P
91.194.84.106 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
37.26.148.145 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence noni t or
Sreamng Engi ne: TCP i i ssi
84.111. 159. 184 |Israel 147.237.77. 243 |nobil e. i df . mng Engine. 1L finvalid segnent retransnission. Packet drop 2
I nval i d Retransmissi on|dropped.
99. 25. 234. 93 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
184. 105. 139. 103|Wnited sates |147.237.0.17 Q”I”I kosher-kravi. i fovn At t ack SYN -> SYN-ACK -> RST rect |1
65. 95. 85. 171 Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
. S Geo-1 ocati on o
141.212. 122. 156|hited Sates |147.237.77.227|e hanaz.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
Non- conpl i ant TCP packets comng from
S reaning Engi ne: TCP i i
109. 65. 1. 73 | srael 147. 237. 72. 166 |aka. i df .| 9 =g mitiple external sources vere detected. This |, 1
anomal y det ect ed nay result frompotential network
configuration probl em
184.105.139.74 |Wited Sates [147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 173|Uhited Sates [147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.59. 107 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 145. 82 |l srael 147.237.77. 216 |dover.idf. i | Bad TCP sequence Inval i d ACK nunber nonitor |1
198. 20. 69. 74 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
93.113.125.12 |Ronmani a 147.237.0.34 |tikshuv.idf.il drop SAMrule drop 1
184. 105. 139. 110|Wited Sates [147.237.0.16 I”y'k"Sher’kra""'df" SYN At t ack SYN -> SYN-ACK -> RST reject |1
37.26.148.145 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber aert 1
. S Geo- 1 ocati on o
141.212. 122. 157 |lhited Sates |147.237.77.227 |e.hamaz.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
213.57.194.75 |lsrael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1




Attacker Address

03-16-2016-06:04:00 to 03-16-2016-07:04:00

A tacker
Count ry

‘Target Address |Ste

Signature

184.105.139. 74 |Uhited Sates |147.237.76.176|test.ncore.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
41.232.157.55  |Egypt 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
. S Geo- | ocat i on o
141.212.122. 174|lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocation i nbound enf or cerment drop
enf or cenent
2.54.130. 225 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
. . Geo-1 ocati on o
137.116.71.170 |lhited Sates |147.237.76.201|e.atal.idf.il Geo- | ocat i on i nbound enf or cerent drop
enf or cenent
198. 20. 69. 74 Lhited Sates |147.237.0.33 [idf.il drop drop
93.113.125.12 |Romani a 147.237.0.35 |akaws.idf.il drop SAMrule drop
184.105. 139. 112|lhited Sates |147.237.0.34 tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Geo- | ocat i on
74.82.47.12 Lhited Sates |[147.237.76.202|e halag.idf.il Geo-1 ocati on i nbound enf or cerent drop
enf or cenent
37.26.148.145 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or




03-16-2016-06:04:00 to 03-16-2016-07:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
176. 228.24. 128 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 119
176.13.13.195 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 18
46.19. 86. 119 I srael 147.237.0.19 |[madimatal .idf.il Suspi ci ous Response Code Bl ock 6
66. 249. 83. 84 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
176.13.13.77 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ml ti pl e Uhaut horized LRL Access from 46. 118. 155. 216 Bl ock 3
80. 246. 130. 219 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
80. 246. 130. 234 [l srael 147.237.77. 216 |dover.i df . i | D stributed Uhaut hori zed URL Access on wanidf.il/error. htm Bl ock 2
66. 249. 83. 78 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 2
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
. . Unaut hori zed URL Access to
66.249. 64. 137 [l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
207.46.13.181 |[wnited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/rabanut/62312 |B ock 1
] . . . DOstributed Paraneter Type Mol ation on
40.77.167. 24 Lhited Sates 147.237.0.34 |tikshuv.idf.il ww ti kshuv. i o i |/si t el cont act us. aspx_paraneter cat | d B ock 1
157.55.39.130 |Uited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/scripts.asnx/getjs |B ock 1
79.180. 237. 7 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 1
. . Unaut hori zed URL Access to
66.249.78.236 |[lsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 4/ si e100x0/ 3394,  pg B ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 9 Chi na 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994- 9014- he/ r ef uah. aspx Bl ock 1
52.58. 29. 145 Lhited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/fag aspx |Bl ock 1
83.110. 110. 98 ;il]rtaetdesﬁrab 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot. i df.il/xnirpc. php Bl ock 1
67.72.108. 95 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249.69.40  |[Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133. 19178- he/ dover . aspx B ock 1
208.115.113.89 |lhited Sates 147.237.77.216|dover.i df .i | Paraneter Type Miolation SortOr in waidf.il/1153-he/ dover. aspx |B ock 1
. . . Unaut hori zed URL Access to
79.181.250. 4 | sr ael 147.237.77.243|nobi | e.i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock !
. . Uhaut hori zed URL Access to
66. 249. 78. 242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel 111 es/ 4/ si e100x0/ 2764,  pg B ock 1
. ny- kosher - kravi . i df .
184. 105.139. 70 |lLhited Sates 147.237.0. 16 O Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
62.219.139.32 |Israel 147.237.76.86 |[navy.idf.il PHP Att enpt Bl ock 1
83.110. 110. 98 g:;deﬁ”ab 147.237.77.216|dover . i df . i | Dstributed PHP A tenpt Bl ock 1
68.180.230.51 |[wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.104 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai r/ gi yus/ gi yus/ gener al . aspx B ock 1
208.115.113.89 [lhited Sates 147.237.77. 216 |dover.idf .i | Paraneter Type Mol ation SortOr in wwidf.il/1283-en/ dover. aspx |B ock 1
. . Uhaut hori zed URL Access to
66. 249.78. 248 I srael 147.237.76.42 [refuah.idf il 147.237. 76. 42/ si p_storage/ fil es/ 2/ si ze100x0/ 3142.  pg Bl ock !
207.46.13.5 Lited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
62.219.139.32 [Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php Bl ock 1
83.110. 110. 98 ;:i:rtaetde:(ab 147.237.77.216|dover.idf .i | Distributed Wnaut hori zed URL Access on www i df.il/xmrpc.php  |B ock 1
Unaut hori zed URL Access to
68. 180. 230. 164 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | ww chi nuch. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper |Bl ock 1
/
. . . Unaut hori zed URL Access to
66. 249.78. 127 I srael 147.237.0.34  [tikshuv.idf il wan ti kshuv. i df . i |/ nodul es/ shar ed/ user cont r ol s/ navienu/ Bl ock !
208.115.113.89 [lLhited Sates 147.237.77.216|dover.i df .i | Paraneter Type Mol ation SortOr in wwidf.il/1379-he/ dover.aspx |B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 23 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ yohal an/ nai n/ ni n. asp B ock 1
] - - - Paraneter Type Molation catld in
207.46.13.131 [lWited Sates 147.237.0.34 |tikshuv.idf.il W ti kshuv. i o i 1/si tef cont act us. aspx B ock 1
141.212.122. 145|nited Sates 147.237.72.167|i shuri maka. i df .i | Unaut hori zed URL Access to 147.237.72.167/ B ock 1
68.180.230. 189 [lLnited Sates 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to w i df.il/dover/sitel homepage/ asp |B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | wwy, i df . i/ 1133-19278- he/ kkkkkkk=2aa22d8bkkkkkkk_2aa22d |B ock 1
8b
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
83.110. 110. 98 ;"ﬁ:rt:tde:(ab 147.237.77. 170 [maar achot . i df . i | Dstributed PHP Attenpt Bl ock 1
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