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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3362
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il B ock_Udp Al _Nets drop 3
81.218. 65. 210 | srael 147.237.77.216 dover.idf.il B ock Wp Al Nets drop 3
66. 249. 78. 31 | srael 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ati on, first packet not syn|drop 1
184. 105. 139. 104 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il Bock Np All Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.72. 167 ishurimaka idf.il B ock Np Al Net drop 1
184. 105. 139. 112 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
23.91.70.95 Lhited Sates 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 4
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il [C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

23.91.70. 95 147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 6
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188. 126. 77. 138 |147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 72. 179. 226 |147. 237. 77. 212 e.dover.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
94.102. 48.194 |147.237.77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 |147. 237. 77. 216 |Wkrai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.132.187. 214 |147.237. 77. 178 |R nl and e.matpash.idf.il|ET SCAN NMVAP -sS w ndow 1024 1
42.116.139.91 |[147.237. 76. 199 |\ et nam e.nakchal .idf.iI|ET SCAN NVAP -f -sS 1
218.24.113.2  |147.237.76. 201 |Chi na eaa.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
188. 126. 77. 138 |147. 237. 77. 235 |Sweden svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 72. 179. 226 |147. 237.77. 212 e.dover.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
185. 72. 179. 226 |147. 237. 77. 212 e dover.idf.il |[ET SCAN NVAP -f -sS 1
91. 201. 236. 114 |147. 237. 77. 216 |kr ai ne dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
20,179, 201 77 |147 237 77 233 518 atal idh il ET DOS Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 1
attack
42.116.139.91 [147.237. 76. 199 |\ et nam e nakchal .idf.iI|ET SCAN NMAP -sS wi ndow 2048 1
218.24.113.2  |147.237.76. 201 |Chi na eata.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature ?(;\t”i ((:;
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 9
137. 116. 240. 150|Wnited Sates 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁ?;'rz‘e:i'n:’” i nbound drop 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
S reami ng Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dr opped.
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 5
178. 63.105.85  |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 5
95. 90. 236. 153  |Ger many 147.237.72. 167 |i shurimaka. i of .i | Bad TCP sequence nmoni t or 5
95.90. 236. 153  |Ger nany 147.237.72. 167 |ishurimaka. i df .i| SYN At t ack SYN -> SYN-ACK -> Tineout [reject 3
S reamng Engi ne: TCP i i ssi
100.65.1.73  |israel 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Retransmission Packet dropped.
St reanmi ng Engi ne: TCP i i ssi
1.34.249.102  |Tai van 147.237.72. 166 |aka.i df . mng gl ne. 1 Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
95.90. 236. 153 [Ger many 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence alert 3
S reaning Engi ne: TCP i i ssi
2.54.57.72 I'sr ael 147.237. 77. 243 |nobi l e.i df .1 mng tngihe. 7 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Russi an S S reaming Engi ne: TCP Invalid segnent retransnission.
92. 50. 142. 190 . 147.237.72. 166 |aka.idf.il . .. droj 3
Federati on Inval i d Retransm ssion Packet dr opped. P
St reami ng Engi ne: TCP i i ssi
66.249.78.230 |Wited Sates  |147.237.77.243|nobile idr il mng tngihe. 7 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop
38.111.147.86 |Whited Sates 147.237.77. 216 |dover.idf.il dr op drop
62.210.132. 11 |France 147. 237, 77. 121 |e. navy. i of . i | Geo-l ocation enforcement |0 !ocation inbound drop 2
enf or cenent
178. 63.105.85  |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
2.54.179. 32 I srael 147. 237. 77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
95.90.236.153  |Ger nany 147.237.72. 167 i shuri maka. i df .i | Bad TCP sequence SYNRACK retransmt with moni tor |2
di fferent w ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
216.218.206. 71 |Uited Sates 147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
77.77.76.3 'F;;‘EBI :i'ﬁ"‘c 147. 237.77. 216 |dover . i df .i Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 122. 168|Wnited Sates 147.237.72. 217 |e.idf .1 Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
Iran, Islamc o . :
95. 38. 61. 199 Repuil i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 139. 115|thited Sates 147.237. 72. 166 |aka. i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.28 Lhited Sates 147. 237. 77. 178 |e. rat pash. i of . i | Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
141.212. 122. 161|wited Sates 147.237.77. 226 :“’“WCha"atz'aka' taf-Tlsyn At ack SYN -> SYN-ACK -> RST rej ect 1
95.90. 236.153  |Ger nany 147.237.72. 167 |i shuri maka. i of . | Bad TCP sequence SS;';J:;;S”S”“ wWthdifferent 1 oy 1
216.218.206. 95 |Lhited Sates 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 :éxbl :2'37"" 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber moni tor |1
141.212. 122. 169|Wited Sates 147.237.72. 217 |e i cf . i | Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
137.116.71. 170 |Wited Sates 147.237.77. 178 |e. nat pash. i of . | Geo-1 ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
184. 105. 247. 199|Wnited Sates 147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
74.82.47.35 Lhited Sates 147.237.8.45 |eeitanidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212. 122. 162|Wnited Sates 147. 237.77. 226 :’“"WCha"mZ'aka' T lsyN At ack SYN -> SYN-ACK -> RST rej ect 1
95.90.236.153  |Ger many 147. 237.72. 167 |i shuri maka. i df . i | Bad TCP sequence i’:l;ee;crsnsm‘ wehdifferent | nitor |1
217.132. 148. 124l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
81.7.17.171 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 1
62. 210. 254. 123 |France 147.237.0.200 |rdu.idf.il Geo-1ocation enforcenent |0 !ocation inbound drop 1
enf or cenent
159. 226. 95. 66  |Chi na 147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
201.27.203.13 |Rrazil 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
74.82. 47. 44 Lhited Sates 147.237.76. 44 |e.refuah.idf.il Geo-1 ocation enforcenent |0 !ocation inbound drop 1
enf or cenent
141. 212. 122. 165|Wited Sates 147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 160|Wnited Sates 147.237.0. 17 ;“Inly kosher-kravi-id |qyN At t ack SYN -> SYN-ACK -> RST rej ect 1
95. 90. 236. 153  |Ger many 147.237.72. 167 |i shurimaka.i df . il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 1
74.82.47.55 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
91.200. 12. 143 |krai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 12
91.200.12.143 |Wkraine 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 91.200. 12. 143 B ock 11
66. 249. 83. 78 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw idf.il/error. htm B ock
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 46. 118. 155. 216 B ock
184, 105. 139. 67 |lhited Sates 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock
. . . . Uhaut hori zed URL Access to
5.18.186.139  [Russian Federation |147.237.72. 166 (aka. i df .|| vaw aka, i df . i |/ 894- he/ chi nuch. aspx B ock 1
66. 249. 66. 82 | srael 147.237.77.216|dover .i df . il Uhaut hori zed URL Access to waw idf.il/aman B ock 1
186. 159. 147. 157|vsta R ca 147.237.72. 156 |anan. i df . i | Mitiple Untraceabl e S Sessions from 186. 159, 147. 157 None 1
(Qpen Mobde)
68. 180. 228. 241 |Wited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/kanhar/adv. asp B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
186. 159. 147. 157 |Qusta R ca 147.237.72. 156 [aman. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
80. 82. 65. 82 Net her | ands 147.237.77.216|dover. i df . il Wi i df . i |/ shar ed/ user cont rol s/ header upper/ B ock 1
91.200.12. 143  |Wkraine 147.237.72. 166 |aka. i df . i | Wnaut hor i zed URL Access to B ock 1
wwy aka. i df . i |/ mai n/ gi yus/i ndex. php
. . Uhaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72.166|aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
207.46.13.35  |lnited SQates 147.237.76.86 |navy.idf.i| thaut hori zed LR Access to Bl ock 1
navy.idf.il/mai n/giyus/ general . aspx
86. 98. 1. 206 Wi ted Arab 147. 237, 77. 216 |dover . i df . i | PHP At enpt B ock 1
Emrates
46.118. 155. 216 [Wkrai ne 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to www cogat.idf.il/xnirpc. php Bl ock 1
-kosher -kravi . i df .
157. 55. 39. 44 Lhited Sates 147.237.0. 16 :?l Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
! . . Uhaut hori zed URL Access to
208. 115.113. 89 |Lhited Sates 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai v/ smal i nd ht b/ 1. asp B ock 1
Lhited Arab . . ) o
86.98. 1. 206 Eir ot €5 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
62.210. 254. 123 |France 147.237.0.15 |kosher-kravi.idf.il |Uauthorized URL Access to 147.237.0. 15/ B ock 1
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