03-16-2016-04:04:09 to 03-16-2016-05:04:09

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

2. 80044

M dover.idf.il

M aka.idf.il

M navy.idf.il

M test.ncore.idf.

Menazi.idf.il

M ncore.idf.il

M nat pash.idf.il

Meitan aka.idf.i
e. chinuch.idf.i

Meecitanidf.il

Nunber
(6]
At acks

Top Tar get

M 167. 114. 156. 16
178. 63. 105. 85
I 212. 143. 142. 56
195. 34. 150. 18
Il 8.37.227.81
M 66. 249. 78. 137
[ 66. 249. 78. 144
M 8.37.227.68
106. 38. 241. 106
M 109. 65. 97. 125

Top Attackers



03-16-2016-04:04:09 to 03-16-2016-05:04:09

|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3689
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
182. 140. 167. 188 Chi na 147.237.8. 24 elifestyle.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il B ock Np Al _Net drop 1
184. 105. 139. 116 Lhited Sates 147.237.77. 233 atal.idf.il Bock Np All Net dr op 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 2
46.116. 11. 31 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000138: HITP. prefix 1.01 in the URL B ock 1
134. 249. 53. 96 kr ai ne 147.237.77.216 |dover.idf.il |Cl1000016: HITP. adnministrator in LR B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry
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Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 232. 98. 38 147.237.0. 16 ny- kosher - kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
47.23.96. 141 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.132.187. 214 147.237.77. 216 Finl and dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.76. 197 Chi na e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 232. 98. 38 147.237.0. 16 ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 4096 1
47.23.96. 141 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.132.187.214 147.237.77. 234 Finl and hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .l SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
178.63.105. 85  [Ger many 147.237.77. 179 |e.nazi .i of .il dr op SAMrule drop
178. 63.105.85  |Ger many 147.237.76. 176 |test.ncore.idf.il |dr op SAMrul e drop
8.37. 227. 68 é{”&’;ym’“s 147. 237, 77. 216 |dover. i of .| Bl ock HTTP Non Conpl i ant Response out of state monitor |4
66.249.78.137 |Uited Sates |147.237.76.86 |navy.idf.il Streamng Bngine: TCP Invalid invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
66.249.78.144 |Wnited Sates |147.237.76.86 [navy.idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
8.37.227.81 g”;(’;ymus 147. 237.77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state moni tor |4
109. 65.97. 125 i srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransnssion drop 3
Ret r ansni ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop
8.37.227. 69 g”;(’;ymus 147. 237.77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state monitor |3
178.63.105.85 |Ger many 147.237.76.38 |e.e.meitav.idf.il |drop SAMrul e drop 2
66.249.78.146 |Wnited Sates |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
66.249.78.130 |Wited Sates |147.237.76.86 |[navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dr opped.
46.9.164. 175 Nor way 147.237.77. 216 |dover.idf.il dr op SAMrule drop
79.178. 135. 160 [l srael 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
207.46.13.21  |Wnited Sates |147.237.76.86 [navy.idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 2
74.82.47.11 Whited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber alert 1
141.212.122. 168|Wnited Sates [147.237.76.200|eitan akaidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.208 [lIsrael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 165|Wited Sates  |147. 237. 72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.23 Whited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 1
178.63.105.85 |Ger many 147.237.76.39 |nobile. neitav.idf.i|dr op SAMrul e drop 1
141.212.122. 168|thited Sates  [147.237. 77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 155|Wited Sates [147.237.8.50 |e.tikshwv.idf.il |Geo-1ocati on enf or cement Sﬁ?;:ggﬁ;?n I nbound drop 1
71.6.165.200  |United Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
184.105. 139, 126|Uhited Sates [147.237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
38.229.1. 15 Lhited Sates |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent (;]?O'rggi'nf” I nbound drop 1
141.212.122. 166|thited Sates [147.237.72. 166 |aka i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.36 Lhited Sates |147.237.76.201 e atal .idf.il Geo-1 ocati on enf or cenent Sﬁ?;:ggﬁ;?n I nbound drop 1
159.226.95.66 |Chi na 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 156|Wnited Sates [147.237.8.50 |etikshuv.idf.il  |Geo-1ocation enf or cenent gﬁ?;'rggiinfn I nbound drop 1
72.9.148. 10 Whited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141, 212.122. 167|Wited Sates [147.237.76.200|eitan. akaidf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 1
141.212.122. 157|Wnited Sates [147.237. 76. 148 |gocenter. aka. i df . il |dr op drop 1
74.82.47.11 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
46.19.85.118  [Israel 147. 237. 77. 216 |dover.i df .l SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 1
141, 212.122. 167|Wited Sates [147.237. 77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147. 237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 158|Wnited Sates [147.237.76. 148 |gocenter. aka. i df . il |dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66. 102. 7. 226 Lhited Sates |147.237.77.216|dover.idf.il D stributed WLhaut hori zed URL Access on waw i df.il/error. htm B ock 2
. . . Uhaut hori zed URL Access to
2.54.10. 44 I srael 147.237.77.243|mobi | e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 Bl ock 2
134.249.53.96 |Wkraine 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww idf.il/wp-1ogin. php B ock 1
. . Uhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover.idf . il 147. 237. 77. 216/ 1133- 19163- he/ dover . aspx Bl ock 1
207. 46.13. 21 Lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wwwu navy. i df. i/ navy/ B ock 1
74.208.12.240 |Wited Sates |147.237.77.216|dover.idf.il PHP Attenpt B ock
. . Paraneter Type Molation & in
37.48.118. 96 Netherlands  |147.237.77. 216 |dover.idf.il v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
157.55.12. 75 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthorized URL Access on wawn idf.il/error. htm Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
207.46.13.123 |lnited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-he B ock 1
74.208.12.240 |Whited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df.il/index. php B ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to ww i df.il/atal 1/i zkor/ mai n. asp B ock 1
. . O stributed Uhaut hori zed URL Access on
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
87.71.29.116  |israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in None 1
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
66. 102. 7. 233 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
194. 72. 238. 241 z";gegom 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to / B ock 1
. . Uhaut hori zed URL Access to
66.249.78.236 |[lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_ st oragel {11 es/ 2/ si ze100x0/ 2802, pg B ock 1
5.28.191.224  |[Israel 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock
134.249.53.96 |kraine 147.237.77. 216 |dover . i df . i | Dstributed PHP Atenpt B ock
waww. chanat z. aka. i d Uhaut hori zed URL Access to
66. 249. 78. 45 I srael 147.237.77.226|, . ) ) wa chamat z. aka. i df . i |/t enpl at es/ depart nent sl obby/ depart nent sl o |B ock 1
f.il bby. aspx
A . . URL is Above Root Directory o
197.231.221. 211|Liberia 147.237.77. 216 [dover. i df . il wwi of i1/ / shared/cl i entscri pts/j query/j query-1.4.2.nin. | s Bl ock 1
; . . ; Lhknown Paraneter &ortDr in
68.180.230.43 |lhited Sates |147.237.76.200|eitan. aka.idf.il v ei tan. aka i df i1/ 1103 he/ ei t an. aspx None 1
5.28.191. 224 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
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