03-16-2016-03:04:09 to 03-16-2016-04:04:09

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

2. 80041

M dover.idf.il

M aka.idf.il

M halag.idf.il

M refuah.idf.il

M mobile.idf.il

M eitan. aka.idf.

Menazi.idf.il

M tikshuv.idf.il
lawidf.il

MW atal .idf.il

Top Tar get

[Top Attackers |

2 800l

W 167. 114. 156. 16
178. 63. 105. 85
[ 84. 111. 227. 100

1, 400
212. 143. 142. 56
mgmr - Il 29. 60. 110. 103
08. 245. 53. 105
At t acks 7007 -

1254281

Il 81. 218. 65. 210
71.122.168. 24

M 195. 34. 150. 18

Top Attackers



03-16-2016-03:04:09 to 03-16-2016-04:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3830
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il B ock Wdp Al Nets drop 3
182. 140. 167. 188 Chi na 147.237.8. 24 elifestyle.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 4
62.212.73.211 Net her | ands 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Bl ock 2

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 232. 98. 38 147.237.77. 178 e. nat pash. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
104. 232. 98. 38 147. 237.77. 178 e. matpash.idf.il ET SCAN NVAP -f -sS 1
104. 215. 89. 20 147.237.8.24 Lhited Sates elifestyle.idf.il |[ET SCAN NMVAP -sS w ndow 2048 1
185. 72. 179. 226 147.237.77. 179 e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
162. 243. 40. 70 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
104. 232. 98. 38 147. 237.77. 178 e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 215. 89. 20 147.237.8. 24 Lited Sates elifestyle.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
104. 215. 89. 20 147.237.8.24 Lhited Sates elifestyle.idfi.il [ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 72. 179. 226 147.237.77. 179 e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 72. 179. 226 147.237.77. 179 e mazi.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
99. 60. 110. 103 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
84.111. 227.100 |Israel 147.237.77. 234 |hal ag. i of . i Bad TCP sequence mdgitvrsin;"lt wehdfferent — oonitor |7
98.245.53.105 [lhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.28.1 I'srael 147. 237.77. 243 |mwbi l e, i f . i Streaning Bngine: TCP Inval id invalid segnent retransmission. | o 6
Ret r ansni ssi on Packet dr opped.
65.55.210. 240 |Wnited Sates |[147.237.76. 200 |eitan. aka idf. il Streamng Engi ne: TCP Inval i d finvalid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack rej ect
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
84.111. 227.100 |israel 147.237.77. 233 |atal i df il Bad TCP sequence mdﬁr;”;"y wehdfferent | onitor |4
24.205.57. 72 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
79.183.169.24 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval i d finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . i Streaning Bngine: TCP Inval id |invalid segnent retransmission. | o 3
Ret r ansni ssi on Packet dr opped.
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 2
178. 63.105.85  |Ger many 147.237.8.45 |eeitan.idf.il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .i df il drop SAMrul e drop 2
178. 63.105.85  |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 2
216.218.206.82 [lhited Sates [147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95. 66  |Chi na 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.22.131.37 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 1
180. 76. 15. 20 Ghi na 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 148|Wnited Sates |147.237.77.235|sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates |147.237.77.205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 102|lhited Sates [147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85.179. 162. 186 |CGer many 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
8.37. 227. 69 g”&;ymus 147. 237. 77. 216 |dover . i of . i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
184.105.139. 83 |Wited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 149|tnited Sates |147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 20 Lhited Sates |147.237.0.17 ;“I”Iy kosher-kravi.i1d |qu\ At ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 118|lhited Sates [147.237.76.39 [nobile. neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
95.35.127.203 | srael 147. 237. 77. 216 |dover i df .1 Bad TCP sequence ﬁﬁtﬁgggﬂcﬁth moni tor |1
184.105.139. 88 |[lhited Sates |147.237.8.27 |enadimatal.idf.il  |Geo-1ocation enf or cerent S:?O'r gziinfn I nbound drop 1
178. 63. 105. 85 Ger many 147.237.72. 156 |anan. i df .i | dr op SAMrul e drop 1
141. 212. 122. 163|lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
46.19. 85. 53 I srael 147. 237. 72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 164|lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1




03-16-2016-03:04:09 to 03-16-2016-04:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 B ock
213.57.224.195 |Israel 147.237.77.74 |lawidf .il PHP Attenpt B ock
106. 68. 53. 29 Australia 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mde None
} . . Uhaut hori zed URL Access to
68.180.229. 124 |lhited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8876- he/ r ef uah. aspx Bl ock 1
. . D stributed Uhauthori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
207.46.13.105 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
} . . NLLL Character in Method
71.122.168.24 |lWited Sates |147.237.76.42 |refuah.idf.il ) . Bl ock 1
S[[#O]][[#O] ] [[#O]] [[#16]] O[ [ #11]] —PeaM/ad—
! nobi | e. nei tav.idf.i )
216.218. 206. 66 |Lhited Sates |147.237.76.39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
. - Unaut hori zed Met hod HEAD for
151. 55. 117.0 Italy 147.237.72. 166 [aka. i df . i | v aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
68.180.231.39 |Wnited Sates [147.237.72.166|aka. idf.il tnaut hor | zed URL Access to B ock 1
wan aka. i df . i 1/ consol e/ core/ doc_ngr/ gener al . aspx
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to v i df . i|/894-19355-ar B ock 1
211.11.155.20 [Japan 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
] . . Unknown HTTP Request Met hod
71.122.168.24 |lnited Sates |147.237.76.42 |refuah.idf.il y s B ock 1
S[[#O]1[[#O]1[[#0]] [ [#16]] O [#11]] —CreaM/t—
. . Unaut hori zed URL Access to
66.249.78.190 |l srael 147.237.77. 176 |nat pash. i df . i | v cogat i df i1/t enpl at es/ shar ed/ user cont ol s/ header upper / Bl ock 1
} . . |Unaut hori zed URL Access to
157.85.39.12 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il v kosher - kravi . i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
71.122.168.24 |lnited Sates [147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
. . Uhaut hori zed URL Access to
66.249.69.32  [Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1283- 12738- en/ dover . aspx Bl ock 1
213.57.224.195 |[Israel 147.237.77.74 |lawidf .il Ml tiple Uhauthorized URL Access from 213.57. 224, 195 B ock 1
. . Unaut hori zed URL Access to
84.111.227. 100 |lsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar e/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
157. 55. 39. 57 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed LRL Access to waw aka.idf.il/rights/asp/ B ock 1
] . . Illegal Byte de Character in Mt hod
71.122.168.24 |lnited Sates |147.237.76.42 |refuah.idf.il ], s B ock 1
S[[#O]1[[#O]1[[#0]] [[#16]] O [#11]] —CreaM/t—
. . D stributed Uhauthori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
66.249.78.248 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp |B ock 1
157.55.39. 145 [thited Sates |147.237.77.176|mat pash.idf.il Unhaut hori zed URL Access to 147.237.77. 176/ B ock 1
71.122.168.24 |Wited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in LRL B ock 1
66.249.78.102 |Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover. aspx  |B ock 1
213.57.224.195 |[Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
122.109. 167. 168|Australia 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 1
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