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03-16-2016-02:04:01 to 03-16-2016-03:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3495
115. 28. 27. 173 Chi na 147.237.76. 44 e.refuah.idf.il Invalid TGP H ags drop 1
104. 239. 173. 81 147.237.8. 45 eetanidf.il L4 Source or Dest Port Zero drop 1
110. 76. 40. 33 Chi na 147.237. 8. 28 e. nobil e-ks.idf.il Invalid TGP H ags drop 1
180. 97. 31. 70 Chi na 147.237.0. 17 mny- kosher -kravi . i df . il Invalid L4 Header Length drop 1
114.215.193. 117 Chi na 147.237.0. 17 m ny- kosher -kravi . i df . il L4 Source or Dest Port Zero drop 1




03-16-2016-02:04:01 to 03-16-2016-03:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 4
212.83.177.193 France 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Bl ock 2
46. 165. 197. 142 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 23 France 147.237.77. 233 atal.idf.il |[Cl000146: HTTP. AhrefBot craw er B ock 1




03-16-2016-02:04:01 to 03-16-2016-03:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 246. 0. 97 147. 237.76. 177 Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 72. 179. 221 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
74.208. 238. 221 147. 237. 76. 200 Lhited Sates eitan aka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.0.17 Chi na mny- kosher -kravi . i df il ET SCAN NVAP -sS w ndow 1024 1
187.189. 118. 25 147.237.77. 233 Mexi co atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
88. 249. 106. 23 147. 237. 76. 198 Tur key e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13. 71. 146. 233 147.237.77. 243 Lhited Sates nobi l e.idf.il ET SCAN NVAP -sS wi ndow 1024 1




03-16-2016-02:04:01 to 03-16-2016-03:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 32
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 14
Sreaming Engine: TCP Invalid i i ssi
2.54. 59, 226 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 11
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
Sreamng Engine: TCP Invalid ' i ssi
2.54.7.175 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi . i df il drop SAMrul e drop 3
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 2
178. 63.105.85  |Ger many 147.237.76. 177 |ncore.i df . il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 2
Sreamng Engine: TCP Invalid i i SSi
5.102.242. 111 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il dr op SAMrul e drop 2
132.64.142.38 |lIsrael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |1
37.46. 41. 203 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
192.118.60.69 |l srael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
149. 88.89.230 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
79.177.43.209 |Israel 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54. 4. 146 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.99 |wnited Sates  [147.237.72.217|e.idf il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
178.63. 105.85  |Ger nany 147.237.0.17 ;nlnly kosher-kravi.id |4 o SAMrul e drop 1
141.212.122. 149|Wnited Sates  |147.237.72. 156 |anan.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
38.229.1.15 Lhited Sates  [147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
197. 38.175. 202 |Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
159. 226. 95. 66  |Chi na 147.237.77.61 |e.cogat.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 149 [Chi na 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
188. 34. 204. 45 IFL.ZEBI :i'?’f"'c 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber aert 1
178.63.105.85 |Ger many 147.237.0.19 |nadimatal .idf.il drop SAMrul e drop 1
141.212. 122. 150|Uhited Sates 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 160 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
203. 127.96. 218 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 1
119. 29. 153. 110 |Chi na 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
188. 34. 204. 45 L;ZEH:??C 147. 237. 7. 216 |dover. i f . | Bad TCP sequence I'nval i d AGK nunber moni tor |1
141.212.122. 169|Wited Sates  |147. 237. 76. 202 |e. hal ag.i df . i Geo- 1 ocati on enf or cenent i?olr ggi'nfn I nbound drop 1
74.82.47.11 Lhited Sates  [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
203. 127. 96. 218 |S ngapore 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
. S . Geo- | ocati on i nbound
120. 132. 67. 209 |Chi na 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent onf or coment drop 1
192.118.60.69 |Israel 147.237.77. 170 |maar achot . i df . i | Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 170|Wited Sates  |147.237. 76. 202 |e. hal ag.i df . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.11 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
203.127.96. 218 |Si ngapore 147.237.77. 216 |dover. i df . Bad TCP sequence SYNFACK retransmt wi th monitor |1
different w ndow scal e
178.63.105.85 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1




03-16-2016-02:04:01 to 03-16-2016-03:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.155. 139 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 2.54. 155. 139 B ock 169
2.54. 155. 139 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 2. 54, 155, 139 B ock 8
Russi an . .

5.158.287.155 [ o0 - o 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
5. 158. 237. 155 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 5. 158. 237. 155 Bock |5
207.46.13.105 |Wited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw idf.il/error.htm B ock
185. 32.179. 209 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock
207, 46. 13. 65 Wited Sates |147.237.77.233latal i df.il Uhaut hori zed URL Access to v atal . idf.il/894-he/ abnl NAMDLN AN B ock 1

aspx. Np'LO

. . Unhaut hori zed URL Access to

66.249.78.138 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
208.115.113.89 |[lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to aka.idf.il/milui ndhebrew asp/ def aul t. asp B ock
119. 73.253. 4 S ngapor e 147.237.77. 216 |dover.idf . il O stributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock
5. 158. 237. 155 RJSIS:;ni on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i/ nain/gi yus/ i ndex. php Bl ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
2.54.155. 139 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/sip_storagelfiles/9/71659. not |B ock 1
208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on ww idf.il/error. htm B ock 1
183.12.97. 154 |China 147.237.77. 216 |dover.idf .i | Illegal UR Path Encodi ng v i df.il/english% Bl ock 1
17.142.156. 109 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx Bl ock 1
207.46.13.123 |lnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/atal 1/izkor/print_bottom asp B ock 1
91.143.197.224 |italy 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock 1
208.115.113.89 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/sviva B ock 1
66. 249. 78. 83 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/yohal an/ mai n/ f ag. asp B ock 1
207.46.13.160 [Lnited Sates [147.237.77.216|dover.idf.il Abnormal |y Long Request URL Bl ock 1
91.143.197.224 |italy 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xnirpc. php Bl ock 1
220. 255. 146. 231 |9 ngapor e 147.237.77.216|dover. i df .i | Dstributed Uhauthorized URL Access on www idf.il/error.htm B ock 1
203.127.58. 235 |9 ngapore 147.237.77.216|dover.idf .i | Dstributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133-9301- he/ dover . aspx |B ock 1
207.46.13.192 |[wnited Sates [147.237.77.74 |lawidf.il tnauthori zed URL Access to Bock |1

waw | aw i df . il /consol e/ core/ doc_ngr/ doc_ngr. asp

Unaut hori zed URL Access to

. - -lwww chi nuch. aka. i df . i 1/1151- he/ chi nuch. aspx&sa=u&ed=0ahukew 785c

95.86.74.64 | srael 147.237.76. 147 chi nuch. aka. i df . i x9spl ahvl dj okhwBbcr ggf ggnmmai &si g2=aeedi f 2zbuqr ndzpkul bj a&usg=af gj ¢ Bl ock !

ney99eef hkf wi f kkr | t vundop3gya

03-16-2016-02:04:01 to 03-16-2016-03:04:01




