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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3616

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3

82. 145. 222. 29 Eur ope 147.237.77. 216 dover.idf.il Block Ip Véb In drop 2

212. 143. 254. 66 | srael 147.237.76. 86 navy.idf.il Bl ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 5
91.121.221.15 France 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Bl ock 4
5.9.63. 149 Ger many 147. 237. 77. 216 dover.idf.il |Cl000074: HTTP. majestic bot B ock 2
27.251.94. 30 I ndi a 147.237.77. 216 dover.idf.il |CL000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80. 83. 135. 131 147. 237. 0. 200 Georgia rdu. i df i | ET SCAN Potential SSH Scan 1
80. 83. 135. 131 147.237.0. 33 Georgi a idf.il ET SCAN Potential SSH Scan 1
80. 83. 135. 131 147.237.0. 17 Georgia mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 1
104. 45. 226. 46 147.237.76.31 Lhited Sates nakchal .i df.il ET SCAN Potential SSH Scan 1
80. 83. 135. 131 147.237.0.35 Georgi a akaws. i df . i ET SCAN Potential SSH Scan 1
80.83.135. 131 147.237.0.19 Georgia nadi matal .idf.il ET SCAN Potential SSH Scan 1
80.83.135. 131 147.237.0.15 Georgi a kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 216 Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 85. 190. 98 147. 237.76. 201 e.atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
198. 187. 200. 254 |Uhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 22
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreaming Engine: TCP Invalid i i ssi
109. 253. 133. 42 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreanming Engine: TCP Invalid i i ssi
46.19.85.218  |Israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
178. 63.105.85  |Ger many 147.237.76.38 |e.e.neitav.idf.il dr op SAMrul e drop 6
Sreaming Engine: TGP Invalid i i ssi
46.19.85.201  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.52.31. 68 I'srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il dr op SAMrul e drop
178. 63.105.85  |Ger many 147.237.8.45 |eeitan.idf.il drop SAMrul e drop
79.181.3.94 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
e SYN+ACK retransmt wth .
79. 181. 3. 94 I srael 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence different vi ndow scal e monitor |4
85.65.102. 252  |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.54.163. 1 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
37.46. 39. 38 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber nonitor |3
Sreanming Engine: TP Invalid i i ssi
213.8.200.20  |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.22.135.131  |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
178. 63.105.85  |Ger many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop 3
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il dr op SAMrul e drop 2
197. 38.175. 202 |Egypt 147. 237. 77. 170 |n@ar achot . i of . i | dr op SAMrul e drop 2
46.19. 85. 141 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
105.109. 169. 75 [A geria 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il dr op SAMrul e drop 2
157.55.39.193 |Uited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
5.102.242.113 |lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |1
149.88.53. 241 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 1
141. 212. 122. 155|Wnited Sates |147. 237. 7. 178 |e. nat pash. i of . i | Geo- | ocati on enf or cement gﬁ?;ggi'mon I nbound drop 1
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf.il dr op SAMrul e drop 1
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.122. 161 |hited Sates [147.237.0.33  |idf.il drop drop 1
141.212.122. 151 |thited Sates [147. 237. 77. 205 |prisha.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
192.0.117.242 |Wited Sates |147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
91.219. 236. 222 |Hungary 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
149.88.53.241  |Israel 147. 237. 77. 216 |dover i df . Bad TCP sequence i’;‘ur:rtlg:”mt wth different aert 1
141.212.122. 156|thited Sates [147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71.170 |Wited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent i}f’;ggi'ﬂfn I nbound drop 1
79.177.43.209 |israel 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 162|wni ted Sates |147. 237. 7. 227 [e. hanaz. i o . | Geo- | ocati on enf or cenent S}?;ggi'nfn I nbound drop 1
141.212. 122. 152|thited Sates [147. 237. 76. 31 |nakchal .idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
93.113.125.12 |Romani a 147.237.76.202|e.hal ag.idf.il dr op SAMrul e drop 1
178.63.105.85 |Ger many 147.237.72. 167 |i shurimaka. i df .i | dr op SAMrul e drop 1
149.88.53.241 |Israel 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence SN retransnit with different monitor |1
sequence
141.212. 122. 156|Wited Sates [147. 237. 77. 178 |e. nat pash.i df . Geo- | ocati on enf or cenent Sf]?:rggi'nfn I nbound drop 1
213.57.194.168 |Israel 147.237.77. 226 Wi"l"'“ha”atz' aka.1dt |gad TCP sequence Inval i d ACK nurber monitor |1
137.116. 71. 170 |Wited Sates [147. 237. 72. 217 [e.i of . Geo- | ocati on enf or cement Geo-Iocat i on i nbound drop 1
enf or cenent
5.29. 122. 207 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber alert 1
141.212. 122. 163|Wited Sates |147. 237. 7. 227 |e. hanaz. i of . | Geo- | ocati on enf or cenent gﬁ?;)'rggi'mon I nbound drop 1
141.212. 122, 153|thited Sates [147. 237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197.38.175. 202 |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.13.195 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 31
Russi an . .
193. 243. 173. 37 r at i on 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
193. 243.173. 37 RJSS::t”ion 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 193. 243. 173. 37 B ock 5
46. 19. 85. 218 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock
79.179.127.14 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock
66.249.78.159 |lsrael 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock
- - Unaut hori zed URL Access to
66.249.78.234  [Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ si p. st or agel 111 es/ 7/ 71547, plf B ock 1
40.77. 167. 20 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to navy.idf.il/main/drushi mcontactus. aspx  |B ock 1
74.208.12.240 |lhited Sates 147.237.77.216|dover. i df . i | PHP Att enpt B ock 1
66.249.78.104 [Israel 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ B ock 1
207. 46.13. 21 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/ general / B ock 1
141.212.122. 145|Uhited Sates 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ B ock 1
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
74.208.12.240 |Whited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/index. php B ock 1
208.112.85.140 [Wnited Sates 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/wp-admn/ B ock 1
149.50.90.65 |lited Sates  |147.237.72. 166 |aka. i df .i | Wnknown Par anet er ct|00$ct | 00$cphiai n$cphSachar $ctl 85 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
] . . Unaut hori zed URL Access to
68.180.228.48  |Lnited Sates 147.237.77.74 [lawidf. il ww | aw i df . il /tenpl at es/ shared/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
50.62.177.141 [Lnited Sates 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/test/wp-admn/ B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/print_bottomasp  |B ock
149.255.200.5 |iraq 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wawidf.il/arr/ Bl ock
] . . Paraneter Type M ol ati on PageNumin
68.180.228. 167 |United Sates  |147.237.77.176 [mat pash. i df i1 [P0 5 S0 s e cogat . aspx Bl ock 1
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
193. 243. 173. 37 RJSf;;”i o 147.237.72. 166 aka. i df . i | Unaut hori zed URL Access to vww aka. idf.il/main/gi yus/i ndex. php B ock 1
134.0.11.76 Spai n 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/wordpress/wp-adm n/ Bl ock 1
66.249.78.173 |lIsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock
17.142.159. 148 |Whited Sates  |147.237.72. 156 [aman. i df . i | Wnaut hori zed URL Access to . Bl ock 1
W anan. i df . i | / appl e- app-si t e-associ ati on
176.9.47.6 Ger many 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to tikshuv.idf.il/bl og/wp-adm n/ Bl ock 1
69.194.230.99 |lLhited Sates  [147.237.0.34 [tikshuv.idf.il |Wauthorized UR. Access to tikshuv.idf.il/wp/ wp-adm n/ B ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 66. 249. 78. 95 B ock 1
203.196.19.18 |Japan 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/ol d/wp-admn/ Bl ock 1
141.212.122. 145|Wnited Sates  [147.237.72. 166 [aka. i df .i | Distributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
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