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03-16-2016-00:04:09 to 03-16-2016-01:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3640

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 41
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 2




03-16-2016-00:04:09 to 03-16-2016-01:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 149 Chi na 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der B ock 4
94. 245. 88. 135 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 3
213. 251. 184. 38 France 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Bl ock 2
188. 214. 249. 145  |Romani a 147.237.77.216 |dover.idf.il |CL000008: HTTP. Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-16-2016-00:04:09 to 03-16-2016-01:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
94. 245. 88. 135 147. 237.72. 166 Uhi ted Ki ngdom aka.idf.il A Injection - Select From 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 64. 50 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
202. 71. 25. 29 147. 237. 76. 198 I ndi a e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
202. 6. 144. 245 147.237.76. 148 Ausstralia gacenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.72. 166 Lhited Sates aka.idf.il ET DRCP Dshield B ock Listed Source 1
185. 72.179. 221 147. 237. 76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
185. 72.179. 221 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
93.113.125. 12 147. 237.77.176 Romani a mat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
202. 71. 25. 29 147. 237. 76. 198 I ndi a e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147. 237.72. 217 Lhited Sates eidf.il ET DROP Dshiel d B ock Listed Source 1
185. 72. 179. 221 147. 237. 76. 197 e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 147. 237.76. 30 hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1




03-16-2016-00:04:09 to 03-16-2016-01:04:09

|Top Attackers In FW |

A tacker

Devi ce

Addr ess count ry Target Address |Ste Signature Action ‘Count

149. 202. 200. 59 |Ger many 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 260

149. 202. 200. 59 |Ger many 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack rej ect 175

149. 202. 200. 59 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 164

149. 202. 200. 59 |Ger many 147.237.72. 156 |anan. i df .il SYN Attack rej ect 100

149. 202. 68. 6 Ger many 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 79

149. 202. 68. 6 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 60

149. 202. 68. 6 Ger nmany 147. 237. 76. 147 |chi nuch. aka. i df . i [|SYN At t ack rej ect 55
Sreaning Engine: TCP Invalid i i ssi

77.127.197.35 |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 51
Ret r ansni ssi on Packet dropped.

149. 202. 68. 6 Ger many 147.237.72. 156 |anan.i df .il SYN Attack rej ect 39

149. 202. 200. 59 |Ger many 147. 237. 76. 147 |chi nuch. aka.i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 22
Sreanming Engine: TQP Invalid i i ssi

212.76.110. 148 | srael 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |4 18
Ret ransmi ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 16
Sreaming Engine: TGP Invalid i i ssi

46.19.85.201  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
Sreamng Engine: TCP Invalid i i ssi

66.249.78.137 |lited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dr opped.

149. 202. 200. 59 |Ger many 147. 237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi

176.228. 24. 128 |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

66.249.78.144 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |4 8
Ret r ansni ssi on Packet dropped.

149. 202. 68. 6 Ger many 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

46.19. 85. 116 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi

46. 19. 85. 230 | srael 147.237.72. 167 |i shurimaka. i df . il g _g Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 116 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

. . SYNretransmt wth different .

5.29.71. 220 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi

79.178.188.51 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

. . SYNPAXK retransmt with different .

46.19. 85. 136 I srael 147.237.77. 176 |nat pash.idf .i | Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi

46. 19. 85. 89 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.54.152. 41 I'srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 116 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

197.38.175. 202 |Egypt 147.237.77. 170 |naarachot . i df .i| |dr op SAMrule drop 5

46.116.70. 164 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5

79.177.237.164 |l srael 147.237.77. 74 [lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5

46.116.70. 164 [l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

149. 202. 68. 6 Ger many 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46.116.70. 164 [Israel 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert 5

46.116.70.164 i srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different 1opuior s

w ndow scal e

46.116.70.164  [Israel 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 5

46.116.70. 164 [l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d sequence nunier noni t or 5

5.22.131.59 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 4

87.106.179. 116 |Ger many 147.237.72. 166 |aka.idf . il drop SAMrul e drop 4

37.26.147.170 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor 4

87.242.112.35 R‘Sf;:t”i o 147.237.77. 233 |atal i df i drop SAMrule drop 4

178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop

5.102.242.184 |lIsrael 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

79.182. 146. 254 I srael 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

46. 19. 85. 136 | srael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi

2.54.178. 32 I'srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 144. 220|1 srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
217.132. 49. 255 |lsrael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 185
2.54.43.95 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 166
2.52.12.197 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 166
176. 228.24. 128 |Israel 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 115
2.54.149. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 98
131.253.25.170 |Uhited Sates 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock
37.26.149.152 |Israel 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock
79.179.127.14  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
217.132.49. 255 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂtgﬁréfz_??/g:t‘egpgrcﬁm s/ 1 st chi | ddocunent s 1071 Bock |2
Dstributed Paraneter Type Mol ati on on
176. 228. 24. 128 |l srael 147.237.0.19 |madi matal .idf.il|nadimatal.idf.il/nobile/ 1088-he/ neret z. aspx par anet er B ock 2
ct| 00$Cont ent P acetol der 1$t xt Last Nane
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 2
2.52.169. 80 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 67.1.174 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text. asp B ock 1
109.16.156.126 |Wnited Sates  [147.237.77. 216 |dover . i df . i | chaut CT]‘O.riIIZ/es(ij pﬁof‘;ggffi L 6 i 26220801 15125, g Bock |1
157.55.39.189 |Uhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 1
38.111.147.84 |lhited Sates 147.237.77. 216 |dover.i df . i| Uhaut hori zed URL Access to ww i df.il/894-he B ock 1
217.132. 49. 255 |l srael 147.237.0.19 |nadi matal .idf.il/untraceabl e SSL Sessions: Qpen Mde None 1
194.72.238.241 |United Kingdom [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/xyzzy B ock 1
109. 67.1.174 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
68.180.229.91 |lhited Sates  [147.237.76.42 |refuah.idf.il m“:;‘ﬁ;z‘f‘; ﬁ .Aiclt;?sesnptlgtes/ har e user cont ol header upper Bock |1
199.30.24.176 |lnited Sates 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
2.54.43.95 I sr el 147.237.0.19  |neci matal . i df . i |27 €T TYPe Malaion ct oSt ent ':_aacs%;b' deriStxtlasthame in g oy |1
157.55.39.193 |Uhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 1
82.9.103. 231 Lhi ted Kingdom [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf . il Lhaut hori zed UR. Access to wwyidf.il/kamar B ock 1
197. 250. 195, 243 ;agﬁif’ Othi'[ed 147. 237.77. 216 |dover . i df . i | Lntraceabl e SSL Sessions: (pen Mde None 1
68.180.230.100 [Uited Sates  [147.237.76.31 |nakchal .idf.il [Fram®er T/pe W olat on Pagehumi s Bock |1
204.79.180.191 |lhited Sates 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mbde None 1
Illegal Paraneter Encodi ng
95. 86.84. 9 I srael 147.237.72. 156 |anan. i df . i | ct | 00%ct | 00$cphvai n$CPHVAI nCont ent $ct | 72%ct 1 03¢t 1 03t xtField in  |[None 1
wan anan. i df . i |/ nodi i n/ quest i onnai r es. aspx
66.249.78.95 [ Israel 147.237. 77. 216 |dover . i df . i | e e oo hef dover. aspx Hock |1
198. 20. 69. 74 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39. 112 [wited Sates 147.237.72. 166 |aka. i df . i | D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
68.180.230. 189 [lnited Sates 147.237.77.216|dover . i df .i | Par anet er Type M ol ati on PageNumin waw i df . il/1379-he/ dover.aspx |Bl ock 1
5.29.71.220 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
207.46.13.181 [lnited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/main/smalimdefault.asp |B ock 1
95. 86. 84. 9 I srael 147.237.72. 156 [anan. i df . i | Mitiple Illegal Paraneter Encoding from95.86.84.9 None 1
198. 58. 102. 96 Lhited Sates 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/1294-he/wunidf.il Bl ock 1
157.55.39.141 |Whited Sates  [147.237.77.170 |maar achot . i df . i | xle“ hf;;' zed WR. Access to maarachot . if..i1/pf/files/ 1%/l Ver el Bock |1
60.58.178.58  [Lhited Sates 147.237.0.34 |tikshuv.idf.il mutt thSSrrI]qu?? dfu?i‘l fgﬁ:f: d/tlfser cont rol &/ header upper/ Bl ock 1
176. 228. 24. 128 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
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