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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3836
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action ‘Oount |
213.57.224.248 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 18
217.132.114.35 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 12
46.117.230.191 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 8
79.178.169. 225 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 5
106. 38. 241. 149 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 4
87.70.74. 164 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4
174.34.135.242 |wnited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 [Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
46.116.11. 31 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 1
151.80.31.135 |[italy 147.237.77.226 |waw chanat z. aka. i df .i| |ClL000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DG5S Large anount of TCQP Zer oWndow - Possible Nkiller2

80. 246. 130. 252 |147.237. 77. 233 [l srael atal.idf.il 4
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.240.213.93 [147.237.0.16 |Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.19 |China I awforumidf il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 44 |China erefuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.27 |China e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76. 177 |Whited Sates |ncore.idf.il ET DRCP Dshiel d B ock Listed Source 1
193. 105. 134. 220|147. 237. 77. 121 [Sweden e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 232.98.38 |147.237. 76. 147 chi nuch. aka. i df . il ET SCAN NMAP -sS wi ndow 4096 1
66.240.213.93 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.240.213.93 [147.237.0.15 |Wited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 198 [Chi na e yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 72. 167 |Chi na i shuri maka. i df.il ET SCAN NVAP -sS w ndow 1024 1
187.189. 118. 25 |147.237.0.17 |[Mexi co mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Ret r ansm ssi on

Packet dropped.

count ry Target Address |Ste Signature

149. 202. 200. 59 |Ger many 147. 237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 178

149. 202. 200. 59 |Ger many 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack rej ect 170

149. 202. 200. 59 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 105

149. 202. 200. 59 |Ger many 147.237.72. 156 |anan. i df .il SYN Attack rej ect 93

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 19

46.19.85. 1 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 15
Sreanming Engine: TCP Invalid i i ssi

46.19.85.194 |Israel 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

149. 202. 200. 59 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TQP Invalid i i ssi

46.19.86.234 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

109. 65.71. 121 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.

46.19.85. 1 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Inval i d ACK nunber alert 8

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8

46.19.85.195 [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 8

46.19.85.198  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8

2.52.129.250 |[Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

178. 63. 105. 85 |Ger many 147.237.76. 176 |test. ncore.idf.il [dr op SAMrul e drop 7
Sreaning Engine: TQP Invalid i i ssi

185.32.179.36 |Israel 147.237.77. 243 |robi 1 e. i of . i1 g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.

109. 65. 75. 193 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

46. 19. 85. 63 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TCP Invalid i i ssi

2.54.0.88 I'srael 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

reaming BEngi ne: TCP Invali i i ssi

176.13.9.217 |israel 147.237.77. 243 |rbi e i1 | SAMNg Enginer TCP Invalid  invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

79.183. 113. 238 I srael 147. 237.72. 166 |aka. i df .11 9 =9 Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.

85. 140. 3. 242 ?é;;:tnion 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi

185. 32. 179. 214 |1 srael 147. 237.72. 166 |aka. i df .11 9 =9 Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.

79. 180. 96. 53 I srael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 6

. . SYNPAXK retransmit with different .

79. 180. 96. 53 I srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Vi ndow scal e noni t or 5

149. 202. 200. 59 |Ger many 147. 237. 72. 156 |anan. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

37.142.64.80 |[Israel 147. 237. 72. 166 |aka.i of .i Bad TCP sequence noni t or 5

79.179. 205. 96 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

178. 63. 105. 85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 5

46. 19. 85. 38 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46.19.85.195 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 4
Sreaming Engine: TGP Invalid i i ssi

89. 138.89. 166 |l srael 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.

80. 246. 130. 252 || srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

109. 66. 131. 174 |l srael 147. 237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

91.200. 12. 141 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4

37.46.39.1 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4

213.8.204.53 |[Israel 147.237.77. 234 |hal ag.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TQP Invalid i i ssi

24.164.130. 147 |Whited Sates  |147. 237. 76. 200 [ei tan. aka. i df . g =g nvalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

46.19.85.195 | srael 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.

Russi an . Streamng BEngine: TP Invalid |invalid segnent retransnission.

141.8.132. 112 |2 o 147. 237. 72. 166 |aka.i of .i Ret 1 ansmi Ssi on Packet dr opped. drop 3

37.142.64.80 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi

77.127.187.77 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

37.26.148.163 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

2.52.56.168  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

149.78. 247. 128 |I srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

2.54.129.92  [israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

79.178.32.75 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi

46.19.85.165 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site dgnature Acti on ‘Count
2.54.156. 55 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 174
46. 19. 85. 29 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 144
2.54.0.161 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 60
46. 19. 85. 165 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
2.52.169. 80 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
185.32.179.36  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 205 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 65. 231. 234 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
2.52. 63. 69 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df.il/size220x0/ si p_storage [B ock 2
37.26.149.128 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
216.106.71.189 |[lLhited Sates 147.237.77. 216 |dover.i df . i | Dstributed PHP Attenpt B ock 2
2.54.0.88 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
216.106.71. 189 |lhited Sates 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php Bl ock 2
37.26.146.130 [Israel 147.237.77. 234 |hal ag. i df . i | i;t rzisl;l.n;;f‘Zﬁffmggsfziaﬁlﬁﬁi 1c.)2;i f Bl ock 1
118. 108. 157. 117|Japan 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on v i df .i|/xmrpc. php B ock 1
84.111.165.15 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/giys B ock 1
66.249.78.247 |[Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/list20050529. htm B ock 1
220. 181. 132. 216|Chi na 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
177.22.120.18 |mrazil 147. 237. 72. 166 |aka. i df . i | mg‘l’(\;ﬂi ;arl ?;Tﬁtuerri r;ansp&z?g;”g/g:gol diers. asp None 1
5.29. 49. 38 I srael 147. 237.77. 216 |dover . i df . | mﬂt:forl iﬁf‘;ﬁpﬁ :Sclctiifm O ontrol qener  of Bl ock 1
105. 158. 186. 122|Mor occo 147.237.77.216|dover.i df .i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ Bl ock 1
77.75.79.11 Czech Republic 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df .il/ page/ 28/ B ock 1
66.249.64.229 I srael 147.237.77.233atal .i df .il e e to e ot aspx Bock |1
197. 250. 195. 243 ;agtzjts;tlniica,ofl.hi ted 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.148.189 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
141.212. 122. 145|Uhited Sates 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
2.54.5. 206 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mode None 1
68. 180. 230. 189 [lhited Sates 147.237.77. 216 |dover . i df .i | Par anet er Type Mol ati on PageNumin waw i df . il/1781- he/ dover. aspx [B ock 1
179.55.68.192 |Brazil 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
46.19. 85. 165 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
24. 30. 148. 57 Lhited Sates 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
109.65.23. 129 | sr ael 147.237.72. 166 [aka. i df . i | mu;ﬁ:ri Id?(.eidl /'\':ra:iihnecéi 3;3 gfhefzriri cat i onser vi ce. asnx/ get aut huser B ock !
79.178.188.51 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
66.249.78. 159 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to ww i df.il/anan/ B ock

199. 30. 16. 167 |Uhited Sates 147.237.77. 216 |dover.i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | ggfﬁ%“g\l‘f\lﬁfﬁg’ﬁa\i g:;zl_&m:\&) None 1
86.133.52.182 |United Ki ngdom 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waw idf.il/sip_storagel/files/2/4912. png |B ock 1
2.54.38.234 I srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;';;“;‘;dzéﬂffmggsfziag/ﬁﬁs; 1‘_’; f B ock 1
69.121.153.40 [United Sates 147.237.72. 166 |aka. i df . i | 3;\; ;ii(;uit diqiwzﬁ :IO;; ;jg/ a'\lﬁthr:r)]‘tji LZ{ i f:sog"rrzntc':‘agrrlx/ getauthuser [P 0K 1
46.19. 85. 165 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
24. 30. 148. 57 Lhited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 1
110. 172. 144. 130|Indi a 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to www i df . il/1283-13490-en/ dover. aspx' |B ock 1
84.94.82.178  [Israel 147.237.77. 176 [nat pash. i df .i | ;Twarf:ge; pe W ?'gzlé_og‘nlsf%;?_Ti’;tp; " Bock |1
66.249. 78.236 | srael 147.237.76.42 |refuah.idf.il ﬂ?’tzg;“?gégz;“g‘pfgfsf:g;ﬁi | es/ 6/ i 26100X0/ 3426 | pg B ock 1
157.55.39.193 |thited Sates 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock

41. 248. 40. 39 Mor occo 147.237.77. 216 |dover . i df .i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock

87. 70. 86. 88 I sr el 147.237.72. 166 |aka. i df . i | fwﬁﬁf??/ﬂiﬁ/!a?hjri/?lgiigrati o zor i regi ot . s None 1
71.166. 87. 2 Lhited Sates 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mode None
187.160.29.23 |Mexico 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/1283-9703-en/ dover. aspx’ |B ock
31.13.112.121 |ireland 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
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