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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3622
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il Bl ock_Udp All _Nets drop 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 1
180. 97. 31. 70 Chi na 147.237.0. 17 mny- kosher -kravi .i df . il Invalid L4 Header Length drop 1




03-15-2016-22:04:06 to 03-15-2016-23:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Signa1 ure Devi ce Action |Oount
46. 19. 85. 235 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 10
149. 88. 145. 165 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 7
106. 38. 241. 149 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 4
176. 228. 160. 79 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
2.52.29.115 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
5.29.21. 152 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
149. 88. 80. 185 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
51.254. 129. 88 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000074: HITP. maj estic bot Bl ock 2
95. 86. 101. 241 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

66.249.78.97  |147.237.77.170|Wnited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 9833
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
37.8.120.111 |147.237.77. 216 zlcisgiig;a” Territory, dover. i df il ET SCAN NVAP -sA (2) 2
190. 196. 178. 78 |147. 237.76.86 |Qile navy.idf.il ET SCAN NVAP -f -sS 1
95. 173. 184. 200 |147. 237. 77. 212 |Tur key e. dover.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.194 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.139.27.231 |147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 196. 178. 78 |147. 237.76.86 |Chile navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 85. 190. 98 [147. 237. 76. 196 esvivaidf.il ET SCAN Potential SSH Scan 1
94.102. 48.194 |147.237.77. 121 |Net her | ands e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74, 208. 238. 221 |147.237.76.39 |Uhited Sates nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
60.217 7216|147 237 0.33 |cnira il ET SCAN Rapi d | MAPS Gonnecti ons - Possi bl e Brute Force 1
Attack
222.186.56.18 [147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
190. 196. 178. 78 |147. 237.76.86 |Chile navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dr opped.

37.26.149.129 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i > droj 171
Ret r ansni ssi on Packet dr opped. P

87. 70. 90. 84 I'srael 147.237.72. 166 |akaidf.il  |Bad TCP sequence ig;e“ansn"t weh different wndowl ooivor 49

31.210.186.87 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 36

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 28
Sreaming Engine: TGP Invalid i i ssi

85. 65. 90. 6 I srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segrent retransmssion. drop 22
Ret r ansni ssi on Packet dropped.

205. 159. 85. 160 |lLited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 19

31.210.186.87 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 18
Sreanming Engine: TQP Invalid i i ssi

2.54.158.174  |Israel 147.237.72. 166 |aka. i df .1 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 236 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 13

82.166.181.40 |lsrael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 12

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 11

84.108. 239. 8 | srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10

178.39.218.11 |Sntzerland 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10

46. 19. 85. 171 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 10

46. 19. 85. 235 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10

reamn ine: TCP Invali i i ssi

79.182.149.66 |Israel 147 237. 77, 243 |mmbi e i o1 [} @M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 236 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 8

80. 178. 159. 239 |l srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 8

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN Attack rej ect 8

178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il |dr op SAMrul e drop 7

84.108. 239. 8 I srael 147.237.77. 233 |atal .idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid ' i ssi

109. 253. 206. 2001 sr ael 147. 237.72. 166 |aka i df . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 93 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6

reamn ine: TCP Invali i i ssi

77.127.84.36  |Israel 147,237, 72. 166 |aka ich. i1 || S NG Bngine: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

80. 178. 159. 239 |l srael 147.237. 72. 156 |anan. i df . i drop First packet isn't SYN drop

46. 19. 85. 117 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber alert
Sreaning Engine: TGP Invalid ' i ssi

176. 13. 4. 45 I'srael 147. 237.72. 166 |aka i df . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46.19.85.15 I 'srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

79.182.122. 213 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.7.51 I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 vl i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

46.19. 85. 91 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 64. 147. 116 | srael 147.237.72. 166 |aka. i df . 9 =9 vl i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

79.176.73.219 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect

46. 19. 85. 93 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id AGK nunber aert
Sreaming Engine: TGP Invalid i i ssi

79.182. 170. 246 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

188. 120. 148. 157|I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

2.54.38. 130 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect

77.126.148.66 | srael 147.237.77.233|atal .idf.il  |Bad TCP sequence ?nge”ansn“ with different wndowl oivor |5
Sreaning Engine: TQP Invalid i i ssi

24.164.130. 147 |Uited Sates |147.237. 76. 200 |ei tan. aka. i df i 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

2.54.44.98 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect

87.71.242.241 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

40.77.167.58  |wited Sates |[147.237.76.200|eitan. aka idf. i 9 =9 vl i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.

141. 0. 15. 20 Eur ope 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect

46.116. 167.5 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect

79.177.139. 207 |lsrael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop
Sreanming Engine: TQP Invalid i i ssi

2.52.162.155  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.15.199 | srael 147. 237, 77. 243 |nobi | e. i of . i 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.181.9. 19 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

87.70.74.164  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3




03-15-2016-22:04:06 to 03-15-2016-23:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 94 | srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 89
2.54. 156. 55 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 15
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Malformed URL from 87.70. 90. 84 B ock 5
87.70. 90. 84 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from87. 70. 90. 84 B ock 5
87.70.90. 84 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 87. 70. 90. 84 B ock 5
77.126.41.55 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 4
176.13.0. 141 | srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 4
87.70.90. 84 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Abnornal |y Long Request from 87.70. 90. 84 B ock 4
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from87.70.90.84  [B ock 3
87.70. 90. 84 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from87.70. 90. 84 B ock 3
46. 19. 85. 93 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Abnornal Iy Long Header Line from 87.70.90. 84 B ock 3
176. 100. 124. 130 R‘SIS:;”i o |147-237.77.216|dover .i df .| Mil ti pl e Unaut horized URL Access from 176. 100. 124. 130 Bock |3
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Ml forned HITP Header Line from 87.70.90. 84 B ock 2
188. 162. 39. 104 RJSIS:;ni on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in v tikshuv.idf.il/site/general . aspx B ock 2
188. 162. 39. 104 RJSf;;”i o |147.237.0.34  [tikshuv.idf.il Paraneter Type Mol ation docld in ww tikshuv.idf.il/site/general.aspx  |Block |2
. . . Unaut hori zed URL Access to
89. 138. 56. 66 | srael 147.237.77. 243|mobi | €. i df . nobi | e.idf.il/categorytenpl ates/|istchilddocunent s/ 1071 Bl ock 2
87.70. 90. 84 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e NILL Character in Header Nane from 87. 70. 90. 84 B ock 2
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Qode Character in LRL from87.70. 90. 84 B ock 2
79.179.127.14  |lsrael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to waw aka. i df il /v tikshuv.idf.il B ock 1
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation searchText in wawyidf.il/1518-en/dover.aspx  [B ock 1
Il1legal R Path Encoding [[#14]] %Y %[ [#30] ] &9 03! ' a8%
87.70. 90. 84 I srael 147.237.72. 166 |aka. i df . i | [[#25]]+; %00 [ #2311 [ [#22]] ol [ #15] 1 [ [ #2] ] [[ Y#15£9] ] be[ [ #29] ] kT Bl ock 1
>5f Ne wOX >1h]
46.116.107. 25 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/main/giyus/controls/atuda/ |B ock 1
176. 100. 124. 130 F“Sf;;”i o |147-287.77.216|dover i df il Uhaut hori zed LR Access to www i df . il /1395-en/ dover . aspx' Bock |1
. . S Untraceabl e Gonnection - Protocol violation
109. 64. 179. 80 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | Abnor mal |y Long Header Line request header nane B ock
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock
NULL Character in Header Nane at
[[#18]]3] gEA QN[ [#26]] p" O [#15] ] z[ [ #18]] T, J6FUF4[ ; « pi & [ [ #7] ] @Cep
QL[ [#12]][[#16]]>y[[#18]] 21 ZA [#30] ] &fvh[ [#16]] "« ™W#A[ [#21]]7[[#3]]
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | faf", z[[#23]] ,filie\2»C..c2* V, obf+cNace @« 02A[ [ #7]] Vn[[#5] ] A [B ock 1
Y4nABR [ [ #4] ] s2fi—pTToE$2 vl [ [#22] ] CEmq[ [ #15] ] - ) ®&e[ [ #30] ] Cdl CP.nj [
#12] ] EPW UQAOF[ [ #24] ] OTS[ [ #4] ]+ —E[ [ #22] ] $6aUH3' mp{ 9eB Ui+ 9y
[[#16]] yUEKR®
66. 249. 69. 41 | srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 6/ 109236. pdf B ock 1
Illegal Byte Qode Character in Paraneter Nane H [, JYWO'I-]1]r[ [#30]]Y
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | [[#0]1vZO "a"B[ [#3] ] ¥@-2  [#27] 1 €L [[ 1 >D#24n] 1 Vo« in ..o f B ock 1
[[#23]1fi #012r GE[ #6] ] f8a{ 1712+ "] ot- q! V<
40.77.167.16  |wited Sates |147.237.0.34 |tikshuv.idf.il Dstributed Praneter Type Vol ation on tikshuv.idf.il/site/general. aspx gy oy |y
paraneter catld
157. 55. 39. 193 Lhited Sates |147.237.77.216|dover.idf.il Mul tipl e Whaut hori zed URL Access from 157. 55. 39. 193 B ock 1
87.70.90. 84 I srael 147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method ¢R96 B ock
. . Unaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bock |1
208.115.113.89 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
178.248.90.71 |italy 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mode None 1
87.70. 90. 84 I srael 147.237.72. 166 |aka. i df . i | Mal f or med HTTP Header Line 2 B ock 1
65. 55. 210. 25 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 1
109. 253. 144. 122|I srael 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Qode B ock 1
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | Aonornal |y Long Request request version B ock 1
- kosher - kravi . i i
66.249.79.176 | srael 147.237.0.16 |V thaut hori zed URL Access to o Bock |1
af.il viwn ny- kosher - kravi . i df.il/tenpl ates/| ogi i/ | ogi n. aspx
NULL Character in Method
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | 9GO0 [ #12] ] E¢CTEQUB] [ #2]], yp[ [#27] ] AsSEVUBSE i ~=6Qx( T ¢ SNAU|Bl ock 1
MI#A]][[#19]] ~ceH &rN ["T-B QA [[#1]]/ A} Y| [[#27] | EoOD [[#0]]1 9
66. 249. 78. 51 | srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 7/ 106567. pdf Bl ock 1
Illegal Byte de Character in Qeery Sring H[, 0] rH [#30]]Y
87.70. 90. 84 I srael 147.237.72. 166 [aka. i df . i | [[#0]1vZO "anB] [#3] ] 2%- 2 [#27] 1 €L [[ 1 >D#24N] ] V-« on ... f B ock 1
[ [#23]] fi #012r GE[ #6] ] f8af T712+n "] ot- q! Y«
40.77.167.104 |Wited Sates [147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock
173.195.13. 228 |Uhited Sates [147.237.72.166|aka.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None
77.126.41.55 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/8/ B ock 1
- - Unaut hori zed URL Access to
66.249.78.236 [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 8/ si e100x0/ 3338,  pg B ock 1
Unknown Par anet er
212.76.112.196 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wav aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
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