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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

|Target Address |[Site

|Signature

|Device Action |Count |

147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3343
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il Bl ock_Udp All _Nets drop 3
180. 97. 31. 70 Chi na 147.237.0. 17 mny- kosher -kravi .i df . il Invalid L4 Header Length drop 1
104. 239. 173. 81 147.237. 8. 50 e tikshuv.idf.il Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Count |
93.173.3.163 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 18
46.117. 14. 49 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the UR B ock 6
23.91.70. 44 Lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 4
63.143. 34. 37 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
23.91.70. 121 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 4
74.63. 228. 226 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
79.177.111. 80 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the UR B ock 4
46. 19. 85. 15 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR B ock 4
216.201.148.210 |lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
195. 154. 200. 93 France 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 3
195. 154. 185. 20 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
195.154.185.20  |France 147.237.77.176 |natpash.idf.il| [CL000074: HTTP: njestic bot B ock 2
195. 154. 185. 20 France 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
177.185. 192. 77 Bazil 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 2
85. 65. 0. 194 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
41.225. 41. 64 Tuni si a 147.237.77.216 |dover.idf.il 18160: HITP. Qitroni Likely Milicious Tor Proxy Qookie B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

63. 143. 34. 37 147.237.77. 216 |United Sates  |dover.idf.il S Injection - Select From 12
74.63.228.226 |147.237.76.86 |Lhited Sates [navy.idf.il SQ Injection - Select From 12
23.91.70.121 147.237.77.233|lUited Sates |atal .idf.il S Injection - Select From 6
177.185.192. 77 (147.237.77.74 |Bazil lawidf.il S Injection - Select From 6
216. 201. 148. 210|147. 237. 77. 216 |Wited Sates  |dover.idf.il SQ Injection - Select From 6
23.91.70. 44 147.237.77.74 |Uited Sates [lawidf.il S Injection - Select From 6
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
112. 196. 49. 101 [147.237.76.42 |india refuah.idf.il ET SCAN NVAP -f -sS 1
94.102.48.194  [147.237. 76. 199 [Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.194 [147.237.0.15 |[Netherlands kosher-kravi .idf.il ET SCAN NMAP -sS w ndow 1024 1
80. 82. 79. 104 147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
74.218.80.126 [147.237.0.34 |[Wnited Sates [tikshuv.idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 |147.237.76.42 |India refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.194  |147.237.77.19 |Netherl ands lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.194 |147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
87.71.51. 117 147.237.77. 233 [ srael atal.idf.il ET D5 Large arount of TCP ZeroWndow - Possible Niller2 1
DDos attack
79.182.32.19 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.139.27.231 |147.237.76. 148 [Net her | ands ggcenter. aka. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
185. 92. 72. 82 147.237.77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 |147.237.76.42 |Iindia refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
reanmn ine: TCP Invali i i ssi
79.183.25.137 |Israel 147. 237.76. 200 |ei tan aka i o i1 || S2M NG Engine: TP Invalid invalid segnent retransmissi on. drop 57
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
24.164.130. 147 |Wited Sates [147.237.76.200 [eitan. aka idf. il 9 =9 Invalid segnent retransmssion. drop 54
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 [Canada 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
Sreamng BEngine: TCP Invalid i i ssi
46.19.85.181  |Israel 147.237.0.34  |tikshw.idf.il 9 =9 Invalid segnent retransnission drop 21
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
212.76.110. 148 I srael 147. 237.76. 200 [ei tan aka i o 11 || SAM NG Engine: TP Invalid —invalid segnent retransissi on. drop 16
Ret r ansm ssi on Packet dropped.
C SYNretransmit wth different .
192. 116.172. 24 |l srael 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence wi ndow scal e noni t or 15
2.54.19. 200 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreanmng Engine: TCP Invalid i i ssi
2.54.133. 72 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.42. 69 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmission. dr op 12
Ret r ansm ssi on Packet dropped.
37.26.148.151 |[Israel 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 11
Sreaming Engine: TGP Invalid i i ssi
85.64.211. 214 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmission drop 10
Ret r ansni ssi on Packet dropped.
2.54.162. 192 I srael 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
. . SN retransmt wth different
192.116.172. 24 |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Wi ndow scal e aert 9
95. 86. 100. 31 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreaming Engine: TGP Invalid i i ssi
2.54.142.116  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
93.173.31.122 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
. . SN retransmit wth different .
77.126.148.66 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 8
37.26.149.129 |[Israel 147.237.8.45 |e.eitanidf.il |[Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 15 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 76 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TP Invalid i i ssi
109.67.134.8  |israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
2.54.162. 192 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect
79.177.139. 207 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
46. 19. 85. 236 | srael 147.237. 72. 167 |i shuri maka. i df . i g .g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
2.52.129. 51 I srael 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TP Invalid i i ssi
84.109.70.137 |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansm ssi on Packet dropped.
94.230.86.204 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 15 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
2.52.129. 51 I srael 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.129.51 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 5
2.52.129.51 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
2.52.129.51 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5
80. 246. 139. 152 |l srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
164. 138. 122. 104|I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.19. 85.192 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
87.71.105.210 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 181 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46.39.5 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
178.63.105.85  |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 4
Sreamng Engine: TCP Invalid i i ssi
37.26.148.232 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.6.135 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.179.178.81 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
5.22.135.116 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TP Invalid i i ssi
46.19.86.160  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
5.102.242.224  |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TP Invalid i i Ssi
109. 253. 144. 180 i srael 147.237.77. 243 |nobi | e. i of .| 9 =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
37.46.41.129 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
109. 65.179.35 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 85. 186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 151
109. 66. 104. 151 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 148
176.13. 0. 141 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 126
213.57.75. 41 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 16
2.54.147. 114 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
66.249.81.212 |[Israel 147.237.77. 216 |dover.idf .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | mué:;art'.?z(:.itﬁ‘sf;f;s;atgzm | s/ O s 26220401 3410, pg. 51 Bock |3
2.54. 156. 55 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
87. 70. 90. 84 I'srael 147.237.77. 216 |dover . i df . i | ?Mgéli_f'gmu&t_fsgﬁl &fﬂiﬁggié;gﬁ&?)% 84 (Protocol vidation |0 |3
2.54.142. 116 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
79.182.190. 200 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock
37.190. 42. 98 :Zg::t”i on 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 37.190. 42. 98 Bl ock 3
109. 65. 18. 231 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
2.52.20. 154 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 2
87.70.90. 84 I srael 147.237.77.216|dover.i df .i | Mil tipl e Abnormal |y Long Header Line from87.70.90. 84 Bl ock 2
87.70. 90. 84 I srael 147.237.77. 216 |dover.idf .i | Mitiple I11egal HITP Version from87. 70. 90. 84 Bl ock 2
87.70. 90. 84 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unknown HTTP Request Met hod from 87.70. 90. 84 Bl ock 2
87.70.90. 84 | srael 147.237.77.216|dover. i df .i | Mitiple Illegal Byte Qode Character in Header Nare from87.70.90.84 |B ock 2
80.246.138.79 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
87.70. 90. 84 I srael 147.237.77. 216 |dover . i df .i | Mil tiple Ml formed HITP Header Line from 87.70. 90. 84 Bl ock 2
46. 19. 85. 250 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.70. 90. 84 I srael 147.237.77. 216 |dover.i df .i | Mitiple Illegal Bite Gode Character in Header Val ue from87.70.90.84 |[B ock 2
81.28.197.146 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
87.70. 90. 84 I srael 147.237.77. 216 |dover.i df .i | Mil tiple Malformed URL from 87.70. 90. 84 B ock 2
46.19. 86. 112 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
87.70. 90. 84 I srael 147.237.77. 216 |dover . i df .i | Mitiple Illegal Byte Gode Character in Mthod from87.70. 90. 84 Bl ock 2
87.70.90. 84 I srael 147.237.77.216|dover. i df .i | Mil tiple NILL Character in Header Nane from87.70.90. 84 B ock 2
149.78.74.231 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
87.70. 90. 84 I srael 147.237.77. 216 |dover . i df .i | Mitiple Illegal Byte Qode Character in URL from87.70.90. 84 Bl ock 2
46. 19. 85. 189 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.109.70.137 [israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
37.26.146.214 |Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t rzlst;ugsd2217?;:(;:57?151%/%7?3 fgi . Bock |1
87.70. 90. 84 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e NILL Character in Method from 87. 70. 90. 84 B ock
78.165.169. 14  [Turkey 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
66.249.69.48 Israel 147. 237.77. 216 |dover . i df . i | D e e s e/ dover . aspx Hock |1
199.30.24.242 |uwited Sates [147.237.72.156|anan.idf.i | Uhaut hori zed URL Access to ww anan. i df.il/scripts. asnx/getjs Bl ock 1
37.190. 42. 98 g;z:;nl on 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to ww i df . il/1283-en/ dover. aspx' B ock 1
157. 55. 39. 57 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/nain/drushiminfo. aspx None 1
Illegal Byte (ode Character in Header Name
87.70.90.84 |[israel 147.237.77. 216 |dover . i df . i | Lépﬁﬂzﬁ}ﬁéfﬁ%ﬁfﬁ.[_fc?(])lgﬁi;'B]]7 o e et ek o [Brock [
© ‘¢
80.246.130.90 |[Israel 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
5.28.191. 224 I srael 147.237.77. 216 |dover . i df .i | Distributed Wauthori zed URL Access on v i df .i|/xmrpc. php Bl ock 1
87.70. 90. 84 I sr el 147. 237.77. 216 |dover . i df . i | (8?5-53 tégc\lila_bggpﬁngiﬁli g‘\l_'D:rTo/:fCE?:C‘\jA?\'éi) on None |1
66.249.81.215 |[Israel 147.237.77.216|dover.idf .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
2.53.9.106 I 'srael 147.237.77. 226 \é\;milfhanat 2. aka.l PHP At tenpt Bl ock 1
Il1egal Byte Qode Character in URL [[#24]] _» ™0a[ [#28]][ [ e#15F"]] ...
87.70. 90. 84 I srael 147.237.77.216|dover . i df .i | 101#12]] (- Re! o [#23] ]\ t[ [ rws6A ]t 9! "wfodu:, n [ [#3]] O n.[[#26]]t B ock 1
—O[[#1] ] [[#1]], Sop[#16]] A[[#21]]4gnj ' [[#27]] O[ [ wH24~e] < h] |
46.19. 85. 236 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 1
157.55.39.193 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1283-14886-en/ dover.aspx  |B ock 1
84.229.134.46 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
37.26.148.133 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
78.165. 169. 14  |Turkey 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat.idf.il/xmrpc. php Bl ock 1
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