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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3817
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il Bl ock_Udp Al _Nets drop 3
180. 97. 31. 70 Chi na 147.237.0. 17 Im"y' kosher-kravi. idf.i |\ 1id L4 reader Length drop 1
109. 22. 97. 63 France 147. 237.72. 166 aka.idf.il Z;]; handshake viol ation, first packet mot |, 1
185.94.111. 1 147.237.0. 33 idf.il Block Np Al _Net drop 1
109. 239. 58. 41 Ger nany 147.237.8. 14 e.orchot.idf.il Invalid TGP H ags drop 1
185.94.111. 1 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
185.94.111. 1 147.237.77.170 naar achot . i df .i | Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count
93.173. 149. 38 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 11
66.249. 93. 121 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 8
5.22.130. 253 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 8
37.46.39.122 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
66. 249. 93. 125 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
66. 249. 93. 125 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 4
66. 249. 93. 117 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 3
66.249. 93. 117 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 3
37.26.149. 232 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
213.57.231. 142 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
66.249. 93. 121 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
217.132.38. 183 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
109. 253. 159. 40 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
51. 254, 131. 243 Uhi ted Ki ngdom 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Bl ock 2
149. 50. 90. 223 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 2
188. 165. 15. 202 France 147.237.77.216 |dover.idf.il |Cl1000146: HITP. AnhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address Attacker Country Ste

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
82.230.117. 182 147.237.76. 39 France nobi | e.nei tav.idf.il |[ET SCAN Potential SSH Scan 2
82. 230. 117. 182 147.237.76. 38 France e.eneitav.idf.il ET SCAN Potential SSH Scan 2
149. 78. 140. 227 147.237.72.166  |Israel akaidf.il portscan: TQP D stributed Portscan 1
79.183. 190. 211 147.237.77.216  |Israel dover.idf.il portscan: TGP O stributed Portscan 1
109. 253. 214. 121 |147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
79. 180. 204. 247 147.237.72.166  |Israel akaidf.il portscan: TQP D stributed Portscan 1
91. 201. 236. 113 147.237.77.205  |kraine prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.210.177. 118 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 131. 109 147.237.72.166  |Israel akaidf.il portscan: TCQP D stributed Portscan 1
82.230. 117. 182 147.237.76.201 |France e.aal.idf.il ET SCAN Potential SSH Scan 1
82. 230. 117. 182 147.237.76.197  |France e hinush.idf.il ET SCAN Potential SSH Scan 1
82.230. 117. 182 147.237.76.176  |France test.ncore.idf.il ET SCAN Potential SSH Scan 1
218.246. 0. 97 147.237.77.178  |China e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
82. 230. 117. 182 147.237.76. 31 France nakchal .i df . il ET SCAN Potential SSH Scan 1
132. 74. 14. 176 147.237.72.166  |Israel akaidf.il portscan: TQP D stributed Portscan 1
79.182. 111. 233 147.237.72.166  |Israel aka.idf.il portscan: TGP O stributed Portscan 1
93.173. 248. 88 147.237.72.166  |Israel aka idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 89 147.237.77.216  [Israel dover.idf.il portscan: TQP D stributed Portscan 1
91. 201. 236. 113 147.237.77.205  |kraine prishaidf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
2.54.168. 101 147.237.72.166  |Israel aka idf.il portscan: TCP D stributed Portscan 1
84. 95. 86. 27 147.237.72.166  |Israel akaidf.il portscan: TQP D stributed Portscan 1
82.230. 117. 182 147.237.76.200 |France eitan aka idf.il ET SCAN Potential SSH Scan 1
82. 230. 117. 182 147.237.76.177  |France ncore.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77.234  |China hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.230. 117. 182 147.237.76. 42 France refuah.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237. 8. 45 Qhi na e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

Ret r ansm ssi on

Packet dropped.

176.13.1. 7 | srael 147.237. 72. 167 |i shurimaka. i df . i Ret r ansmi ssi on Packet dr opped. drop 120

80. 246. 130. 226 I srael 147.237.76.42 |refuah.idf.il  |Bad TOP sequence md;ir:‘:;nlt wth different monitor |63

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 29

37.26.147.168 | srael 147.237.77. 243 |moti 1 a1t | €M NG Engine: TG Invalid invalid segnent retransnission. |, o, 18
Ret r ansmi ssi on Packet dropped.

176.13.12.254 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmissi on, drop 18
Ret ransni ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18

176.13.22.16  |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid finvalid segnent retransmssi on, drop 12
Ret ransni ssi on Packet dropped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

84. 95. 86. 27 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect

79.178.223.75 |Israel 147.237.77. 216 |dover.i df .i 1 SYN At t ack SYN - > SYN-ACK -> RST rej ect

109. 66. 153. 250 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dr opped.

2.54.129. 221 I sr ael 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 183 | srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop

5.22.135. 178 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or

79.181.25.201 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.

109.65.97.125  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.

176.13.1. 7 I sr ael 147.237.72. 167 |ishurimaka.i df .i [Bad TCP sequence I'nval i d ACK nunber noni t or

79.177.236.211 |lsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop

109. 253. 145. 150|i srael 147.237.77. 243 |rwvi e i1y |/ €AM NG Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.

185.3.144.41  |Israel 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dropped.

178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .i | drop SAMrul e drop 5

80. 246. 140. 172 |Israel 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

5.102. 254. 94 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5

31.154.42.111 |israel 147. 237. 77. 216 |dover . i f . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

178.63.105. 85  [Ger many 147.237.76. 176 |test. ncore.idf.i1|dr op SAMrul e drop 5

46. 19. 85. 196 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

188. 120. 154. 140|lI srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

173.13.253.73 |Wited Sates 147.237.77. 216 |dover . i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 4

185. 3. 146. 203 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4

178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .i| drop SAMrul e drop 4

46. 19. 85. 98 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert 4

178. 63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 4

46. 19. 85. 187 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 4

149.78.192.70 |Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁsrczfnsm wthdifferent | onitor |4

5.22.131.119 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 85. 10 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 4

37.46. 39. 254 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

5.22.135.99 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |4

213.8.204.20  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransmissi on, drop 4
Ret ransni ssi on Packet dropped.

37.46.39. 254 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or

2.54. 149. 240 I sr ael 147. 237. 77. 216 |dover . i f . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

37.26.146.229 |israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

109.64.127.90 |Israel 147.237.72. 166 |aka. i of . Streamng Engi ne: TCP Invalid - finvalid segnent retramsmission. | 3
Ret r ansmi ssi on Packet dropped.

165. 51. 191. 195 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

5.102.195.152 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or

79.178.208.45 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.

2.177.138. 120 ::ara;z'u :zlzﬁ'c 147. 237.77. 216 |dover. i df .1 Bad TCP sequence Invalid ACK nunber aert 3

37.46.39. 122 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |3

82.166.112.63 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 143 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 199
79.179. 26. 247  |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 158
2.52.136. 70 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 16
2.54. 42, 252 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 15
184.168.193.33 |lhited Sates  [147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 184. 168. 193. 33 B ock
2.54.187. 186 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
132.74.165.90 |l srael 147. 237.72. 166 |aka. i df . i | 3/;\: ;L;L:td‘:éiwiﬁ :/Oéii;L?S(j/ Method for Knoun LRL on Bl ock 3
2.54.0.161 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
66.249.84.251 |[Israel 147.237.77.216|dover. i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 3
46.19. 86. 12 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Code B ock 3
109. 67.172.5 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
46. 19. 86. 141 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
64.1. 16. 66 Lhited Sates  [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: (pen Mde None 2
46.19. 86. 228 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response CQode B ock 2
79.181.25.201 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46. 19. 86. 239 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5. 140. 102. 59 gs::;”i on 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
79.180. 34. 127 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
2.53.9.106 | sr ael 147.237.76.86 |navy.idf.il Distributed PP Attenpt B ock 1
66.249.78.159 |[Israel 147.237.77.216|dover.idf .il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
188. 165. 15. 202 |France 147.237.77.216|dover . i df .i | D stributed Uhauthori zed URL Access on 147.237. 77. 216/ robot s. t xt B ock 1
89.138. 102. 163 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
41.40.229.104 |Egypt 147.237.76.200|ei tan. aka. i df . i | |Ostributed PHP Atenpt B ock 1
68.180. 228. 167 [United Sates  |147.237.77. 176 |nat pash. i df . i | margf);jt pe M /oi;;?ﬁeﬁggg?rais;x Bl ock 1
2.54.137.95  [Israel 147.237.77.234|hal ag. i df . i | i;t ;gl;“;'idz;';?‘lﬁ:;:;if‘aﬁ coss lc_’”gi . Bl ock 1
213.254.241.4 |United K ngdom|147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
109. 253. 145. 150|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock
46.19. 85. 127 I srael 147.237.77.216|dover. i df . il Unknown HTTP Request Method |f-Mdified-Since: in URL tue, B ock
5. 140. 102. 59 :Zg::t”i on 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
79.180.34.127 [israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 180. 34. 127 B ock 1
66.249.78.234  |Israel 147.237. 72. 166 |aka. i df . i | o haut hor ;e;uﬁeﬁglesfa‘s’gx Bl ock 1
2.53.9.106 I srael 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/xmrpc. php B ock 1
189. 218. 72. 251 |Mexi co 147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 1
89. 138. 228. 189 |l srael 147.237.77.233|atal .idf.il PHP At enpt B ock 1
41.40.229.104 |Egypt 147.237.76.200|ei t an. aka. i df . i | |Uhauthori zed LR Access to waw ei tan. aka.idf.il/xnhrpc. php B ock 1
68.180.230. 189 [lhited Sates 147.237.77.216|dover. i df . il Paranet er Type M ol ati on PageNumin vww i df . i|/1381- he/ dover. aspx B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 1
37.26.149.159 |[Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
66.249.84.195 |[Israel 147.237.77.216|dover. i df . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
207.46.13.126 |lhited Sates  [147.237.77. 176 |mat pash. i df .i| |Whauthorized UR. Access to 147.237.77. 176/ B ock 1
89.138. 228. 189 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to waw atal .idf.il/xnirpc. php B ock 1
46.19. 85. 127 I srael 147.237.77.216|dover. i df . il Abnormal |y Long Request net hod B ock 1
77.237.138. 202 |Czech Republic [147.237.77.170|nmaar achot . i df . i | |Uhaut hori zed URL Access to / B ock 1
Uhknown Paraneter catld in
5.22.135. 102 I srael 147.237.72. 166 |aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er / f avi con. |None 1
gf
66. 249. 78. 95 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock
46.19. 85. 143 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock
149. 88.54. 154  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wawv aka. i df . il/mai n/ gi yus/ general . aspx |B ock 1
37. 46. 38. 99 I srael 147.237.0.19 |nadimatal .idf. i nL:;“rtnh;ra'Jz_?zf_Lﬁ‘/ gﬁ;esdslatjleup it nakat qaunt . aSpx B ock 1
80. 246. 130. 226 |l srael 147.237.76. 42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
2.54. 40. 222 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
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