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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3333

89. 248. 160. 138 Net her | ands 147.237.72. 156 anan.idf.il B ock Np Al Net drop 1

185. 32. 179. 42 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 1

89. 248. 160. 138 Net her | ands 147.237.76. 30 hi nush. i df.il B ock Np Al Net drop 1

89. 248. 172. 207 Net her | ands 147.237.0.19 nadi matal .idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Signa1 ure Devi ce Action |Oount
89. 138. 83. 19 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 10
79.178.137. 180 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
40.77.167. 16 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
62.195. 231. 186 Net her | ands 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 2
85. 158. 139. 101 United Ki ngdom 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 1
85. 158. 139. 228 Lhited Ki ngdom 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
85. 158. 138. 20 Ger many 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1




03-15-2016-17:04:08 to 03-15-2016-18:04:08

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
79.177.210.60 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 52 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.238.28.3 147.237.77.216|Iraq dover.idf.il portscan: TCP Distributed Portscan 1
2.52.165. 107 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
218.246.0. 97 147.237.77.19 |China lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
177 243.218.95 1147 237 77 61 |vexi co . coget. i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

109. 186. 148. 103|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
66.249.75.231 |147.237.77.170|Wited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 1
46.19. 85. 51 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29.162. 221 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
209. 162. 248. 93 |147.237. 77. 226 |Canada wav chanat z. aka. i df . i 1 [ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220(147. 237.8.28  |Sweden e. nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
120.26.115.52  [147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Country ‘Target Address |Ste Signature

176.13.3.21  |israel 147.237.77. 243 |mobi e iop. i | SAM NG Engine: TCP Invalid - finvalid segnent retransnissi on drop 75
Ret r ansni ssi on Packet dropped.

2.54.137.21 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 56

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 44

2.54.137.21 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 18

2.54.137.21 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 18

2.54,137.21 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 18

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15

79.183.139.6 |Israel 147.237.0.34 |tikshwv.icr.i1  |S€AMNg Engine: TP Invalid Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

2.54.153.235 [Israel 147. 237. 72. 166 |aka.i f . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12

2.52.167.9 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At tack SYN -> SYN-ACK -> RST rej ect 11

66. 102. 9. 107 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 10

95. 35. 156. 236 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

192.118. 11. 113 [I srael 147.237.72. 167 [i shurimaka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

46.117.71.25 |Israel 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

80. 246. 136. 107 I srael 147. 237,77, 243 |noti Lo i 11 | €M NG Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.

37.142.64.29 |Israel 147.237.77. 233 |atal i df . Bad TCP sequence v?':dr;tvrsa:;"lt Wth different moni tor |8

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN Att ack rej ect 8

157.55.39. 117 |Wited Sates |147.237.72. 166 |aka idf.il Streamng Engine: TCP Invalid invalid segnent retransnissi on. drop 8
Ret r ansni ssi on Packet dropped.

2.52.162. 61 I srael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect

212.143. 142. 56 |I srael 147. 237. 77. 216 |dover.i df . i | drop First packet isn't SN drop

84.229. 29,135 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

2.52.166.183 [Israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6

84.94.109.33 |Israel 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.110 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

2.52.166.183 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6

46.19.85.140 [lIsrael 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

83. 130. 116. 145 |I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

157.55.39.57 |Wited Sates |147.237.72.166 |aka idf.il Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

2.52.166.183 |Israel 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

176.13.20.105 |Israel 147.237.72. 166 |aka. i df .| Sireamng Engine: TCP [nvalTd  Jinvalid segnent retransrissi on drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.53  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

2.52.166.183 [Israel 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

213. 57. 253. 213 |I srael 147 237.76.31 |rakehal icr i1 | E0 Server Enforcenent Veb Servers S ow HITP Denial of ) ooy 6
Mol ation Service

176.13.11.32  |israel 147.237.77. 243 |t e iop. i1 | SAMNg Bngine: TP Invalid - finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.

45. 58. 252, 229 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

185. 26. 180. 34 LK‘?irf:gom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

37.46.39.118 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5

178. 63. 105. 85 |Ger many 147.237.76. 177 [ncore.idf .il dr op SAMrul e drop 5

2.54.31. 182 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

37.26.147.168 |Israel 147.237.72. 167 |i shuri maka. i df .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

66. 102. 9. 117 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 4

178. 63. 105. 85 |Ger many 147.237.76.38 |e.e.meitav.idf.il|drop SAMrul e drop 4

46. 19. 85. 52 | srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4

46.19.85.8 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4

94, 159. 147. 213 |I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4

46. 19. 85. 36 I srael 147. 237. 77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4

178. 63. 105. 85 |Ger many 147.237.77.61 |e.cogat.idf.il dr op SAMrul e drop 4

207.46.13.181 |[Wnited Sates [147.237.72.166|aka idf.il Streamng Engi ne: TCP | nvalid nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.

46. 19. 85. 178 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

94.230. 86. 234 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
37.26.147.208 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 62
176.13.3.21 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response CQode B ock 9
80.246.139.52 |[Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Days in nobile. idf.il/mlluim B ock 5
66. 102. 8. 238 Lhited Sates 147.237.77.216 |dover. i df . i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 3
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error.htm B ock 3
37.26.149.176 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.161. 104 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
109. 7. 69. 34 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod CPTIONS for www aka. i df . i |/ nai n/ gi yus/ B ock 2
2.54.5.52 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
212.179.21.194 [Israel 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
. . Paraneter Type M ol ation SearchText in
31.210.179.25 [Israel 147.237.77. 216 [dover. i df . il v i df i 1/1065- he/ dover . aspx B ock 2
41.40.229.104 |Egypt 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 2
46.19. 86. 146 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
89.138.228.189 |[lIsrael 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock 1
46.118. 155. 216 [Wkraine 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waw i df.il/xmrpc. php B ock 1
41.40.229.104 |Egypt 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/xmrpc. php B ock 1
192.31.106.40 |Uhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp;t in None 1
wwv aka. i df . i1/ nai n/ haredi ni scri pt resour ce. axd
’ - . Unaut hori zed URL Access to
157.55.39. 117 |lhited Sates 147.237.76.86 |navy.idf.il navy. i df .1 1/ mai v dr ushi m cont act us. asp B ock 1
. . Paraneter Type Mol ation HleNane in
78.40.224.199  |Turkey 147.237.77.74 |lawidf.il vow nag i o i1/t enpl at es/ getfi | ef getfi | e. aspx B ock 1
106. 38. 241. 106 [Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df .il/894-10012-en B ock 1
46.117.36. 81 I srael 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LR Access to maarachot. idf.il/xnrpc. php B ock 1
Pal estini an Territor Unaut hori zed URL Access to
217.66. 238. 66 Cecupi ed Y1147. 237. 77. 176 |mat pash.idf.il [ww cogat.idf.il/tenplates/ homepage/ ww yout ube. coni v/ 3g51ei 5 |Bl ock 1
nuhg
87.69.158.111 |[lIsrael 147.237.77. 170 |n@ar achot . i df . i | |Distributed PHP At tenpt B ock 1
79.182.12.247 |israel 147, 237.72. 166 |aka. i df . i | Unknown Par anet er ctl00$ct| 00$cphiai n$ephSachar $ctl 17 i n None 1
aka.idf.il/nai n/sachar/ paysl i ps. aspx
. . DO stributed Unaut hori zed URL Access on
37.142.64.29  |israel 147.237.77.233|atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
173.252.90. 234 |Uited Sates 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . O stributed Unaut hori zed URL Access on
2.52.132.102  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
129. 199. 148. 63 |France 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
89. 138. 228. 189 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/xmrpc. php B ock 1
46.118. 155. 216 |kraine 147.237.77. 216 |dover . i df . i | Ml tipl e Uhauthorized URL Access from 46. 118. 155. 216 B ock 1
46.19.85.53  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mai n/kapat 2/ /resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
201.218. 221. 178|Panana 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR Bl ock
80.246.139.79 [Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mode None
17.142.156. 109 |Uhited Sates 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to w i df.il/appl e-app-site-association |B ock
; . . . Unaut hori zed URL Access to
157.55.39. 122 [uwited Sates 147.237.0.34 |tikshuv.idf.il vwy ti kshuv. i of i 1/si t ef unsel ecat bl e, aspx B ock 1
. . Paraneter Type Mol ation InfoCenterltemin
78.40.224.199 |Turkey 147.237.77.74 [lawidf.il vw nag, i o i1/t enpl at es/ getfi | ef getfi | e. aspx Bl ock 1
] . |Dstributed Whaut horized URL Access on
87.69.158. 111 |Israel 147.237.77. 170 |n@aar achot . i df . i | maar achot . i df i |/ xni r pe. php B ock 1
46.117.36. 81 I srael 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
79.182.55. 145 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka.idf.il/main/givus B ock 1
40.77. 167. 58 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/. .. B ock 1
] . . D stributed Lhaut hori zed URL Access on
173.252.102. 117|Wited Sates 147.237.77. 216 [dover. i df . il vaw i i |/ 894- en/ i dff gdover . aspx B ock 1
134.191.232.70 |Israel 147.237.77. 216 |dover. i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
- . Unaut hori zed URL Access to
66.249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ sachar /£ asi m aspx B ock 1
. . DO stributed Unaut hori zed URL Access on
94.44.255.151 |Hungary 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
46.120.25.189 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx  |B ock 1
46.19. 85. 53 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gde Character in LR from46. 19. 85.53 B ock 1
83. 130. 126. 93 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
79.178.154. 132 [israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/wantikshuv.idf.il B ock 1
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