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03-15-2016-16:04:00 to 03-15-2016-17:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3544
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 87

109. 67. 49. 85 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 6

81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 3




03-15-2016-16:04:00 to 03-15-2016-17:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
83.130. 108. 116 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
80. 246. 133. 106 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 6
2.54.38. 103 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
85. 130. 207. 167 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
89.138. 83. 19 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
162. 219. 4. 147 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000016: HITP. administrator in R B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1




03-15-2016-16:04:00 to 03-15-2016-17:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
162. 219. 4. 147 147.237.0. 34 Lhited Sates tikshuv.idf.il |SERVER- WEBAPP admi n. php access 1
149. 50. 84. 56 147.237. 72. 166 Wited Sates akaidf.il portscan: TCP D stributed Portscan 1
84.108. 132. 104 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 211 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.163. 188 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 34. 86 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
93.172. 129. 100 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 81. 9. 247 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
5. 29. 69. 224 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
213.8.41. 250 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
192.117. 8. 10 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1




03-15-2016-16:04:00 to 03-15-2016-17:04:00

|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |Ste Signature Action ‘Count

Sreamng Engine: TCP Invalid i i ssi

79.181.1.88  |Israel 147. 237.76. 200 [ei tan. aka i df .| 9 =g Inval i d segnent retransmssi on. drop 222
Ret r ansn ssi on Packet dr opped.

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 28

reamng BEngine: TCP Invali i i ssi

79.182. 128. 139 I srael 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.16. 140 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

37.26.148.182 [Israel 147.237.76.31 |nakchal .idf. il 9 =g nvalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79. 181. 226. 241 |I srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

109. 253. 150. 94 |1 srael 147. 237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dr opped.

138. 134. 192. 10 |l srael 147. 237.72. 156 |aman. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreaming Engine: TGP Invalid i i ssi

176.13.18.39  |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.5.90  |Israel 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

84.95.59. 160 | srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 11

2.52.131.73 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

46. 19. 85. 29 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 8

176. 13. 16. 140 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8

2.52.60.54 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

85. 130. 252. 37 [l srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber alert 7

85. 130. 252. 37 [l srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi

80.179. 23. 147 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79. 183, 220. 212 |I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

37.26.147.186 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

37.46.39. 74 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

31. 154. 251. 229 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

46. 19. 85. 66 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

157.55.39.57 |Wited Sates |147.237.72. 166 |aka. idf.il 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

83. 130. 108. 116 |l sr ael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46.19.85.132  |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SIHAK retransmt with different oo o

w ndow scal e

46.19. 85. 42 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi

109.64.57.96 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

194.31.58.8  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

5.102. 195. 248 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 66 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber aert
Sreaming Engine: TCP Invalid i i ssi

157.55.39. 117 |Wited Sates |147.237. 72. 166 |aka. i df .l 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 66 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 6

81.218.241.25 |Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6

80. 246. 139. 157 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5

46.19.85.230 [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19.85.160 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

185.32.179.70 |lsrael 147.237.0.19 |nadimatal .idf.il|drop Frst packet isn't SYN drop 5

46. 19. 85. 66 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5

80. 246. 139. 157 |I srael 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

151.19. 174. 173 |italy 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

80. 246. 139. 157 |I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt wih different Jopyior |5

w ndow scal e

2.54.2.220 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

80. 246. 139. 157 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

46.19.85.230 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5

2.52.60. 54 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber alert 4

2.52. 60. 54 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber noni t or 4

176.13.16. 140 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber aert 4

185.32.179.70 |[lIsrael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4




03-15-2016-16:04:00 to 03-15-2016-17:04:00

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
46. 19. 85. 186 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 149
185.32.179.70 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 149
46.19. 85. 62 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 70
2.54.10.79 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 67
37.26.149.247 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
109. 253. 213. 87 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 43
2.54.178. 252 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 15
131.253.25.209 |Uhited Sates 147.237.77.216|dover.i df . i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 6
176. 13. 20. 58 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46.121. 195. 127 |[Israel 147.237.0.34 |tikshuv.idf.il Aut onat ed Mul nerabi lity Scanning V1 B ock 5
82.81.20. 146 | srael 147.237.77.216|dover.i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 5
41.130. 160. 162 |Egypt 147.237.77. 176 |nmat pash. i df . i | O stributed PHP At tenpt B ock 4
41.130. 160. 162 |Egypt 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 4
197. 38. 175. 202 |Egypt 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/xmrpc. php B ock 3
195.227.81.66 |Ger many 147.237.77. 216 |dover . i df . i | mir;fbﬂtﬁ? eL:p?‘;tt 22/' i;ﬁsl a‘fi‘c :rftcrilszlggneri y B ock 3
176.13.10.119 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.19.5 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
197. 38. 175. 202 |Egypt 147.237.76.31 |nakchal .idf.il D stributed PHP A tenpt B ock 3
149. 3. 5. 240 Gorgia 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 2
162.219. 4. 147 |Uited Sates 147.237.0.34 |tikshuv.idf.il Dstributed PHP At tenpt B ock 2
176. 13. 5. 244 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
207.46.13.105 |Wiited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on ww i df.il/error.htm B ock 2
217. 132. 126. 156l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
84. 108. 88. 60 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP At t enpt B ock 1
31.154.19.5 | srael 147.237.77.216|dover. i df . i | Mil tiple Unauthorized URL Access from 31.154.19.5 B ock 1
66.249.69.48  Israel 147.237.77. 216 |dover . i df . i | e e e el dover . aspx Hock |1
Il1egal Byte Qode Character in Header Nane
176.13.20. 143 |Israel 147.237.72. 166 [aka. i df . i | ~[[#28] ] AuQ YoR([ [ #22] ] B veR[ [#2]] S nAUB[ [#28] ]/ [[#27]1J1 AE8a~[[ |B ock 1
#2]1 « X60181[ [ #5] |
37.26.146.175 |lIsrael 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
207.46.13.160 |[Lhited Sates 147.237.77. 216 |dover . i df . i | miréfb_“itﬁc: ezhp?‘:t Zg/r;;f; aﬁcfrﬁfilszlggne” o Bl ock 1
94. 230. 95. 82 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw tikshuv.idf.il/xmrpc. php Bl ock 1
80.178.157.42 | srael 147.237.77. 216 |dover. i df . i | mult dr:)_riil ﬁinpﬁt (fcyie;; ;f’econt ol s/ goner i of Bl ock 1
66.249. 64. 131 I srael 147. 237.72. 166 |aka. i df . i | o haut hor ;e;uﬁeﬁglesfa‘s’gx Bock |1
157. 55. 39. 66 Lhited Sates 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww | awidf.il/163 B ock
84.108. 88. 60 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df .i|/xmrpc. php B ock
37.8.121.187 _’?“é’rfis:io?;?”@cupi o |147-287.77. 216 dover i df . | Untraceabl e SS_ Sessi ons: Cpen Mde None 1
197.38.175. 202 |Egypt 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock
176.13.20. 143  |Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock
68.180. 228. 167 [United Sates 147. 237.77. 176 |nat pash. i df . i | ma:f:gjt pe M /Oig;?ﬁeﬁgggffnaiszx Bok |1
162.219. 4. 147 |Uited Sates 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 162.219. 4. 147 B ock 1
62.210. 252. 207 |France 147.237.77.19 [lawforumidf.il |Wauthorized URL Access to 147.237.77.19/ Bl ock 1
37.26.148.213 |[Israel 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessions: (pen Mde None 1
212.199. 154. 194|l srael 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 212. 199. 154. 194 B ock 1
109. 253. 150. 94 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
196. 221. 144. 203|Egypt 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
66.249. 64. 234  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
157.55.39.193 |Uhited Sates 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/ mai n. asp Bl ock 1
91.231.193.150 |Israel 147.237.72. 166 |aka. i df . i | m”;’k“:i??rf;;rn/ag&fw'/gcn ot esour ce. axd None 1
37.26.146.136 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
197.38.175. 202 |Egypt 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw idf.il/xnrpc. php B ock 1
176.13.20. 143 |l srael 147.237.72. 166 |aka. i df . i | Ml for med HTTP Header Line 6 B ock 1
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