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03-15-2016-15:04:07 to 03-15-2016-16:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3841
79.180. 175. 148 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets dr op 3

81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2

66. 249. 64. 245 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1

62. 219. 99. 130 | srael 147.237.72. 167 ishurimaka. idf.il [DCBS SSL-d ear Text drop 1

89. 248. 172. 207 Net her | ands 147.237.72. 166 aka.idf.il B ock Np Al _Net drop 1




03-15-2016-15:04:07 to 03-15-2016-16:04:07

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |Sgnat ure Devi ce Action |Count |
194. 90. 242. 2 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 12
149. 78. 106. 203 |l srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the UR B ock 11
84.109. 19. 32 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the LR Bl ock 11
37.142.183.116 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 7
46.116.35.7 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the UR B ock 5
159. 122. 222. 207 |Net her| ands 147.237.0. 15 kosher -kravi . i df . i1]20086: HITP. Mi ebl ackcat Security Scanner B ock 4
5.9.111.70 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
159. 122. 222. 207 |Net herl ands 147.237.0.15 kosher -kravi . i df . i1]|20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
66. 249. 69. 79 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LRL B ock 1
108. 62. 51. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste ‘Signature
80.246.130.81 |147.237.77. 233 |I srael atal .idf.il ET DCB Large anmount of TCP ZeroWndow - Possible N ller2 Dhos 2
att ack

218. 246. 0. 97 147.237.8.50 |China e.tikshuv.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il [portscan: TCP D stributed Portscan 1
149. 78. 246. 177 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.69. 32. 218 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179.59. 160  [147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
41.78.73.30 147.237.77. 176 |Sonal i a natpash.idf.il [ET SCAN NVAP -f -sS 1
2.54.38.71 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stri buted Portscan 1
198. 20. 69. 74 147.237.77. 243 |Whited Sates  |mobile.idf.il |ET DRCP Dshiel d B ock Listed Source 1
192, 117. 150. 233|147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
149.88.51.128  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 138. 101. 185 |147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
84.228.171. 167 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.181.211. 218 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
41.78.73.30 147.237.77. 176 |Somal i a natpash.idf.il [ET SCAN NVAP -sS w ndow 2048 1
2.54.170. 189 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

‘Tar get Address ([Ste

Signature

Count ry
213.8.204.50 |israel 147.237.72. 166 |aka.i df i Bad TCP sequence SN retransmt with different monitor  [40
w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

37.26.149. 225 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. 30
Ret r ansni ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
Sreaning Engine: TGP Invalid i i ssi

31. 154. 251. 229 |Israel 147.237.72. 166 |aka i f . i1 9 =9 Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

212.25.92.49 |israel 147.237.76. 200 |ei tan. aka. i of . g =g Invalid segnent retransmssion. g 20
Ret r ansmi ssi on Packet dropped.

80. 246. 130. 81 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
Sreaming Engine: TGP Invalid i i ssi

46.19.86.234 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 15
Ret r ansni ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack rej ect 12

80. 246. 130. 81 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 11
Sreaning Engine: TQP Invalid i i ssi

192. 114. 91. 229 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

37.26.148.217 |israel 147.237.76. 200 |6i tan. aka. i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

183. 37. 105. 209 |chi na 147. 237. 77. 216 |dover i cf i1 Bad TCP sequence S retransmt wth different | onitor |7

wi ndow scal e

46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

95. 86. 125. 220 |l srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop

46.19.86.100 [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi

176.13.20. 119 |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46. 19. 86. 100 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6

37.26.148.157 |lsrael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

37.26.148.157 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6

212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi

5.22.135.205 |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

37.26.148. 157 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or

5.102.232.40 |lIsrael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

80.179.41.10 |israel 147. 237. 77. 226 ;’“I"“"‘Cha"atz'aka"df' drop First packet ism't SWN drop 5

178. 63. 105. 85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 5

2.52.53. 74 I 'srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

37.26.149. 189 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5

81.218.241.25 |lsrael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 5

5.102.254.87 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4

46.19.85.246  [lsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |4

37.46.41.119 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

66.249. 93. 145 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4

37.26.147.206 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4

178. 63. 105. 85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 4

37.26.148.157 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence alert 4

reaming BEngine: TCP Invali i i ssi

199.30.24. 180 |Uhited Sates |147.237.76. 200 |eitan. aka. i df . il Streamng Engine: TCP Invalid —invalid segnent retransmssi on drop 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

31.154.8.70  |israel 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

79.183.63.17 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109.64.15.69  |Israel 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

77.125.76.6  |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.

87.69. 85. 48 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

2.54.38.104  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dropped.

37.26.147.162 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreaming Engine: TCP Invalid i i ssi

109.67.157.7 |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi

79.181. 211. 218 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

2.54.189.191 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi

2.54. 4. 247 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

31.154. 156. 12 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi

79.183.71.172 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site S gnature Acti on ‘Count
46. 19. 85. 110 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 48
176. 13. 20. 58 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 44
46.19. 85. 62 I srael 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 27
2.54.30.17 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
178.137.87. 242 |krai ne 147.237.72. 156 |aman. i df . i | Ml tiple Unhauthorized URL Access from 178. 137. 87. 242 B ock 3
46.19. 85. 165 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
46. 19. 85. 36 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.20.119 |[Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 2
46.19. 85. 186 I srael 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
207.46.13.105 [lhited Sates 147.237.77.216|dover. i df .l Ostributed Uhaut hori zed URL Access on wawidf.il/error.htm |B ock 2
79.141.163.15 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
86.99.14.207  |Wnited Arab Enirates 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed URL Access on B ock 1
ww i df . i1/ xnbrpe. php
54.160.82.175 |Wited Sates 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 1
213. 8. 204. 50 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka/ B ock
. . Uhaut hori zed URL Access to
192. 115. 130. 253|l sr ael 147.237.77. 170 [naar achot . i df . i | naar achot i df i 1/ pdf /111 es/ 9/ 112469, pal B ock 1
79.183.33.78 I srael 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 1
176.13.20.119 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on waw i df.il/error. htm |B ock 1
66. 249. 64. 42 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LR. Access to list.ips.gov.il/list3. htm B ock 1
. . D stributed Unaut hori zed URL Access on
109.65.57. 99 | srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ st yl e/ shared/ reset . css Bl ock !
82.81.193. 82 I srael 147.237.77.74 |lawidf.il Mitiple I1legal Paraneter Encoding from82. 81.193. 82 None 1
Paraneter Type Mol ation
46.19. 86. 187 I srael 147.237.76.42 |refuah.idf.il ct1 00$Cont ent P acetbl der 1$t xt Last Nane i n B ock 1
wn refua. atal .idf.il/1518-he/ ref uah. aspx
. . Uhaut hori zed URL Access to
212.29.192.31 [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx Bl ock 1
79.180. 178. 209 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ B ock 1
37.99. 10. 245 Kazakst an 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
183.37.105. 209 |chi na 147.237.77. 216 |dover . i df . i | WL i's Above Foot Directory Bock |1
ww i df il /. ./ shared/ user control s/ header upper/
154.121.4.249 |Ageria 147.237.77.216|dover. i df . il Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Unaut hori zed URL Access on
66.249. 64. 143 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
87.71.17.12 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/wwtikshuv.idf.il |B ock 1
54.187.59.101 [lhited Sates 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
213.57.56.193 |[Israel 147.237.77.216|dover . i df . il Ostributed PHP A tenpt B ock 1
193.34.56.101 |Israel 147.237.77.233|atal .idf .il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx|B ock 1
. . D stributed Unaut hori zed URL Access on
79.183.33.78 I srael 147.237.77.233|atal .idf.il v at al i df i1/ xnir po. php B ock 1
Uhknown Paraneter catld in
5. 29. 145. 52 I srael 147.237.72. 166 |aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast e |None 1
r/favicon. gif
. . Lhaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 20461- he/ i df gdover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.50  [Israel 147.237.72. 166 [aka. i df . i | v aka i i1/ redi rects/ sl -redirect. hni Bl ock 1
. . Uhaut hori zed URL Access to
109. 65. 57. 99 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ st yl el shar ed/ t ext . css B ock 1
Paraneter Type Mol ation
83.130. 115. 138 |l srael 147.237.77.74 [lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i |/ 163- 7224- he/ pat zar . aspx
46.19.86.237  |Israel 147.237.72. 156 |aman. i df . i | Wnaut hori zed R Access to . B ock 1
v aman. i df . i | / consol e/ cor e/ doc_ngr/ undef i ned
. . Uhaut hori zed Met hod PCST for
212.179.21.194 |[lIsrael 147.237.72. 166 [aka. i df . i | Wi aka. i of i |/ rai v sachar/ regi strat i onw zar d st epd. aspx B ock 1
. . Uhaut hori zed URL Access to
79.182.110.97 [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
41.40.229.104 |Egypt 147.237.77.233|atal .idf.il PHP At enpt B ock
184. 105. 247. 196|Uhited Sates 147.237.77.216|dover.idf . il Unhaut hori zed URL Access to 147.237. 77. 216/ B ock
173. 220. 204. 212|Uhited Sates 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
. . D stributed Unaut hori zed URL Access on
66.249.64.179 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
213.57.56.193 | srael 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed LR Access on B ock 1
v i df i |/ xnhrpe. php
89.205. 17,157 |Mecedonia, the Former /0 550 26 45 |refuah.idf.il Distributed PHP At enpt B ock 1
) U Yugosl av Republ i ¢ of ) o ’ ’ i
54.246.151.37 |Ireland 147.237.72.167|i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ B ock 1
. . D stributed Unaut hori zed URL Access on
46. 19. 85. 119 I srael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.243|nobi l e.idf . i | Unhaut hori zed URL Access to 147.237. 77. 243/ B ock 1
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