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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3625
91. 98. 160. 49 Iran, |slamc Republic of 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 385
146. 185.57. 8 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
146. 185. 57. 8 I srael 147. 237.72. 167 ishurimaka. idf.il [Block Wp Al Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Udp All Nets drop 3

82. 145. 223. 137 Eur ope 147.237.77.216 dover.idf.il Bl ock Ip Vé¢b In drop 2
213.52.178. 166 United Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
213.52.178. 162 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
213.52.178. 163 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
182. 140. 167. 188 Chi na 147.237.8. 24 elifestyle.idf.il Bl ock Udp All Nets drop 1
213.52.178. 164 Uhit ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
212. 143. 254. 66 | srael 147.237. 76. 86 navy.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
79.181. 201. 89 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 9
79.180. 135. 225 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 7
79. 180. 193. 215 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
195. 154. 185. 20 France 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

91.98. 160. 49 147.237.77.216  |iran, Islanic Republic of dover.idf.il ET SCAN NMAP -sS wi ndow 1024 8
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
193. 105. 134. 220  |147.237.72.166  |Sweden aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45. 35. 64. 142 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 138. 18 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
37.143.82.50 147.237.72.166  [Netherl ands aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
95.35.4.71 147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
5.22.135. 110 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
87.71. 14. 207 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
80. 178. 134. 248 147.237.77.216  [israel dover.idf.il portscan: TCP D stributed Portscan 1
61. 216. 84. 147 147.237.76.176  [Tai wan test.ncore.idf.il ET SCAN Potential SSH Scan 1
46.117. 246. 186 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 241. 42 147.237.77.216  [israel dover.idf.il portscan: TCP D stributed Portscan 1
45.63.0.76 147.237.77. 234 hal ag. i df .i ET SCAN NVAP -sS w ndow 1024 1
109. 253. 144. 248 |147.237.72.166  |[lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
37.143.82.50 147.237.72.166  |Netherl ands aka. idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 65. 71. 121 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
37.143.82.50 147.237.72.166  [Netherl ands aka.idf.il ET SCAN NVAP -f -sS 1
93. 94. 40. 14 147.237.77.216  [israel dover.idf.il portscan: TCP D stributed Portscan 1
2.54.36.51 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
89. 216. 119. 94 147.237.0. 16 ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
84. 108. 220. 4 147.237.72.166  [Israel aka. idf.il portscan: TCP D stributed Portscan 1
61.216. 84. 147 147.237.76.202  [Tai wan e halag.idf.il ET SCAN Potential SSH Scan 1
46.121.71. 183 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 244 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Ret r ansm ssi on

Packet dropped.

count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 79
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 26
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i SYN Att ack rej ect 26
78.109. 28. 237 |kraine 147.237.8.24 |e.lifestyle.idf.i|Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 18
41.77.138.90 |Egypt 147.237.8.24 |elifestyle.idf.i|Geo-| ocati on enfor cenent Geo-1 ocati on i nbound enf or cenent |drop 15
46. 243.150. 194 [Netherlands ~ [147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
46. 19. 85. 37 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi
46.19.86.234 |israel 147.237.72. 166 |aka. i of . | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
31. 154. 251. 229 | srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission, drop 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.17.176 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
2.52.165.157 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 240 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 10
reaming BEngine: TCP Invali i i ssi
2.52. 26. 39 I srael 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
46. 19. 85. 53 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
37.26.148.245 |Israel 147. 237. 77. 216 |dover . i df i Bad TCP sequence SIAK retransmt with different |oonor g
wi ndow scal e
81.218.198.32 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or
2.54.145. 49 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
reaming BEngine: TCP Invali i i ssi
84. 108, 168. 122 |I srael 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
R SWNretransnmit wth different .
46.120.142.97 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
82.80.141.195 |Israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt wih different monitor |6
wi ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
109.65.64.9  |israel 147. 237.72. 166 |aka. i of . | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning BEngine: TCP Invalid i i ssi
84.110.48.62 |l srael 147. 237.72. 166 |aka i df . i 9 =g nvalid segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
reamn ine: TCP Invali i i ssi
5.22.135.205 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  invalid segnent retransnission, drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.94.109.33 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent et ransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
46.19.85.240 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
62.219. 163. 115 [l srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
192.114.23.18 |[Israel 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 184 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
107. 6. 123. 226 |S ngapore 147.237.8.24 |e.lifestyle.idf.i|Geo-| ocati on enfor cenent Geo- | ocation i nbound enforcenent |drop 4
37.26.148.233 |[Israel 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber alert 4
178. 63. 105. 85 |Ger many 147.237.77. 179 |e.nazi . i df . i | drop SAMrul e drop 4
62.219. 163. 115 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i ssi
109. 67.140.6  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
37.26.148.134 |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dropped.
80. 246. 130. 158 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
reamn ine: TCP Invali i i ssi
31. 168. 217. 255 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  invalid segnent retransnission, drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79. 181. 194. 216 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent et ransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
132. 66. 80. 113 |l srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
195. 160. 242. 40 |l srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 3
37.26.146.206 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
80. 179. 207. 149 |I sr ael 147. 237.72. 166 |aka i df . i 9 =g nval i d segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.71.40.248 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.54.176.84  |Israel 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 195. 247 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.19.86.185 |l srael 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.210. 187. 177 [Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79. 181. 238. 156 |1 srael 147.237. 72. 166 |aka.i df .1 9 59 Invalid segnent retransmssion. dr op 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 6. 170 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 27
185. 120. 126. 4 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 185.120.126.4 |H ock 10
46.19. 86. 85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 8
176. 13. 20. 58 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
109. 226. 44. 156 |l srael 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 4
176.13.22. 104 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
188.213. 161. 17 |Ronani a 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 3
207.46.13.105 [lnited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
80.179.13.141 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from80. 179. 13. 141 Bl ock 2
41.36.125.132 |Egypt 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
2.52. 165. 157 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
46.19. 85. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
37.26.148.233 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 2
70.39.157.194 |lnited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
31.154.25.158 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
109. 226. 22. 161 |Israel 147.237.77.216|dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
176.13.17.171  |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode Bl ock 2
31.168. 13. 78 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
197.164. 177. 141 |Egypt 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 2
157.55.39.193 |Uited Sates [147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
37.26.146.137 |[Israel 147.237.77.243|nobi [ e.i df . il D stributed Suspicious Response Code Bl ock 1
2.52.132.102 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  [B ock 1
66.249.64.23  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr ;fcl’ﬁ?mﬁzisiut;gener o . aspx Bl ock 1
41.68.161.204 |Egypt 147.237.77. 216 |dover.i df . il D stributed Waut hori zed URL Access on ww i df . il/xmrpc. php Bl ock

109. 64. 188. 204 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Waut hori zed URL Access on waw aka. i df.il/xmrpc.php [B ock 1
84.111.24.80 | srael 147.237.77. 216 |dover . i df . i | C‘i"otli ;’t' foft(rgf&ﬁpﬁfsgﬁ é\t’&%‘;}dm()ﬁ ot ocol None 1
37.26.148.207 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
208.115.113.89 |hited Sates |147.237.77. 216 |dover.idf.i | Paraneter Type Mol ation SortOr in vwwidf.il/1397-en/ dover.aspx |B ock 1
68.180.230.43 |United Sates |147.237. 76. 200 |ei t an. aka. i df . i | m”;“fan?a;(?td?ifﬁ;ﬁ;e}; {an. aspx None 1
31.154.25.158 |[lIsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhauthorized URL Access from 31.154. 25. 158 B ock 1
192. 114. 177. 190|i srael 147. 237.77. 226 :‘AM:AII chamat . aka. i d mué:;;tzzeik?dfcfﬁss [;_ost or agel | es/ 9/ 2479, pg B ock 1
167. 220. 196. 186 E?i;;gom 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.120.142.97 |Israel 147.237.76.42 |refuah.idf.il iét ;'3?“;660' 4zh§tu;hgsiﬁaerde(ﬁ:e‘;‘fissss on Bl ock 1
87.71.56.43 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xnrpc. php Bl ock 1
37.26.146.149 I srael 147.237.77. 234 |hal ag. i df . i | ﬂ?“tzg;’r %?fegsﬁﬁmpggssfhéf’e /bl et . i Bl ock 1
207.46.13.160 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
81.218.251. 250 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
66.249. 64. 143 | srael 147.237.72. 166 |aka. i df . i | ﬂ?”;g?r;ge%ﬁ gfgf;sa;; {11 es 2170802, pel Bl ock 1
185. 32.179. 229 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 226. 17. 214 |l srael 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
84.111.24.80  |israel 147.237.77. 216 |dover . i df . i | isgtégc\le,\ﬂgpﬁ”giﬁ: g\'l_’DZ(T(ij'g;lCL’:A?\'éi)o” None 1
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wawidf.il/1438-he/ dover.aspx |B ock 1
197.38. 175. 202 |Egypt 147.237.77.216|dover.idf .il O stributed PHP At tenpt Bl ock 1
54.191.216.77 |Wited Sates |147.237.0.17 gfl niyl- kosher -kravi . i Unhaut hori zed URL Access to 147.237.0.17/ B ock 1
87.169. 119. 169 [Ger many 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/hebrew an Bl ock
41.47.102.234 |Egypt 147.237.77.216|dover.idf.il Ostributed PHP At tenpt Bl ock
37.26.146.179 |lsrael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: pen Mde None 1
207.46.13.171 [Wnited Sates |147.237.0. 16 lny— kosher-kravi . idf.i Uhaut hori zed URL Access to v ny- kosher-kravi.idf.il/ Bl ock 1
82.80.141. 195 |Israel 147.237.76.42 |refuah.idf.i| o ;;?”;gd42'“/h§t“;lh;rs'ﬁ:rdecﬁ ocess on Bock |1
66.249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.i|/key/ aswd56425csa Bl ock 1
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