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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOB- Tool - Swi t chbl adG dest - r eset 3338

91. 98. 160. 49 Iran, |Islamc Republic of 147.237.77.216 dover.idf.il TP Scan (vertical) drop 476
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 5

82. 80. 97. 80 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il B ock_ Wp Al _Nets drop 2

159. 104. 163. 17 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
178.17.170. 141 Mol dova, Republic of 147.237.77.178 e. nat pash. i df . il Bock Np All _Net drop 1




03-15-2016-13:04:06 to 03-15-2016-14:04:06

|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

|Site

Devi ce Action |Count |

149. 78. 189. 37 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 12
23.91.70.77 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 4
67.228.38.74 Lhited Sates 147.237.76. 42 refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
2.54.139. 199 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 4
162.210.196. 129 |lhited Sates 147.237.76.86  [navy.idf.il C1000074: HTTP: naj estic bot Bl ock 2
2.54.2.166 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
79. 180. 135. 225 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 2
108. 59. 8. 80 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |nat pash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 69. 79 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
91.98. 160. 49 147.237.77. 216 Iran, Islamc Republic of dover.idf.il ET SCAN NVAP -sS w ndow 1024 9
67.228.38.74 147.237.76. 42 Lhited Sates refush.icf.il  |SQ Injection - Select From 9
23.91.70.77 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
85. 65. 134. 67 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
84.108. 177. 104 147.237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 94 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 197. 197 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
217.132. 48. 241 147.237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
79.182.1.137 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.204. 74 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
62. 219. 165. 161 147.237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
185. 92. 72. 82 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TGP D stributed Portscan 1
84.109. 53.0 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
84.95.83. 134 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 246. 136. 249 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
79. 182. 129. 208 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
213.57.241. 207 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 82 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 72. 179. 221 147.237.0. 35 akaws. i df .il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 125. 111 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

216.185.39.166 |Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 119
Sreamng BEngine: TCP Invalid i i ssi

79. 180. 166. 237 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 60
Ret r ansm ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 44

84.108. 249. 48 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 44

109. 253. 212. 196 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 41

82. 80. 196. 44 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 38
Sreanmng Engine: TCP Invalid i i ssi

2.54.186. 52 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 36
Ret r ansm ssi on Packet dropped.

84.108.249.48 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 35

216.185.39.166 |Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 33

212.179. 230. 249l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 31
Sreaming Engine: TGP Invalid i i ssi

109.67.55.89  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransmission. drop 30
Ret r ansni ssi on Packet dr opped.

. . SN retransmt wth different .

176.13.1. 180 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 30

84.108.249.48 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 30
Sreanming Engine: TCP Invalid i i ssi

82.81. 65. 6 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 30
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

192.118.78.57 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmission drop 30
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13.1.141  [israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 30
Ret r ansm ssi on Packet dropped.

46.120.57. 12 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 27

212.179. 230. 249|l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 26
Sreamng Engine: TCP Invalid i i ssi

176.13.8.123  |Israel 147. 237. 72. 156 |anan. i df .i | 9 =9 Invalid segnent retransmssion. drop 24
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

82.102. 169. 113 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmission. drop 24
Ret r ansni ssi on Packet dr opped.

. . SN retransmt wth different .
212.179. 230. 249|l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 22
82.80.193.240 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different monitor |19
w ndow scal e

185.32.179.92 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 18
Sreaming Engine: TGP Invalid i i ssi

109. 253. 213. 169|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission. drop 18
Ret r ansni ssi on Packet dropped.

192.118.78.57 |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 18

79.183.213. 123 |Israel 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 17

109. 253. 215. 109l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 16

149.78.154.69 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreamng BEngine: TCP Invalid i i ssi

46.19. 86. 74 I srael 147.237.72. 167 | shuri maka. i df . i 9 =g Invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dropped.

62. 90. 220. 6 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 15

79. 180. 166. 237 |Israel 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval id ACK nunber noni t or 14

109. 253.132. 74 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12

80. 246. 136. 249 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 12

80. 246. 136. 249 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12

82. 80. 196. 44 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 12

212.179. 230. 249|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 12

2.54.162. 76 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12

217.194.203.52 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i Ssi

109.65.97.37  |israel 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.

185.32.179.92 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invali d sequence nunier noni t or 12

80. 246. 136. 249 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi

2.54.170. 11 I srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.178.15.223  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.

5.22.131.77 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi

77.125.136.82  |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i Ssi

62.219. 184. 130 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.

37.26.148.205 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 11

46.120. 57. 12 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 11

176.13.19.109 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11

199. 203.52. 37 |l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 11
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.6.170 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 102
109. 253. 215. 119|1 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
84.108.84.126 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 84.108. 84. 126 B ock 14
185. 32. 179. 233 |Israel 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 13
46.19. 85. 196 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176.13.19.5 I srael 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 6
192.116. 232. 69 |Israel 147.237.0.34 |ti kshuv.idf.il Mil ti pl e Waut hori zed URL Access from 192. 116. 232. 69 B ock 5
109. 253. 213. 169|l sr ael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 4
87.71.94.91  [israel 147.237.0.19 |nadi matal .idf.il rﬁ;“;]h;r;z_?ifﬁ/ ﬁﬁ;e:j;j‘;xl it enalkt Gaunt £y, a5 Bl ock 3
5. 28. 158. 227 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 5. 28. 158. 227 B ock 3
80. 246. 133. 126 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
46.19. 85.11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 20. 58 I srael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 3
2.54.149. 133 I srael 147.237.0.19 [nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
192. 116. 232. 69 |l srael 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 192. 116. 232. 69 Bl ock 2
109. 65.78.215  |Israel 147.237.0.19  [nadi matal . i df i || a2 er e Moia on ¢ mﬁ‘jsxﬂ acetbl der 18t xt Street in Bock |2
94.199.238.15 |United Ki ngdom|147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
2.54.53.75 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
2.54.146. 38 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock
141.8.132.78 :3::;’} on 147.237.77.216|dover.i df . il Mil tipl e Unaut horized URL Access from 141.8.132. 78 B ock 2
41.40.229.104 |Egypt 147.237.72.166|aka. i df . i | Ostributed PHP At enpt B ock 1
81.218.135.68 |l srael 147. 237. 72. 156 |anan. i df . i | ﬁ;}:ﬁﬂegf ﬂe}“;t':cgs'zlaiwm::?sl IO;] B ock 1
66.249.64.50 | srael 147.237. 72. 166 |aka. i df . i | mn:k“;izéf”. ?rf;:lr NZT’;u‘i‘/’;L:eri;.aspx None 1
31.168.142.114 [israel 147.237.72. 166 [aka. i df . i | Ostributed PHP A tenpt B ock 1
141. 8. 132. 78 232:2: o 147. 237.77. 216 |dover . i df . i | :J;a:t horized URL Access to waw i df.il/english/history/entebbel. st nxp B ock 1
46.116. 120. 223 |Israel 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
85. 250. 203. 226 |Israel 147. 237.72. 166 |aka. i df . i | m”;(“;i?ﬁﬁa?zlgiﬂfgmm n None 1
212. 179. 230, 249|i srael 147.237.76.42 |refuah.idf.il i;t ;;?}’;gﬂ;;“;lhgsi;:rde dL/l?_esA:tc.iiss on Bl ock 1
68.180. 229. 124 |[Wnited Sates [147.237.76.42 |refuah.idf.il D stributed Unauthori zed URL Access on 147.237.76. 42/ robot s. t xt B ock 1
37.26.148.182 |lsrael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Cpen Mde None 1
185.32.179. 114 |lsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 1
2.54.171. 151 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock 1
54.194.68.68  |ireland 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ B ock 1
94. 23. 40. 23 France 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
46.116. 120. 223 |Israel 147.237.77. 170 |maarachot . i df . i | |Dstributed PHP Attenpt B ock 1
41.40.229.104 |Egypt 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on www aka. i df .i|/xmrpc. php B ock 1
192. 116. 232. 69 |l srael 147.237.77.216|dover . i df . il Ml tipl e Uhauthorized URL Access from 192. 116. 232. 69 B ock 1
82.80.193.240 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
31.168. 142. 114 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unhauthorized URL Access on waw aka. i df . i|/xnhrpc. php B ock 1
46.116. 120. 223 |Israel 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to waww atal .idf.il/xmirpc. php B ock 1
109. 65.78. 215 |Israel 147.237.0.19 |madimatal .idf.il mﬁ;‘f;ﬁ%ﬁ \|'1|°/| i:)ﬂneftlgggﬁﬁi?t;;cae:&der 1xtSreet in B ock 1
46.77.124. 84 Pol and 147.237.77.216|dover.idf .l Ostributed PHP A tenpt B ock 1
79.183. 8. 91 I srael 147. 237.77. 216 |dover. i df . i | (Sss‘stjjt C;g\lcfibcf SNT_E}C(E\;)I‘EXM' violation None 1
37.26.148.191 |[Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
121.169. 172. 14 g’rea’ RpWbliC |1 47 537 77.74 [lawidf.il Distributed PHP Attenpt B ock 1
62. 0. 100. 86 I sr el 147.237.72. 166 |aka. i df . i | mngk“;i??ﬁ;;r nf;;gr?iclt;aggficBZ%;S?CPhsaChar$°t' 4rin None 1
46.116. 120. 223 |Israel 147.237.77. 170 |maarachot . i df . i | |Dstributed Unauthorized LRL Access on maarachot.idf.il/xmrpc.php  |B ock
41.40.229.104 |Egypt 147.237.77. 170 |maarachot . i df . i | [Ostributed PHP Attenpt B ock
199.16.156. 124 |lhited Sates  |147.237.77.216 |dover.idf.il thaut hori zed URL Access to Bl ock 1

wan i df i |/ sip storage/fil es/ 7/ si ze220x0/ 16037. j pg
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