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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - reset 3440
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 121
91. 98. 160. 49 Iran, Islamc Republic of |147.237.77.216 dover.idf.il |TGP Scan (vertical) drop 29
123. 59. 59. 52 Chi na 147.237.76. 42 refuah.idf.illbl ock-sp-trafl forward 4

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il |Block Udp All _Nets drop 3
196. 219. 221. 178 Egypt 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
122.183. 134. 242 I ndia 147.237.77. 216 dover.idf.il |TGP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
176. 228. 140. 156 |l srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 10
149. 78. 189. 37 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 8
212.179.222.113 |lsrael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
2.54.139. 199 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
80. 246. 133. 123 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
109. 226. 51. 3 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
70. 119. 100. 27 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
70. 119. 100. 27 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
79.182.194. 63 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
80. 246. 130. 205 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

Iran, Islanic

Ste

Signature

91. 98. 160. 49 147.237.77. 216 Republ i ¢ of dover . idf.il ET SCAN NVAP -sS w ndow 1024 5
12 25 105. 125 147 237 72. 156 |1 51 ael i il SER\/ER APAO—E_ Apache nod_ssl non- SSL connection to SSL port 3
deni al of service attenpt
213.151.54.88 |[147.237.77. 216l srael dover . i df .i | portscan: TCP DO stri buted Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
112.196. 49. 101 [147.237.8.28 |india e.mobi | e-ks.idf.il[ET SCAN NVAP -sS w ndow 4096 1
109. 253. 205. 89 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 81. 40. 32 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
37.26.149.219 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
218.57.11. 7 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
212.179. 222. 113|147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 230. 71 |147.237.77. 179 |lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
194. 187. 249. 70 |147. 237. 76. 147 |Eur ope chinuch. aka.idf.i[|[ET SCAN NVAP -sS w ndow 1024 1
112.196.49. 101 |147.237.8.28 |india e.nobi | e-ks.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
94.102.48.194 |147.237.72. 217 |Net her| ands eidf.il ET SCAN NVAP -sS wi ndow 1024 1
85.64. 146.246  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stri buted Portscan 1
79.182.194. 63  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Country‘Target Address |Ste Signature Action ‘Count
S reamn ine: TCP Invali i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i df . | g Engi ne: TCP alid invalid segnent retransnission drop 70
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 63
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 30
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 30
Sreamng Engine: TCP Invalid i i ssi
46.19.86.107  |Israel 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.182. 186. 130 |l srael 147.237.77. 243 |t Lo i i1 |2 € g Engi ne P Invalid finvalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 21
81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 18
62. 0. 200. 211 I srael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 10
46. 19. 85. 132 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |8
reaming BEngine: TCP Invali i i Ssi
31.154.251. 229 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid invalid segnent retramsmssion. |, op 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 132 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaming Engine: TGP Invalid i i sSi
176.13.17.132 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
46.19. 85.132 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 65 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i ssi
80.178.201. 148 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid invalid segnent retramsmission. |, op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.226.51.3  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
212.76.112. 124 |lsrael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop
46.19. 85. 124 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 132 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
reaming BEngine: TCP Invali i i ssi
79.179. 194. 180 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid invalid segnent retramsmission. |, op 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.8. 11 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 52 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop
37.26.146.201 |lsrael 147.237.0.19 |nadi matal.idf.il|drop First packet isn't SYN drop
91. 98. 160. 49 'Féz:bl i'i'z'fm 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80.178.122.47 |lsrael 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 5
85.130.137.99 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
80.178.122.47 |[lIsrael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
212.179.225.1 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 244 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 4
78.35. 16. 76 Ger many 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 244 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 4
188. 120. 148. 199] srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
37. 26. 146. 201 I srael 147.237.0.19 madi matal .idf.il|Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 184 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
109. 253. 144. 7  |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
192. 114. 105. 2541 srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4
109.253.144.7 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79.181. 237. 159 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
94.230.93.195 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
62. 90. 2. 150 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
132.67.172.138 |l srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 65. 197. 133 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
5.22.131.76 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.114  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i SSi
87.71.18.93 I srael 147.237.72. 166 |aka. i df .| 9 =g Imvalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.95.215.149 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i SSi
158.116. 225. 93 |Wnited Sates  |147. 237. 72. 166 |aka i of il 9 =g Imvalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 212. 188|i srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 85. 29 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 177
37.26.146.201 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 48
2.54.149. 133 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode B ock 38
2.52.161. 11 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 18
193. 43, 245. 250 |l srael 147.237.77. 216 |dover. i df . i | Dstributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 7
207.46.13.105 |wnited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 6
212.235. 103. 211l srael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 4
176. 228. 140. 156! srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to vwwy aka.idf.il/vwwtikshuv.idf.il B ock 4
79.178.252.110 [Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 79. 178. 252. 110 B ock 3
37.26.146.201 |lsrael 147.237.0.19 |madimatal .idf.il [Untraceable SSL Sessions: Cpen Mde None 3
37.26.146.210 |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
176. 13. 19. 29 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode B ock 3
188.163.78.47 |lkraine 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 188. 163. 78. 47 B ock 3
212. 235. 103. 203l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 3
82.166.53.161 |l srael 147.237.77.216|dover . i df . i Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 2
2.55. 8. 150 | srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
212. 235. 103. 219! srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
37.26.148.139 [Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
193. 43. 246. 250 |Israel 147.237.77. 216 |dover.i df . il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 2
37.26.146.158 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
212.235. 124. 168/l srael 147.237.77.216|dover . i df . i Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 2
176.9.58.227  |Germany 147.237.76. 42 |refuah.idf.il :2?5;2;'] 'ziegf .Lﬁ;sﬁzrcgglsuste‘:comd of hpecer upper/ B ock 2
2.54.4.209 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock
31.210.187.170 [Israel 147.237.72. 166 |[aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/mai n/ sachar. Bl ock

46.116. 120. 223 [l srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock

194. 72.238. 241 LKTi;gegom 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to / B ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock 1
180.76.15.136  |Chi na 147.237.0.15  [kosher-kravi . idf.i mmmx?vult(:sorztlerz-ek?’ aL\jﬁig(f:?ielslst (ter?pl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66. 249. 64. 32 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list6 htm B ock
132.70.228.27 |Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock

46.116. 120. 223 |Israel 147.237.77. 170 [maarachot . i df . i|  |Uhaut hori zed LRL Access to maarachot. idf.il/xmrpc. php B ock 1
207.46.13.21 Uited Sates [147.237.76.86 [navy. idf.il mu;;(/);.lizd?c.j iLIJ/qt_eﬁcpICgtS:s/tsohar ed/ user cont r ol s/ header upper / Bl ock !
188.163.78.47 |lkrai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/xnrpc. php B ock 1
69.58.178.50  [Lhited Sates |147.237.76.86 |navy.idf.il m”;:\?;_'izdefiﬁ‘?;h;cgg/sjséfwmrol of header upper/ Bl ock 1
37.26.146.132 |lIsrael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
176.13.17. 132  |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
66.249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |B ock 1
46.121.208.22 |Israel 147.237.76.42 |refuah.idf.il e haut hort zed ﬁaﬁcﬁi on Bl ock 1
109. 64. 188. 204 |l srael 147.237.77. 170 |maarachot . i df . i| [Distributed PHP Attenpt B ock 1
46.116.120. 223 i srael 147.237.76.42 |refuah.idf.il \?WSJ: ;fbulgzlj d@ﬁg;.r}ﬂr/i;;?pﬁhgccess on B ock 1
197.38.175. 202 |Egypt 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 1
79.178.252.110 |[Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/tenpl at es/ navienu/ B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover. i df . il Lhaut hori zed URL Access to v idf.il/tenplates/article/ ult4pvovnkk [B ock 1
184.105. 139. 68 [lnited Sates [147.237.0.19 |madimatal.idf.il |Unauthorized URL Access to 147.237.0. 19/ B ock 1
144.76.27.118  |Ger many 147.237.0.19 |nadi matal .idf.il r?;;br'ne at?fii'f‘.c??/i |”ggi'n.‘;asrpir;e§; nuriln et defaul £ asp Bl ock 1
66. 249. 64. 42 I srael 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/listl htm B ock 1
83.13.210.37  [Poland 147.237.72. 166 |aka. i df . i | mna?(‘f:i gf_ri"’}';e;ri; hzr”gs?(?f;/d d;fr;m (a5 None 1
46.116. 120. 223 |[lIsrael 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
46. 19. 86. 239 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il m";gsry' e e e/ navy. aspx. asp Bl ock 1
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