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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3520
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 103
81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il ock Wdp Al Nets drop 3

81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il [Block Wp Al Nets drop 3
81.218.1.74 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

104. 255. 66. 38 147. 237. 76. 202 e halag.idf.il |Bock Np Al Net drop 1




03-15-2016-11:04:03 to 03-15-2016-12:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry ‘Target Address |Site ‘Sgnature Devi ce Action ‘Count |
79.181. 106. 100 |[Israel 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 7
46.116. 210. 97 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LRL B ock 6
63. 143. 34. 37 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
5. 29. 245. 195 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 4
177.185.194.92 |Prazil 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
91.219.122. 4 Pol and 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 4
91.219.122. 4 Pol and 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 4
66. 135. 63. 82 Lhited Sates 147.237.76.86  [navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 4
200. 59. 205. 238 |Argentina 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
63.143. 34. 37 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
158. 85.253.245 |[lLhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 3
66. 96. 128. 60 Lhited Sates 147.237.76.31 |nakchal .idf.il |5670: HITP. SQ Injection (SALECT) B ock 3
2.54.139. 199 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 2
176. 13. 20. 153 I srael 147.237.77.176 |mat pash. i df.il |14170: HITP. B ank User-Agent (descriptor but no string) B ock 2
80. 246. 133. 195 |l srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL Bl ock 2
66. 96. 128. 60 Lhited Sates 147.237.76.31 |nakchal .idf.il [3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 2
199. 30. 24. 192 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LRL B ock 2
106. 38. 241. 106 |Chi na 147.237.77.176 |nat pash.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
27.255. 84. 217 Korea, Republic of |[147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
106. 38. 241. 106 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
158, 85. 253. 245 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38.241. 106 |thina 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
91.219.122. 4 147.237.77. 74 Pol and lawidf.il SQ Injection - Select From 13
158. 85. 253. 245 147.237.77. 74 Lited Sates lawidf.il QA Injection - Select From 10
63. 143. 34. 37 147.237.77.233  |Wnited Sates atal.idf.il SQ Injection - Select From 9
63. 143. 34. 37 147.237.77.216  |Wited Sates dover.idf.il SQ Injection - Select From 9
66. 96. 128. 60 147.237.76. 31 Lited Sates nakchal .i df .il QA Injection - Select From 8
177.185. 194. 92 147.237.77. 74 Brazil lawidf.il SQ Injection - Select From 7
66. 135. 63. 82 147. 237.76. 86 Lhited Sates navy. i df . i | S Injection - Select From 5
200. 59. 205. 238 147.237.77.233  |Argentina aal.idf.il QA Injection - Select From 3
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2
79. 183. 53. 245 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 62. 53. 174 147.237.76.148  |Russian Federation gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
195. 62. 53. 174 147.237.0.17 Russi an Federati on mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
46.19. 85. 173 147.237.72.166 [l srael aka.idf.il portscan: TCQP D stributed Portscan 1
192. 35.222. 17 147.237.77. 216 Lhited Sates dover.idf.il ET DOS SSL Bonb DoS Att enpt 1
13. 71. 146. 233 147.237. 8. 46 Wited Sates e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 13. 14. 195 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 194. 208  |147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
94.102. 48. 194 147. 237. 76. 147 Net her | ands chi nuch. aka. i df .i ET SCAN NVAP -sS w ndow 1024 1
87.71.9.110 147.237.77.216  |[Israel dover.idf.il portscan: TQP D stributed Portscan 1
218.246. 0. 97 147.237.72. 14 Ghi na dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 75. 223 147.237.77.170  |Wited Sates n@ar achot . i of .i ET SCAN NVAP -sA (2) 1
195. 62. 53. 174 147.237.77.170  |Russian Federation maar achot . i of .i | ET SCAN Potential SSH Scan 1
195. 62. 53. 174 147.237.76. 31 Russi an Federation nakchal .i df .il ET SCAN Potential SSH Scan 1
45. 243. 61. 22 147. 237.77. 216 U uguay dover.idf.il portscan: TCQP D stributed Portscan 1
2.52.24.148 147.237.77.216  [Israel dover.idf.il portscan: TQP D stributed Portscan 1
94.102. 48. 194 147.237.76.200  |Netherlands eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 67
62.0.42.2 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert 40
62.0.42.2 I 'srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 39
reamn ine: TCP Invali i i ssi
37.26.149.205 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid  |invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 23
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
192. 114. 105. 2541 srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 20
192. 114. 105. 254 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 17
reaming BEngine: TCP Invali i i ssi
147.236.30. 122 |Israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segrent retransnission. | op 15
Ret r ansni ssi on Packet dr opped.
Lhited Arab L .
188.72.103.230 oo oo 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf . i SYN Attack rej ect 13
Sreaning Engine: TCP Invalid i i ssi
31.154. 251. 229 i srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
80. 246. 130. 134 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different monitor  [9
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
37.26.148.241 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.66.3.195  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
89. 139. 232. 244 |l srael 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop 8
46. 19. 85. 165 I srael 147. 237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
155. 254. 215. 231|Bahrain 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TCP Invalid i i ssi
94.159. 170. 199 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 210 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
37.26.149.169 |l srael 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 242 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
89. 139. 232. 244 |l srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
199. 203. 176.50 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.85.212  |israel 147. 237,77, 243 |mobi 1 e i 11 | €M NG Engi ne: TCP alid |imvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
80.246. 136. 54  |Israel 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
46. 19. 85. 210 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
79.180.197.98 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 242 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 242 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 5
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 49 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 210 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 4
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 210 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
79.177.113. 152 |lsrael 147.237.77. 121 |e. navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 86. 160 I sr ael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
193. 43. 246. 250 |l srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 4
5.102. 195. 28 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TQP Invalid i i ssi
46.19.85.124  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.30.33  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TQP Invalid i i ssi
176.13.1.173  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
194, 114. 146. 2271 srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
87.68.74. 88 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i SSi
77.125.0.227  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 131. 41 | srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
66. 96. 128. 60 Lhited Sates 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
79.180. 221. 134 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 181 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 87
46. 19. 85. 62 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 77
2.54.52.0 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 31
27.255. 84. 217 g;ﬁaic of 147.237.77. 216 |dover.i df . i | Ml tipl e Unaut hori zed URL Access from 27. 255. 84. 217 B ock 26
46.19. 85. 176 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
46. 19. 85. 25 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 12
109. 160. 166. 180! srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
46.19. 86. 130 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
168. 235. 205. 173|Uhited Sates |147.237.77.216|dover.idf. il D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 6
46. 19. 85. 64 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
80. 246. 130. 191 [l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 5
84.228. 16. 19 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 3
195. 154. 173. 103|France 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to v i df.il/mazi Bl ock 3
213.151.45.119 |israel 147. 237.72. 166 |aka. i df . i | m“;:;riidf?l 5’:‘& ﬁ;ie;js/tc%ntrol o ot udal B ock 2
192.118.10.10 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 192. 118. 10. 10 B ock
80.178.122.47 |Israel 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None
176.13.16.217 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock
27.255. 84. 217 g;ﬁa oo [147-287.77.216|dover. i df il Ostributed PP Attenpt B ock 2
147. 236. 30. 122 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
197. 38. 175. 202 |Egypt 147.237.77. 216 |dover . i df . i | O stributed PHP Attenpt B ock
194. 114. 146. 227|i srael 147.237.72. 166 |aka. i df . i | (mstéfff%’\'ﬁ_(% éﬁs{iﬂs;_qpmocd violation None 2
37.26.148.181 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
197.38.175. 202 |Egypt 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/xnrpc. php B ock 2
5. 29. 201. 64 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 5. 29. 201. 64 B ock 2
80.246.137.93 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
192. 116. 96. 192 |l srael 147.237.72. 166 |aka. i df . i | m ;LZ“T gfd. iﬁr}a#;jh:/rsi ;fr?arﬁn je‘ﬁi?d on B ock 1
31.168. 13. 78 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
46. 19. 85. 142 I 'srael 147.237.76.42 |refuah.idf.il D stributed Abnornal |y Long Request B ock

. . i S o o - —
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |aman. i df.il Hﬁggf]h;’}r[a#".fﬁh'[;zsﬁ [ [[g)tﬁs];[c[s]k]l;gs[a![-] ﬁﬁf,ﬁﬁ Bl ock 1
5.29.201. 64 I srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to wan tikshuv. i df.il/901-8008- he/ Bl ock 1
82.80. 196. 44 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
77.75.78. 160 (FZpeu?:)Ihl c 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to ww i df .il/page/ 31/ B ock 1
37.26.146.251 |israel 147.237.72. 166 |aka. i df . i | gﬁﬂﬁ_iﬁfﬁiqﬁmmd violation None 1
31.168.142. 114 [israel 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
138.134.192. 10 |Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to vwww i df.il/mil net Bl ock 1
54.193.54.34  |nited Sates [147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
197.38.175. 202 |Egypt 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
87.71.56.43 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.226 }AM:AII chamat z. aka.id Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
37.26.148.236 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il Mil ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
208.115.113.89 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation SortOr in wwidf.il/1133-he/ dover.aspx [B ock 1
37.26.146.193 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.112 |wnited Sates |[147.237.72.166|aka. i df.i| Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 64. 32 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list2 htm B ock 1
46.116. 120. 223 |l srael 147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock 1
31.168.13.78  |israel 147.237.72. 166 |aka. i df . i | gﬁﬂﬁ_iﬁfﬁiqﬁmmd violation None 1
132.74.58.48  |Israel 147. 237.77. 170 |n@ar achot . i df . i | ﬁ;“;‘ﬁgtifz‘:_ ilﬂ‘po;'fcﬁfslse;/jl 100154, pef Bl ock 1
23.81.247.208 |lhited Sates |[147.237.72.166|aka.idf.il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
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