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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3741
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 11
31.168. 200. 103 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
81.218. 65. 210 I srael 147.237.0. 34 tikshuv.idf.il [Block Wp Al Nets drop 3
184. 105. 139. 78 Lhited Sates 147. 237.77. 234 hal ag.idf . i Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
160. 62. 4. 100 Shitzerl and 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 12
109. 65. 179. 188 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 10
66.76.174. 2 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 4
212.150.244.226 |lsrael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
46.19. 86. 79 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
82. 80. 193. 240 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
157. 55. 39. 122 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
207. 46. 13. 69 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
66. 249. 69. 95 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count ‘
66. 76. 174. 2 147.237.77.74 Lhited Sates lawidf.il SQ Injection - Select From 6
46. 19. 85. 89 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.30.18 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
164. 78. 250. 102 147.237.77. 216 S ngapor e dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 85. 193 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
94.102. 48. 194 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.154.19.5 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 7. 230. 66 147.237.77. 19 Uni ted Ki ngdom | aw forumidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 215. 48 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 194 147.237. 76. 199 Net her | ands e. nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
93.113. 125. 12 147.237. 8. 28 Rorani a e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 53
Sreaning Engine: TCP Invalid i i ssi
160.62.4.100  |Stzerland  |147.237.0.34  |tikshuv.icf.il 9 =9 Inval i d segnent retransmssi on. drop 39
Ret ransni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf . i SYN Attack rej ect 23
173.229.96. 8 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 17
2.54.170. 53 I srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
Sreaning Engine: TCP Invalid i i ssi
2.53.10. 248 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
212. 199. 169. 248 srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31.154. 251. 229 i srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
82. 81. 46. 240 I srael 147.237.77. 216 |dover.idf .i Bad TCP sequence Invalid sequence nunber noni t or 11
82.80.193.240 |Israel 147.237.72. 166 |aka.i df .i | drop First packet isn't SWN drop 11
2.52.162.3 | srael 147.237.72. 167 [i shurimaka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreamng Engine: TCP Invalid i i ssi
46.19.86.237  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
31.168.100.81 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
82.80.193.240 [lIsrael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
109. 186. 173. 172|l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or 8
212.179. 218. 166 |l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
80. 246. 130. 154 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 7
80. 246. 130. 154 |Israel 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52.162.3 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 24 I srael 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
95. 86.127. 12 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.52.162.3 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d sequence nunber noni t or 6
46.19. 86. 24 I srael 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SIWAK retransmt with different ooyiior o
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.178.30.52  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
212.179. 218. 166|l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
. . SWretransmit wth different .
109. 253. 207. 20 |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
199. 203. 147. 97 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
. . SWretransmit wth different .
79.180.189.46 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
46.19.85.114  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
95. 86. 100. 7 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
2.54.22.61 I srael 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
109. 65. 179. 188 I srael 147.237.0.34 |tikshuv.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
2.52.162.3 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert
46.19. 86. 24 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout alert
197.33.23. 111  |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TP Invalid i i ssi
132.66.180.79 |Israel 147.237.72. 166 |aka i f . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
147.235.8.74  |Israel 147.237. 72. 156 |anan. i of .| Bad TCP sequence SINAK retransmt with different ooyiior s
w ndow scal e
31.168.100.81 |lsrael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
212.179. 218. 166I sr ael 147.237.72. 166 |aka.i . i Bad TCP sequence SINAK retransmt with different | oniior s
w ndow scal e
147.235.8. 74 | srael 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
109. 186. 173. 172]I srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
37.26.148.197 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i issi
157.55.39.70  |wited Sates [147.237.76.200|eitan aka idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il [drop SAMirul e drop 4
109. 186. 173. 172l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 4
37.26.148.156 |l srael 147.237. 72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
212.179. 218. 166|I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber alert 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
109. 253. 197. 34 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 99
2.54.170. 53 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 82
46.19. 85. 62 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 37
2.54.160. 215 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 29
2.54. 4. 209 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 24
2.54.168. 58 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 23
109. 253. 140. 90 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 18
2.53.10. 248 I srael 147.237.77. 243 |nobi | e. i df . i | fb?r:t o T?lrfs:cﬁ;?; icﬂgng‘;‘gzzxfgd n Bock |16
2.54.161. 53 I srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Qode B ock 6
46.19. 85. 181 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
37.26.147.173 |[israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 6
2.54.178.125 I srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Qode B ock 5
176.13.19. 227 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
31.168. 9. 50 I srael 147. 237.77. 216 |dover . i df . i | miréfb_‘?tﬁ? eL:p?l;tx Z‘S’/r; ;;’SI aﬂ'c ;:;Crii , ‘g’gneri o B ock 3
84.95.131. 137 |[lIsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Bite Qode Character in LR Bl ock
46. 19. 85. 64 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
132.66.180.79 I srael 147.237. 72. 166 |aka. i df . i | MR @ nawt hort zed Nethod Tor Known LR from Bock |3
37.26.146.194 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 176 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.253.145 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storage/files/7/ |B ock 3
46.19. 85. 53 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
132.74.215.5 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
149.78.48.122 |Israel 147.237.77.243|mobi | e. i df . i | Mil tipl e Unaut horized URL Access from 149. 78. 48. 122 B ock 2
46.19. 86. 11 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
185. 89. 217. 231 147.237.77.216|dover. i df .i | Distributed Whaut horized URL Access on waw idf.il/error.htm |B ock 2
176.13.10. 241 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
46. 19. 85. 162 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.10. 248 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 2
80. 246. 133. 144 |Israel 147.237.77.216|dover . i df .i | Distributed Wauthorized URL Access on waw idf.il/error.htm |B ock 2
82.80.196.44  |Israel 147.237.72. 166 |aka. i df . i | mu;kh:ri ! d?eidl /'\'r?;hnc;céi ;ﬁ:ﬁ;{;’.raspx Bok |2
176.106. 44. 176 'T')ZIrfiS: i)?iy,ana:cupi ed 147.237.77. 216 [dover . i df . i | \?wjzt irciifb.uitle/(: eLr?pzlil;i Z(S)/r iér?; alf:_c:nct(;i?z/ ggneri c/ Bl ock 2
80. 246. 136. 156 |l srael 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
37.26.148.245 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
169.229.3.91  |[Wited Sates 147.237.0.17 (rjnfr?ll kosher-kravi.i |, vl y Long Request net hod B ock 1
81.218. 251. 250 |Israel 147.237.76.86 |navy.idf.il muaz\c;;u izgfd. iﬁcgﬁ;‘;s;é;e/ e 1t/ doc_ .. 85 Bock |1
185. 120. 126. 121 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 1
66.249.69.33 |l srael 147.237.77. 170 |maar achot . i df . i | ﬂ‘;‘“tzg‘;r 227?‘1737; 5SS 1O senr ot Bock |1
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva. i df . i | Mil tipl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Mitiple Illegal Byte Qode Character in URL from169.229.3.91 |B ock
2.54.9.9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
Unknown Par aret er
132. 64.185. 137 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
194. 90. 254. 244 |Israel 147.237.76.42 |refuah.idf.il 1D4§_t ;igsf‘t?gz;satu;lhgérfaerdedtﬁ‘e:ectclecs:s on Bock |1
41.130.26.210 |Egypt 147.237.77. 176 [mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df.il/xmrpc. php B ock 1
169. 229. 3. 91 Lhited Sates 147.237.72.167|i shuri maka. i df . il Abnormal |y Long Request net hod B ock 1
79. 183. 247. 254 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed LRL Access to wanidf.il/https:/wwidf.il/ Bl ock 1
37.26.148.146 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
149.88.252.61  |Israel 147.237.77.74 |lawidf.il E”;thr ;\?V“it;d_ ma;rtmhrogé_zshdp R Access on Bock |1
2.54.170.53  [Israel 147.237.0.19 |nadimatal .idf.il Fﬁrmt;ratz’??d\ﬁ IO: mgnl g/t|lo%??a2§m Flacetbl der1stxt Gpteha gy oy
141. 255. 157. 212|Net her | ands 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.131 | srael 147. 237.72. 166 |aka. i df . i | i;t. rzi?’t;t.‘tf; 1&3”;‘:}0;; ;e;u;%eﬁgfiflsazgx B ock 1
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