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Top Attackers

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M anan.idf.il

M navy.idf.il

M ishurimaka.idf.i

[ refuah.idf.il

M rmaar achot . i df il
tikshuv.idf.il

M nobi le.idf.il

M 167. 114. 156. 16
37.26. 147. 220
I 46. 19. 86. 203
37.26. 146. 253
M 2. 54. 26. 196
W 93.113. 125. 12
[ 81.218.241. 25
W 207. 232. 36. 181
212.235.115. 168
M 37.26. 149. 175




03-15-2016-09:04:05 to 03-15-2016-10:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 3808
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 259
81.218. 241. 25 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 158

66. 240. 192. 138 Lhited Sates 147.237.77. 121 e.navy.idf.il |[Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

|Site

|Sgnature

Devi ce Action |Count

91. 230. 243. 165 United Ki ngdom 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 6
91.121.221.15 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
149. 202. 48. 246 Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
51. 255. 48. 155 United Ki ngdom 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
66. 249. 69. 87 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




03-15-2016-09:04:05 to 03-15-2016-10:04:05

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 2
212.179.21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
185. 17. 157. 197 147. 237.77. 216 Italy dover.idf.il portscan: TCQP Distributed Portscan 1
95. 86. 67. 240 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.113. 125. 12 147.237.77. 179 Romani a e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 196. 44 147.237.77. 216 I srael dover.idf.il portscan: TCQP Distributed Portscan 1
80. 178. 164. 87 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77. 235 Chi na sviva idf.il ET SCAN Potential SSH Scan 1
41. 140. 253. 9 147.237.8. 24 Mor occo elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.148. 165 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
188. 120. 135. 40 147. 237.72. 166 I srael aka.idf.il ET SCAN NVAP -sA (2) 1
93.113. 125. 12 147.237.77. 226 Ronani a win chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
84. 95. 85. 138 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 147 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
66. 249. 64. 60 147.237.72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 16 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stri buted Portscan 1
37. 46. 39. 117 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1




03-15-2016-09:04:05 to 03-15-2016-10:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 110
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 45
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 39
212. 235. 115. 168|I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence :;;e”ansm't with different wndow | pivor |23
81. 218. 241. 25 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 16
84. 95. 49. 240 | srael 147.237.72. 167 |i shuri maka. i df . il drop Frst packet isn't SYN drop 15
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 13
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
Lhi ted o Streaning Engi ne: TCP I nval i dinvalid segrent retransmission.
66. 249. 65. 251 147.237.76.86 |navy.idf.il > dro 10
Sates W Ret r ansmi ssi on Packet dr opped. P
46. 19. 86. 231 | srael 147.237.77. 170 |n@aar achot . i df . i | drop Frst packet isn't SN drop 10
2.54.23.211 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.149.175 |[lIsrael 147. 237. 72. 166 |aka.i of .il Bad TCP sequence noni t or
Sreaning Engine: TP Invalid i i ssi
176.13.2.187  |Israel 147.237.72. 167 |i shuri maka. i of . | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.24. 145 I srael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
2.54. 23. 67 | srael 147.237.72. 167 |i shurimaka.i df . il g .g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 212. 63 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 63 I'srael 147. 237. 77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
109. 253. 146. 193]l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
82. 81.59. 60 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
212.179. 218. 166|l srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
reaming BEngine: TCP Invali i i ssi
87.71.94.103  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalidjinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
R SYNHAK retransnmit with different .
212.179. 218. 166/l srael 147. 237. 72. 156 |anan.i df .i Bad TCP sequence o ndow scal monitor |6
reaming BEngine: TCP Invali i i ssi
80. 246. 136.45 | srael 147.237.72. 167 |ishrimaka iar.i1 | €M NG Engine: TQP Inval i dfinvalid segnent retransnissi on. dr op 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
87.71.109.21  |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13.1.2 I'sr ael 147.237.72. 166 |aka.i df . Streaming Engi ne: TCP Inval i d|invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dr opped.
Uni ted . Sreaming Engi ne: TCP Inval i dinvalid segnent retransnission.
66. 249. 65. 133 147.237.76.86 |navy.idf.il . . dr o] 6
Sates Y Ret r ansni ssi on Packet dr opped. P
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 5
46.19.86.205 |Israel 147.237.77. 226 V‘:"‘I"’“ha"atz' aka.tdf |4 op First packet ismt SWN drop 5
213.8.72.182 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5
212.117. 140. 170]l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
212.179. 218. 166|l srael 147.237. 72. 156 |aman.i df .i | drop Frst packet isn't SN drop 4
37.26.149.175 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
213.57.85.170 |[lIsrael 147. 237. 72. 166 |aka.i of .il drop First packet isn't SW drop 4
2.54.24. 145 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber aert 4
109. 253. 213. 40 |Israel 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence ig;e”a”s”"t with different wndow | oo |a
37.26.149.175 |[Israel 147.237.72. 166 |aka.i of .il SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 4
188. 120. 154. 76 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor 4
2.54.24.145 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.149.175 |[Israel 147.237.72. 166 |aka.i of .il Bad TCP sequence alert 4
46. 19. 86. 159 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
2.54. 24, 145 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber nmonitor |4
79.177.120.19 |Israel 147.237.72. 166 |aka.i of .il SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 4
Sreaming Engine: TCP Invalid i i ssi
2.54.131.103  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
82. 81. 38. 26 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
212.179. 132. 203|l srael 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reanming Engi ne: TCP i
93.113.125.12 |Romania  |147.237.76.39 |nobile. neitav.idf. il 9 =g TCP segment out of maxi mum drop 3
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.54.23. 67 I'srael 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19.85.194  |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 198. 2141 srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 16 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence SNeACretransmt with different | oo |3

W ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.220 |Israel 147.237.0.19 |nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 157
46. 19. 86. 203 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 107
37.26.146.253 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 76
2.54.26.196 I srael 147.237.0.19 |nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 68
132. 73. 205. 229 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 22
185. 32. 179. 114 |Israel 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 14
2.54.162. 113 I srael 147.237.0.19 |madimatal .idf.il|Ostributed Suspicious Response Code B ock 8
94.159. 211. 149 i srael 147.237.77.74 |lawidf.il ;arwaﬁﬁ d:%’?f,&ﬂggﬂ?g;;ﬂﬂ‘;’fta;&/ etcities B ock 7
37.26.146.233 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 5
2.54.41.197 I srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 4
176.13.15. 228 |l srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
46. 19. 85. 48 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 3
2.54.178. 125 I srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
2. 54. 160. 215 I srael 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
46.19. 85. 48 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index Bl ock 3
202.1.182.91 Isgla?]zgn 147.237.77.216|dover.idf .l Ostributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 3
2.52.56. 169 I srael 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
212.143.225.7 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 2
2.54.170. 53 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 2
64. 40. 145. 4 Lhited Sates |[147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 64.40. 145. 4 B ock 2
37.26.146.253 |lIsrael 147.237.0.19 |nadimatal .idf.il|Untraceabl e SSL Sessions: Cpen Mde None 2
217.194. 197. 154l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
2.54.161. 177 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.146.188 |lsrael 147.237.72. 156 |aman. i df . i | Unt raceabl e SSL Sessi ons: (Qpen Mbde None 2
90. 193. 213. 135 Eiqir:gegom 147.237.77.216|dover. i df .l Uhaut hori zed URL Access to wawn i df.il/894-he B ock 2
37.26.146.188 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
149.50.36. 209 |Uited Sates |147.237.77.170|n@arachot.idf.i| |Distributed PHP Attenpt B ock 1
79.180.34.127 [israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php B ock 1
66.249. 64,190 I srael 147.237.72. 166 |aka. i df . i | wwtr;i‘;"i d'?": f‘“”ettu?: maa”spp;/ zf‘gple';l;g |isr:)| diers. asp None 1
5. 29. 210. 124 I srael 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249. 64.143 I srael 147.237. 72. 166 |aka. i df . i | o ed ot hor ;ejuszexles_sa‘;gx Bl ock 1
91. 230. 243. 165 zi;gegom 147.237.77.216|dover . i df . i Untraceabl e SSL Sessions: (pen Mde None 1
80.179.223.31 |l srael 147.237.77. 176 |nat pash. i df . i | m“é:;;tifzf_ i‘ﬂ‘siplf_csf?ra;; £ es/ 9 4629, pg Bl ock 1
37.26.148.184 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
149.50.36.209 |Uited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wa i df . il /xmrpc. php B ock 1
27.32.33.9 Australia 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

109. 65. 148. 216 |l srael 147.237.72.167i shuri maka. i df . i géﬁ%ﬁﬁﬁgﬁzﬁgﬁg_&gik&) None 1
74.82.47.3 Lhited Sates [147.237.72.166|aka.idf.il Distributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
93.113.125.12 |Romani a 147.237.76.200|ei tan. aka. i df . i | |Abnormal |y Long Request URL Bl ock 1
66. 249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp; docld i n waw aka. i df . il/chi nuch/ contact/ None 1
193. 47. 165. 251 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . il /nai n/ gi yus/ defaul t. aspx [Bl ock 1
46.120.118.64 |[Israel 147.237.77.216|dover. i df.i |l Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
169.229.3.91  [Uited Sates [147.237.76.30 |hi nush.idf.il L!g%%o?é{t?#%cﬁ g?r[?itze;]]i?[ '[\itlgc]’% e (54 - B ock 1
82.81.101.177 [israel 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
149.50.36.209 |Uited Sates |[147.237.77.170|maar achot.idf.i| [Distributed Wauthori zed URL Access on nmaarachot.idf.il/xmrpc.php  |B ock 1
79.180. 34. 127  |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 79.180. 34, 127 Bl ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; si descrol | in ww aka. i df . il/giyus/ kadat z/ None 1
212. 179. 132. 203|I srael 147.237.77. 216 |dover . i df . i | mﬂt;ﬁiﬁfimﬁ :;‘iisnzl O ortralsl qeneri o Bl ock 1
5.102.254.133 |Israel 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock

94. 230. 95. 82 I srael 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock
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