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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3537
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 6
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
89. 46. 102. 242 Romani a 147.237.77. 243 nobil e.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

194.177.16.3 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
207. 46. 13. 69 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 64. 50 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 38. 217. 232 147. 237. 8. 45 South Africa eeitanidf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 72.179. 221 147.237.0. 16 ny- kosher -kravi .i df .i | ET SCAN NVAP -sS wi ndow 1024 1
79.177. 185. 103 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.17.218. 231 147. 237.77. 176 Italy nat pash. i df . i | ET SCAN Potential SSH Scan 1
79.17.218. 231 147. 237. 76. 148 Italy gacenter. aka.idf . il ET SCAN Potential SSH Scan 1
79.17.218. 231 147.237.0. 17 Italy mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147. 237.76. 147 Qte Dlvoire chi nuch. aka. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
196. 38. 217. 232 147.237.8. 45 South Africa eeitanidf.il ET SCAN NVAP -f -sS 1
185. 103. 252. 60 147. 237. 76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 72. 179. 221 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
79.177. 159. 221 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.17.218. 231 147. 237. 76. 197 Italy e. hinush. i df .i| ET SCAN Potential SSH Scan 1
79.17.218. 231 147.237.0. 34 Italy tikshuv.idf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 55 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 49
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 18
2.52.17. 240 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 11
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 10
109. 65. 37. 99 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 235 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.52.17. 240 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invalid sequence nunber nonitor |6
46. 19. 85. 235 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
197.134. 127. 64 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.52.17. 240 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
37.26.147.172  |israel 147.237.77. 243 |nobil e.i of .i 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
2.52.17. 240 I srael 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber nonitor |6
S reamng Engi ne: TCP i
209. 126. 230. 71 |United Sates|147. 237. 72. 166 |aka. i of . i | 9 =g TCP segnent out of maxi mmalloved |, 6
Segnent Linit Enforcenent sequence. Packet dropped.
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 5
Sreaning Engine: TQP Invalid i i ssi
212.179.21.194 | srael 147.237.76. 200 |6 tan. aka. i of . | 9 =9 Invalid segnent retransmssion. Packet . 4
Ret r ansni ssi on dr opped.
2.54.23.34 I srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il [drop SAMrul e drop 4
109. 64. 49. 211 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
178.63.105.85  |Ger many 147.237.76. 176 |test. ncore.idf. il [dr op SAMrul e drop 4
46.19. 85. 88 I srael 147.237.77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 139. 238 I srael 147. 237.72. 167 |ishurimaka.idf.il{[Bad TOP sequence SINCAK retransmt wth different moni tor |4
w ndow scal e
212.199. 251. 227 |l srael 147. 237.76. 147 |chinuch. aka. i df . il|Bad TCP sequence Invalid ACK nunber noni t or
2.52.17. 240 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i ssi
173. 36.240. 168 |Wnited Sates [147. 237. 72. 166 |aka i df .i1 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
87.70. 85. 85 I'srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. Packet 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 98 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 66 I'srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. Packet 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.10.59  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
2.54.55. 113 I srael 147.237.72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
87.70.87.113  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
46. 116. 243. 196 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.149.140 |l srael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
176.13.14.212  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Pecket . 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.54.170.199  |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. Packet 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
66.249. 66. 103 |Wited Sates|147. 237. 77. 243 [nobile i df i1 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
40.77.167.23  |wited Sates|147. 237. 77. 243 |nbil e.i of i1 9 =9 Invalid segnent retransmssion. Packet 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.102  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
80. 246. 139. 238 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
Sreanming Engine: TQP Invalid i i ssi
80.178.19.92  [israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. Packet . ., 3
Ret ransmi ssi on dr opped.
46.121.95.91 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |3
80. 246. 139. 238 [l srael 147.237. 77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
178.63.105. 85  [Ger many 147.237.8.46 |e.chinuch.idf.il |drop SAMrul e drop 3
178. 63.105.85  |Ger many 147.237.77. 179 |e. nazi .i df .i | drop SAMrul e drop 2
62.0.34. 177 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
79.180. 137. 186 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
85. 64.247. 71 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 2
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .i| drop SAMrul e drop 2
79.180.137. 186 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence SYNACK retransmt with i fferent monitor |2
w ndow scal e
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|Top Attackers In V\AF|

At acker

Devi ce

wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx

Count ry ‘Target Address |[Site Sgnature Action ‘Count

176.13.7.188 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 61
109. 253. 192. 65 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
46.19. 85. 25 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 19
37.26.149. 226 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 16
2.54.58.194 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
80.178.19.92 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 11
213.8.204.71 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
37.26.149. 202 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
80.179.9.7 I srael 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 6
95.86.113.40 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/mai n/ rabanut/ cont act us. aspx |B ock 3
37.26.149. 244 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.203 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80. 178. 157. 105 [l srael 147.237.77. 216 |dover.i df . i | Ostributed Lhaut horized UR. Access on www idf.il/error. htm B ock 2
46.19.85.143 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
87.70.96.229 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.69.26 |[Israel 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 69. 26 Bl ock 2
80. 184. 44. 156 |Kumai t 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/arr/ B ock 2
37.26.147.135 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 211. 84 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
68. 180. 230. 189 |Lhited Sates |147.237.77. 216 |dover.i df . i | Unhaut hori zed URL Access to wawidf.il/igf B ock 1
66.249.64.13 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
209. 126. 230. 71 |Lhited Sates |147.237.72. 166 (aka. i df . i | Uhaut hori zed URL Access to / B ock 1
157.55.39.46 |Lhited Sates [147.237.72. 166 |aka.idf.i | Uhknown Parameter catid in aka.idf.il/chanatz/klali/default.asp None 1
66.249.69.26 |Israel 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
185.3.144.51 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
74.201. 226. 103 |Lhited Sates |147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
66.249.64.18 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
157.55.39. 189 |lhited Sates |147.237. 77. 216 |dover. i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
199. 16. 156. 126 |Lhited Sates |147. 237. 7. 216 |dover. i df . i | m“itgfo_riilzgi‘ pﬁof‘;;:ffsi L < 2e220x0) 16037, pg Bl ock 1
64.233.172. 238 |Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/nain/ gi yus/ general . aspx B ock
74.201.226. 103 |Wnited Sates |147.237.77. 216 |dover.i df .i | D stributed Unaut horized URL Access on waw i df . il/xnrpc. php B ock

66.249. 64. 131 |Israel 147.237.72.166 |aka. i df . i | ﬂ;u;;;r;zz.i(éslﬁuffr;e;ss p/t d?spl ayal 150l di ', asp Bl ock 1
162. 243.188. 75 |Lhited Sates [147.237.77.74 [law idf.il Uhaut hori zed URL Access to / B ock 1
66.249.69.26 |Israel 147.237.77. 216 [dover . i df . i | Unaut hori zed URL Access to ww i df . il/ 1457395200030 B ock 1
207.46.13.105 |nited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw i df . i1/894-he B ock 1
66.102.8.233 |Lhited Sates |147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
79.181. 142. 131 |I srael 147.237.72. 166 |aka. i df . i | mk\:m” | orateter ¢t L/og:s;;é/o;?dzr;hgn;g?:ﬁgg;aceHol der SbnAtudaRrint e 1
66. 249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
81.218.241.25 |lsrael 147.237.77. 216 |dover.i df .i | Mil tiple Unaut horized UR. Access from 81.218. 241. 25 B ock 1
66.249.69.32 |Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 66. 249. 69. 32 B ock 1
66.102.8.243 |Whited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
207.46.13.126 |Lhited Sates [147.237.77. 176 |mat pash. i df .i| [Wauthorized URL Access to 147.237.77.176/ B ock 1
66. 249. 65. 174 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx B ock 1
185.3.144.51 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 1
84 95.251. 240 |israel 147.237. 72. 166 |aka. i df . i | Unknown Paraneter ct | 00$ct | 00$cphMii n$cphSachar $enpl oynent Status in None 1
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