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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3779




03-15-2016-06:04:05 to 03-15-2016-07:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
37.26.147. 193 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
195. 154. 185. 20 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
46.116. 11. 31 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
66. 249. 69. 79 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
213. 251. 184. 38 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 50 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
173. 214. 169. 188 147.237.77. 179 Lhited Sates e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 147. 237.72. 166 krai ne aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
69. 4. 82. 226 147.237.0.19 Lhited Sates madi matal .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 243 Chi na nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
208. 67. 1. 195 147.237. 8. 24 Lhited Sates elifestyleidf.il ET SCAN Potential SSH Scan 1
173. 214. 169. 188 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
93.189. 26. 18 147. 237.77. 176 Austria nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
69. 4. 82. 226 147. 237. 0. 200 Lhited Sates rdu. i df il ET SCAN Potential SSH Scan 1
69. 4. 82. 226 147.237.0. 16 Lhited Sates ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.72. 156 Chi na anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 29
109. 64.206.78  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SSZ;\II;etransn'nt with different wndow | oitor |24
107. 167. 104. 217|Wnited Sates |147.237. 77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
77.126.166.96 |Israel 147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid finvalid segnent retransnission. Packet drop 6
Ret r ansni ssi on dr opped.
178. 63.105.85  |Ger many 147.237.76. 176 |test.ncore.idf.il |drop SAMrul e drop
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
79.181.39.156 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval i d finvalid segnent retransnissi on. Packet drop 3
Ret r ansni ssi on dr opped.
2.52.160.135  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
37.26.149.226 | srael 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Inval i d finvalid segnent retransnissi on. Packet drop 3
Ret r ansn ssi on dr opped.
93.113.125.12  |Romani a 147.237.77. 233 |atal i df i ge:;rz:lt n?_i f:?' T:n:f (;I;?:Derrent ;Clpo\f;gzzgaer?cuet. ‘;C:;Xi d':‘(’)g“pe 4 |drop 3
74.217.28.153 |lhited Sates |147.237.76.44 |e.refuah.idf.il Geo-1 ocat i on enf or cenent Geo-l ocati on i nbound enf or cenent drop 3
109. 253. 206. 2401 sr ael 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Inval i d finvalid segnent retransmission. Packet |y 3
Ret r ansn ssi on dr opped.
37.26.146.154 |israel 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Inval i d finvalid segnent retransnissi on. Packet drop 3
Ret r ansni ssi on dr opped.
54.193.101. 41 |thited Sates |[147.237.77.212|e dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent drop 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack rej ect 2
93.113.125. 12 Rormani a 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
176. 13.5. 201 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
80.179.9.7 | srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
54.193.24.125 |wnited Sates |[147.237.77.212|e dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent drop 2
93.113.125.12 [Romani a 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 1
176.13.5. 201 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber alert 1
216.218.206. 122|hited Sates [147.237.76.196|e. sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent drop 1
37.26.147.156 |lsrael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
139. 162. 222. 24 |Net her| ands 147.237.76. 176 |test. ncore.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 gz::;”i on 147.237.72. 217 |e.idf il Geo- 1 ocati on enf or cenent Geo-l ocation i nbound enf or cenent drop 1
184.105. 139. 83 |[nited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82.102. 169. 113 |Israel 147.237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
178.63.105.85 |Ger many 147.237.0.19 |nadimatal.idf.il |drop SAMrul e drop 1
137.116.71.170 |[Uhited Sates |147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 1
184. 105. 247. 204|Wnited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
80.179.9.7 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
139. 162. 222. 24 |Net her| ands 147.237.77. 234 |hal ag.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 gs::;”i on 147.237.76.198|e.yohal an.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent drop 1
184. 105. 139. 104|Wited Sates [147.237.0.33 [idf.il drop drop 1
85.65.208.119 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
71.6.167. 142 Lhited Sates [147.237.76.202|e halag.idf.il Geo-1 ocat i on enf or cenent Geo-l ocation i nbound enf or cenent drop 1
213.251. 184. 38 |FRance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
5.102.242.0 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
139. 162. 194. 129|Net her | ands 147.237.76.200eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 248|lnited Sates [147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
80.179.9.7 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber noni tor |1
176. 13. 20. 79 I srael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence Invalid ACK nunber nonitor |1
38.229.1.15 Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 78.109. 209 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁsgf‘smt wehdifferent —fonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
185.27.106.41 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 64
176.13.7.188 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 25
2.54.161. 104 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 19
2.54.3.21 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
80. 86. 94.7 Ger many 147.237.0.34 |tikshuv.idf.il |Miltiple Wauthorized LRL Access from 80.86.94.7 Bl ock 4
2.54.39.51 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 4
2.54.27.12 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 212 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 134. 129]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
93.113.125.12 |Romani a 147.237.77.233|atal .idf.il Abnor nal |y Long Request URL B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on waw i df.il/error.htm Bl ock 1
207.46.13.105 |Lnited Sates 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawnidf.il/error. htm B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
109. 186. 40. 191 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waww navy.idf.il/xnmrpc. php Bl ock 1
202.169. 46.52 |l ndonesi a 147.237.77. 216 |dover.i df . il Mal f or med HITP Header Line 4 B ock 1
41.40.229.104 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
2.50.182.55 ;Ertae[des”ab 147.237.77.216|dover. i df . i | DOstributed PHP At enpt Bl ock 1
149.88.118.75 |israel 147.237.72. 166 |aka. i df . i | m“;kh: A dﬁdl ;\'ﬁ;hn‘;%i 333 gj\tsh;::rl cati onser i ce, asd get aut huser B ock 1
95. 0. 143. 197 Tur key 147.237.77. 176 |nat pash. idf .i| [Dstributed PP Attenpt Bl ock 1
66.249.69.32 [ Israel 147.237. 7. 216 |dover . i df .i|  [sANNOrized L Aoeess 10 ver aspx B ock 1
208.115.113.89 |Lited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/tenpl ates/articlel Bl ock 1
202.169. 46.52 [l ndonesi a 147.237.77. 216 |dover.idf .i | Abnor mal |y Long Header Line request header nane Bl ock

109. 186. 40. 191 |l srael 147.237.77.74 [lawidf.il PHP Att enpt Bl ock

80. 86. 94. 7 Ger many 147.237.0.34 |tikshuv.idf.il m“tt ihlsgéj\?.di cﬁlﬁiﬁfﬁs/ neve! neve. 85 B ock 1
202.169. 46.52 |l ndonesi a 147.237.77. 216 |dover.i df . il Mal formed URL htm B ock
41.40.229.104 |Egypt 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wa i df.il/xmrpc. php B ock
2.50.182.55 ;;i]rtaetdesﬁrab 147.237.77.216|dover. i df . i | D stributed Waut hori zed LRL Access on www i df.il/xnrpc. php Bl ock 1
95. 0. 143. 197 Tur key 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to wwn cogat.idf.il/xnirpc. php Bl ock 1
66. 249. 69. 34 I srael 147.237.77.216|dover.idf .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
202.169. 46.52 [l ndonesi a 147.237.77. 216 |dover.idf .i | Aonornal |y Long Request request version Bl ock 1
109. 186. 40. 191 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php Bl ock 1
91.227.164.5 I 'srael 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm B ock 1
202.169. 46.52 [l ndonesi a 147.237.77. 216 |dover.idf .il Too Many Cookies in a Request - 447 cooki es Bl ock 1
109. 64. 206. 78 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css Bl ock 1
68.180.229.124 |Uited Sates  [147.237.76.42 [refuah.idf.il  [Ja"forized LR focess to aspx B ock 1
202.169.46.52 |l ndonesi a 147.237.77. 216 |dover . i df . i | oo BLe (e Qracer il‘:egﬁzdsetr<,/\l?rl'TleTLE> Bl ock 1
37.26.146.191 |[Israel 147.237.0.19 |nadimatal .idf.i|Utraceabl e SS. Sessions: (pen Mde None 1
91.227.165. 5 I srael 147.237.77. 216 |dover.idf .i | Ostributed Wnaut horized URL Access on waw idf.il/error.htm Bl ock 1
202.169. 46.52 |l ndonesi a 147.237.77.216|dover . i df .i | Unknown HTTP Request Method <! DOCTYPE in URL htmi Bl ock 1
64.108.192.96 |Wited Sates 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
2. 54. 20. 239 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 1
186. 64. 155. 245 |Qosta Rca 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 186. 40. 191 |l srael 147.237.76.86 |navy.idf.il Dstributed PHP At enpt Bl ock 1
68. 180.230. 189 [Lhited Sates 147.237.77. 216 |dover.idf . il Paraneter Type Miol ati on PageNumin wa i df.il/1398-en/dover.aspx  |B ock 1
202.169.46.52 |l ndonesi a 147.237.77. 216 |dover . i df . i | ST ;{e/rfm mﬁ';{;’h’tvﬂ 1D Bl ock 1
38.111.147.88 |lhited Sates 147.237.77. 216 [dover . i df . i | Uhaut hori zed URL Access to waw i df.il/894-he B ock
146.94.254.34 |Uited Sates 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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