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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3822
184. 105. 139. 108 Lhited Sates 147.237.77.61 e.cogat.idf.il Block Np Al _Net dr op 1
89. 46. 102. 242 Romani a 147.237.77. 226 W chanat z. aka. i df . i | Block Np All Net drop 1
210. 193. 45. 161 S ngapor e 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
159. 122. 253. 94 Net her | ands 147.237.76. 177 ncore.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

|Site

Devi ce Action |Count

203. 45. 154. 34 Australia 147.237.77.216 |dover.idf.il 22280: HITP. Joonha Qhject Injection Wl nerability B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
46.118. 153. 119 kr ai ne 147. 237.76. 42 refuah.idf.il C1000016: HTTP. adnministrator in UR B ock 1
183. 60. 244. 30 Chi na 147. 237.76. 86 navy.idf.il CL000003: HTTP. phpM/Adnmin access B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
199. 30. 25. 23 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 64. 50 147.237.72. 166 |nited Sates |aka.idf.il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
210.193. 45. 161 |147.237.77. 216 |9 ngapor e dover.idf.il GPL SCAN nmap TCP 2
183. 60.244.30 |147.237.76.86 |China navy.idf.il SERVER- WEBAPP admi n. php access 1
183. 60.244.30 |147.237.76.86 [China navy. i df.il GPL WEB_SERVER WEB- M SC JBoss web- consol e access 1
74.208.238.221 |147.237.77.121|Whited Sates [e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.77.121|China e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
42.112.95.125 |147.237.72. 167 |M et nam ishurimaka.idf.i|ET SCAN NMAP -sS wi ndow 4096 1
198. 20. 69. 74 147.237.76.202|lnited Sates |e.halag.idf.il |ET DROP Dshiel d B ock Listed Source 1
196.47.173.21 |147.237.77.205|(te Dlvoire |prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
193. 105. 134. 220(147. 237. 72. 156 |Sweden aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 244.30 |147.237.76.86 |China navy.idf.il SERVER APACHE Apache Tontat Vb Applicati on Manager access 1
104.232.98.38 |147.237.76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 64. 253  [147.237.72.166 |Uited Sates |akaidf.il SERVER: APACHE Apache mod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
45.63.0.76 147.237.0.19 nadi matal .idf.il|ET SCAN NMAP -sS wi ndow 1024 1
212.224.109. 175|147. 237. 77. 19 |Ger many lawforumidf.il |ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76.197 |hited Sates |e.hinush.idf.il |ET DROP Dshiel d B ock Listed Source 1
196. 47.173.21 |147.237.77.205|Gte Divoire |prishaidf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 24
Streaning Engine: TCP Invalid segnent retransnission
133. 130. 63. 178 |Japan 147. 237. 76. 200 |ei tan. aka. i df .i | . . : dro 22
Inval id Retransm ssion Packet dropped. P
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 12
. . SYNretransmt wth different .
109. 65. 66. 98 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 12
167.114. 156. 16 [Canada 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect
188. 120. 154. 240! srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
Russi an ) o Sreaning Engi ne: TCP Inval i d segnent retransnission.
130. 193. 37. 16 ) 147.237.0.34 |tikshuv.idf.il . . dro 3
Federation Inval i d Retransm ssi on Packet dr opped. P
Sreamng Engi ne: TCP ' i ssi
79.178.176.52  |israel 147. 237.72. 166 |aka i of . i mng engine. Inval i d segrent retransmssi on. dr op 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i
209.126.230. 71 |Wited Sates |147.237.76. 147 |chi nuch. aka.i df .1 9 =g TCP segrent out of maxi mum drop 3
Segnent Linit Enforcenent |[allowed sequence. Packet dropped.
89. 139. 158. 213 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
204.187.70. 2 Canada 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
37.26.146.191 | srael 147.237.0.19  |nadimatal .idf.il Bad TCP sequence SAXK retransmt with different oo vor |2
w ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
212.76.127. 111 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 2
209.126.230. 71 |lhited Sates [147.237.77.212|e. dover.idf.il Geo- 1 ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
74.208.155.105 |Lhited Sates |147.237.77.212|e dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent |drop 1
198. 20. 69. 74 Lhited Sates [147.237.77.233atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
183.60.244.30 |China 147.237.76.86 |navy.idf.il Bad TCP sequence SINAK retransmt with different oo vor |1
w ndow scal e
147. 4. 36. 65 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
100. 35.190. 241 |Lhited Sates |147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209.126.230.71 |Wited Sates |147.237.76. 147 |chinuch. aka.idf.il Bad TCP sequence Invalid ACK nunber alert 1
46.116.182. 180 |[lIsrael 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 123|wnited Sates |147.237.77. 226 "‘f"l"“ chanatz. aka. Tdf |t t ack SYN -> SYN-ACK -> RST reject |1
209.126.230.71 |Lhited Sates |147.237.77.227|e hanaz.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf orcenent |drop 1
203.117.64.65 |9 ngapore 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 114|lhited States [147.237.0.35 |akaws.idf.il drop drop 1
159. 226. 95.66  |Chi na 147.237.77. 205 |prisha idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.88 |lnited Sates |147.237.76.202|e. halag.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on inbound enf orcenent |dr op 1
104. 200. 29. 248 |Uhited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209.126.230. 71 |Lhited States [147.237.76. 147 |chi nuch. aka. i df .il Bad TCP sequence Invalid AGK nunber noni tor |1
74.82.47.10 Lhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on inbound enf orcenent |dr op 1
184.105. 247. 227|Uhited Sates |147.237.8.24 |e.lifestyle.idf.il Geo- | ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
178. 63.105.85  |Ger many 147.237.77. 243 |nobi l e.i df .i | drop SAMrul e drop 1
133.130. 63. 178 |Japan 147.237.76. 200 |ei tan. aka.i df .i| Drectory Traversal directory traversal overflow monitor |1
210. 193. 45. 161 |9 ngapor e 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 1
85. 90. 244. 226 z‘;;gom 147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203.126.51. 113 |9 ngapore 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
8.37.227. 68 g”;(’;ymus 147. 237.77. 216 |dover. i of .1 | Bl ock HTTP Non Conpliant [Response out of state moni tor |1
184. 105. 139. 115|lLhited Sates [147.237.76.197 |e. hinush.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enforcenent |drop 1
216.218.206. 92 |lhited Sates [147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
74.82.47.16 Lhited Sates [147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf orcenent  |drop 1
184. 105. 247. 243|Uhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on inbound enf orcenent |drop 1
183. 60. 244.30 |Cni na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
139. 162. 222. 24 |Net her| ands 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
210. 193. 45. 161 |9 ngapor e 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 90. 244. 226 LKJ?'r:gegom 147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 115|lhited Sates [147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enforcenent |drop
123. 59. 59. 68 Chi na 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop
209.126.230. 71 |lhited Sates |147.237.77.178|e. natpash.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop
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|Top Attackers In V\AF|

A t acker

Devi ce

Count ry ‘Target Addr ess Sgnature Action ‘Count
183. 60. 244.30 |Chi na 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 183. 60. 244. 30 Bl ock 110
185. 27.106. 41 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 28
183. 60. 244. 30 |tnina 147.237.76.86 |navy.idf.il Ml tiple Admin B ocking from 183. 60. 244. 30 B ock 17
183. 60. 244.30 |China 147.237.76.86 |navy.idf.il Dstributed PHP At enpt B ock 15
37.26.146. 191 |[lsrael 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code B ock 10
) . . Uhaut hori zed URL Access to
50.18.86.240 |lhited Sates  [147.237.77.74 |lawidf.il v | aw. i df i 1/ 163- 6958- en/ pat zar . aspx&anp B ock 2
. . Uhaut hori zed URL Access to
66.249.64.23 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai / gi yus/ gi yus/ gener al . aspx Bl ock 1
197. 38. 175. 202 |Egypt 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/xmrpc. php B ock 1
5.22.131.82 |l srael 147.237.76.42 |refuah.idf.il Distributed hauthorized LR Access on B ock 1
v refua. atal . idf.il/xnhrpc. php
183.12.97. 154 |China 147.237.77. 216 |dover.idf .i | Il1egal LR Path Encoding vwwidf.il/english%2 B ock 1
. . S Wnhtraceabl e Gonnection - Protocol violation
66. 249. 64. 253 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
46.118. 153. 119 |Wkrai ne 147.237.76.42 |refuah.idf.il Mil tipl e Unauthori zed URL Access from 46, 118. 153. 119 B ock 1
209. 126. 230. 71 [Wited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to / B ock 1
183. 60. 244.30 |Chi na 147.237.76.86 |navy.idf.il Uhaut hori zed UR. Access to wun navy.idf.il/issnall Bl ock 1
. . . |URL is Above Root Directory
133.130.63. 178 |J 147.237.76. 200 [ei tan. aka. i df . i wan ei tan. aka. i df.il/../shared/ usercontrol s/ navbar/ 1118- he/ ei t an. aspx Bl ock !
66. 249 64. 50 st ael 147. 237.72. 166 |aka. i df . i | lghaut horized URL Access to waw aka.idf.il/sip_storage/files/ 2/ nopw B ock 1
197. 38. 175. 202 |Egypt 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
183. 60.244.30 [Chi na 147.237.76.86 [navy.idf.il Adnin Bl ocki ng Bl ock 1
68. 180. 230. 189 |Lhited Sates 147.237.77.216|dover. i df .i | Unhaut hori zed LRL Access to waw idf.il/en B ock 1
46.118. 153. 119 |Wkrai ne 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/wp-ogin. php B ock 1
5.22.131. 82 I srael 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock 1
. . . Unhaut hori zed URL Access to
133. 130. 63. 178 |Japan 147.237.76. 200 |ei tan. aka. idf . i1 | 0 T i1/ 1105 en cont act us. aspx B ock 1
66.249.64.50 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in v aka.idf.il/nain/giyus/ general . aspx None
197. 38. 175. 202 |Egypt 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php B ock 1
37.26.146.191 |Israel 147.237.0.19 |nadimatal .idf.il|Untraceabl e SSL Sessions: Cpen Mde None
82.199. 97. 68 23;;”' o 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 82.199. 97. 68 B ock 1
5.22.131.82 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wwy nakhal .idf.il/xmrpc. php Bl ock 1
187. 208. 61. 189 |Mexi co 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
157.55.39. 166 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66. 249. 64. 131 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
197. 38. 175. 202 |Egypt 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
40.77.167.79 |lnited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general.aspx  |B ock 1
82.199. 97. 68 RF;Z:::I”I o 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/info.asp B ock 1
66.249.64.13 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
197. 38. 175. 202 |Egypt 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
5.22.131.82 I srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
179. 234. 122. 79 |Brazi 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Cpen Mde None 1
. . DO stributed Whaut hori zed URL Access on
66. 249. 64. 137 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
197. 38. 175. 202 |Egypt 147.237.77. 74 |lawidf.il Lhaut hori zed URL Access to w | aw i df.il/xnmrpc. php B ock
46.118. 153. 119 |krai ne 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock
109. 65. 66. 98 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
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