03-15-2016-04:04:09 to 03-15-2016-05:04:09

1"PT SwNn Q.
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Target s |
2, 4004
1. 8009 M dover.idf.il
| M aka.idf.il
1, 200" M tikshuv.idf.il
i Matal.idf.il
Nur(;ber 6004 M kosher-kravi . i df . i
At acks M nadi matal .idf.il
e tikshuv.idf.il
M nobi le.idf.il
navy.idf.il
M natpash. i df il

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
8.37.231.171

I 209. 126. 230. 71
209. 173. 241. 141

N”Z,ber W 212. 143. 142. 56
At acks Il 180. 210. 204. 141

[ 45.63.0.76
M 79. 180. 185. 117

ay o A LS

R o 172. 56. 35. 18
AR PN S -
K ML S A A,
Yoo Yoo Y Voo
q/,\y L I S S
Vv 2

Top Attackers



03-15-2016-04:04:09 to 03-15-2016-05:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3430
8.37.231.171 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |JLMPurple Gon_Limt Htp drop 3
8.37.231.171 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
209.173.241.141 |Uhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 69. 79 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
156. 204. 73. 173 147.237.77.216 |dover.idf.il 2023: HITP. Qoss Ste Scripting in GET Request B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
157. 55. 39. 122 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
207. 46. 13. 69 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

209. 173. 241. 141 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 6
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
208. 109. 53. 250 147. 237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Dshield B ock Listed Source 1
193. 105. 134. 220 147.237.8. 14 Sweden e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 147. 237. 76. 200 krai ne eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 109. 53. 250 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
208. 109. 53. 250 147.237.0. 16 Lhited Sates ny- kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
185. 103. 252. 60 147. 237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184. 198. 210 147.237.77.19 Russi an Federation lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1




03-15-2016-04:04:09 to 03-15-2016-05:04:09

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address [Ste Signature Acti on
8.37.231. 171 g”&;ymus 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SN drop 29
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engi ne: TCP i i ssi
79.180. 185. 117 |Israel 147.237.72. 166 |aka.i df . i mng Engine: 7 Invalid segent retransmssion. drop 6
Inval i d Retransnission Packet dr opped.
172.56. 35. 18 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reamng Engi ne: TCP i i ssi
79.183.207.6  |Israel 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. g 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i SSi
66.249.66.105 |Wnited Sates  |147.237.77. 243 |nobile.idf. il mng tngine. 1 nvalid segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
S reamng Engine: TCP i
209.126.230. 71 |United Sates  |147.237.0.19 |nadi matal .idf.il g =g TCP segment out of maximm g, 3
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
Sreamng Engi ne: TCP i
209.126.230. 71 [Wiited Sates  [147.237.0.15 |kosher-kravi.idf.il 9 =g TCP segment out of maximm |, 3
Segnent Linmit Enforcenent [allowed sequence. Packet dropped.
S reamng Engine: TCP i i ssi
123.125.71.76 |china 147.237.0.34  |tikshwv.idf.il mng Engine: 1 Invalid segnent retransmssion. g 2
Inval i d Retransm ssion Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
207.46.13.105 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
62.210. 136. 206 |France 147.237.8.50 |e.tikshuv.idf.il Geo-1 ocati on enforcement |Geo-location inbound enforcenent |drop
o Vb Server Enforcenent )
45.63.0.76 147.237.0.15 |kosher-kravi.idf.il . Masscan Port Scanner rej ect 1
Mol ation
Iran, Islamc . . . )
158. 58. 188. 211 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
216.218.206. 96 |Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131. 253. 26. 248 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
209. 126.230. 71 |Lhited Sates 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
185. 89. 217. 226 147.237.76.86 |navy.idf.il Drectory Traversal directory traversal overflow monitor |1
45.63.0.76 147.237.77. 179 |e. nazi .i of .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 114|Uhited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-1 ocati on enforcement |Geo-location inbound enforcenent |drop 1
2.53.6.82 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 221|hited Sates 147.237.0.16 |ny-kosher-kravi.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 230. 71 |lhited Sates 147.237.8.24 |e.lifestyle.idf.il Ceo-| ocati on enforcenment |Geo-location inbound enforcenent |drop 1
123.125.71.76  |China 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
207.46.13.152 |[whited Sates 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
65. 55. 218. 61 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 228|lLhited Sates 147.237. 76. 199 |e. nakchal .idf.il Ceo-| ocati on enforcenent |Geo-location inbound enforcenent |drop 1
45.63.0.76 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
159. 226.95.66  |Chi na 147.237.0.17 ;“I”I” kosher-kravi . 1d e\ At t ack SYN -> SYN-ACK -> RST rject |1
216.218. 206. 110|hited Sates 147.237.77. 243 |nobi l e. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
139. 162. 146. 165|Net her | ands 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
209. 126.230. 71 |Lhited Sates 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
195. 62. 53. 168 R‘SIS::I”im 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST reject |1
46.120.97.101 [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 1
184. 105. 139. 116|Lhited Sates 147.237.76. 198 |e.yohal an.idf . il Ceo-| ocati on enforcenent |Geo-location inbound enforcenent |drop 1
2.54.162. 127 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 222|United Sates 147.237.8.50 |e.tikshuv.idf.il Geo-1 ocati on enforcement |Geo-location inbound enforcenent |drop 1
209. 126. 230. 71 |lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Ceo-| ocati on enforcenent |Geo-location inbound enforcenent |drop 1
123.125.71.76 |China 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid AGK nunber monitor |1
209. 126.230. 71 |Lhited Sates 147.237.0.15  |kosher-kravi.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
184. 105. 247. 235|lLhited Sates 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
45.63.0.76 147.237.0.35 |akavs.idf.il drop drop 1
216.218. 206. 118|tited Sates  |147.237.0.17 ;"I”Iy kosher-kravi . 1d e At t ack SYN -> SYN-ACK -> RST reject |1
141.212.122. 211 |Uhited Sates 147. 237. 76. 199 |e. nakchal .i df .i | Geo-1 ocation enforcement |Geo-location inbound enforcenent |drop 1
85.90.244.226 |United Kingdom |147.237.0.33 |[idf.il drop drop 1
197.52.172.34 |RHgypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
46.120.97.101 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber monitor |1
184.105. 247. 204|Wited Sates  [147.237.0.17 |MM-Kosher-kravi.id gy art ack SYN -> SYN-ACK -> RST reject |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80.86.94.7 Ger many 147.237.0.34 |tikshuv.idf.il Mil ti pl e Uhaut hori zed URL Access from 80.86.94.7 B ock 5
180. 210. 204. 1419 ngapor e 147.237.72. 166 |aka. i df . i | Mil tiple Unhauthorized URL Access from 180. 210. 204. 141 B ock
50.18.86.240  [United Sates [147.237.77.74 [lawidf.il chauthor] 2ed LR focess 1o oat zat . aSpXEATD Bl ock 2
207.46.13.105 |lhited Sates [147.237.77.216|dover.idf.il Ostributed Lhauthori zed URL Access on v idf.il/error. htm Bl ock 2
183. 5. 116. 72 Chi na 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 2
197.52.172. 34  |Egypt 147.237.77. 216 |dover . i df . i | Ostributed PHP A tenpt B ock 1
185. 89. 216. 229 147.237.77. 216 |dover. i df .i | Ostributed Lhauthori zed URL Access on v idf.il/error. htm Bl ock 1
173.247.228.10 |UWited Sates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
68.180.229. 124 [United Sates [147.237.76.42 |refuah.idf.il D o Son st o ¢ ot uath aspx Bl ock 1
207.46.13.160 |[Lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unhaut hori zed URL Access from 207. 46. 13. 160 B ock 1
197.38.175. 202 |Egypt 147.237.76. 42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
183.5.116. 72 Chi na 147.237.77.216 |dover. i df . i | Mil tipl e Unhaut horized URL Access from 183.5. 116. 72 B ock 1
66. 249. 64. 37 I srael 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
197.52.172.34 |Egypt 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df.il/xnmrpc. php B ock 1
185. 89. 216. 230 147.237.77.216 |dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 1
173.247.228.10 |wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
209.126.230. 71 |[Wnited Sates |147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to / B ock 1
68. 180. 230. 189 |Wnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 1
197. 38. 175. 202 |Egypt 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwy refua atal.idf.il/xnrpc. php B ock 1
183.5.116. 72 Chi na 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
80. 86. 94. 7 Ger many 147.237.0.34 |tikshuv.idf.il tu;' fﬁﬁ&or. 'f?l /Lg]‘arifdjizzrtcgmol of header Upper Bl ock 1
66. 249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
198. 20. 69. 74 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
185. 89. 216. 232 147.237.77.216|dover. i df .i | Ostributed Lhaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
209.126.230. 71 |lLnited Sates [147.237.0.19 |nadimatal.idf.il Lhaut hori zed URL Access to / B ock 1
68. 180. 230. 189 [United Sates |147.237.77. 216 |dover. i df i b stri but e :"n;}“;thé’sr/iszhﬁ oS O er pper Bl ock 1
197. 38. 175. 202 |Egypt 147. 237. 76. 147 |chi nuch. aka. i df . i | PHP Attenpt B ock

185. 89. 216. 225 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
94.23.219.182 |France 147. 237.77. 216 |dover . i df . i | \?w;\lt: ;]P.uitle/dt ;::}“;theosr/iszhz: eﬁséfziifrgrsl headier upper Bl ock 1
66. 249. 69. 32 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
207.46.13.32  |uited Sates [147.237.0.15 |kosher-kravi.idf.il [ 7o orized L m‘;‘jfpfattgsl cont a6t s/ Gont acL U 45D Bl ock 1
185. 89. 216. 239 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 1
180. 210. 204. 141 |9 ngapor e 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ Bl ock 1
216.218.206.66 |Lhited Sates |147.237.0.17 ][nlnly kosher -kravi..id Unhaut hori zed URL Access to 147.237.0.17/ B ock 1
68.180. 230. 189 |Wnited Sates |[147.237.77.216 |dover.idf.il \Tﬁrwa?ﬁtferl Jylr%s\fﬁé/aéé\?; _ngz)':“mi : B ock 1
197.38.175. 202 |Egypt 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to www chi nuch. aka. i df.il/xmrpc. php |B ock 1
185. 89. 216. 228 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 1
156. 204. 73. 173 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/english/' Bl ock 1
68.180. 228. 167 [United Sates |147.237. 7. 176 |nat pash. i df . i | mar:;;:t pe M /Oig;;_o;ei‘gggfﬂsgx Bl ock 1
185. 89, 217. 226 147.237.76.86 |navy.idf.il VL:?;N szgb?\; _Fmt_ _?irrf:;ggshar od hore. prg Bl ock 1
216.218.206.66 |lLhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
80. 82. 65. 82 Netherlands  |147.237.77.216 |dover. i df .i thaut hor| zed URL Access to Bl ock 1

wan i df . i |/ shar ed/ user cont r ol s/ header upper /
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