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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3269
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
41.185. 31. 40 South Africa 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
151. 80. 31. 152 Italy 147.237.76. 42 refuah.idf.il C1000146: HTTP.  AnrefBot craw er B ock 3
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 154 Italy 147.237.72.166 |aka.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
151. 80. 31. 154 Italy 147. 237.76. 42 refuah.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 69. 79 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
151. 80. 31. 151 Italy 147. 237.76. 42 refuah.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

190. 153. 213. 91 147.237.77. 74 Gile lawidf.il Tehila - Perl LWP with fake user agent 47
41.185.31. 40 147.237.77. 74 South Africa lawidf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
45.63.0.76 147. 237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184.198. 210 147.237. 76. 148 Russi an Federation gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.0. 19 Sweden nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 82. 22 147.237.0. 33 Net her | ands idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102. 48. 194 147.237.77.226  |Netherl ands wa chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
89. 216. 119. 94 147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
89. 216. 119. 94 147.237.77. 121 e.navy.idf.il ET SCAN NVAP -f -sS 1
89. 163. 145. 38 147. 237. 76. 199 Ger many e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 162. 248. 93 147. 237.77.178 Canada e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 11 147.237.0. 34 krai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 194 147.237.77. 243 Net her | ands mobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.95. 73 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
89. 216. 119. 94 147.237.77.121 e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 163. 145. 38 147.237. 76. 199 Ger nany e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Acti on
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
Sreanming Engine: TCP Invalid i i ssi
185.32.179. 172 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval id segnent retransmssion. g 18
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreanming Engine: TCP Invalid i i ssi
2.52.160.176  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
70.210.54.181 |lLhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
72.219.231.127 |Uited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i sSi
66.249.65. 133 |lited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 64.19. 235  |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212. 199. 250. 239 srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
2.54.50.73 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
5.102.242.20  |israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.182. 197. 247 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreaning Engine: TCP Invalid i i SSi
68.180.230. 43 |lnited Sates |147.237.76.200 |eitan aka.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
219.92.106. 130 |Ml aysia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
104. 236. 225. 168 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
131.253.26.225 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 64. 96. 254 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
190. 148.78.29 |Quatenal a 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
61.135.189. 106 |Chi na 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
159. 226. 95.66  |Chi na 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
139. 162. 146. 165|Net her | ands 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent Geo-1ocation i nbound enf orcerment |drop 1
184. 105. 247. 204|lhited Sates |147.237.0.33 |idf.il drop drop 1
38.229.1.15 Uhited Sates |147.237.8.28 |e.mobile-ks.idf.il |Geo-| ocati on enfor cenent Geo-| ocati on i nbound enf or cenent [drop 1
141. 212. 122. 214|United Sates |147.237.76.42 |[refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131.253.26.252 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 90. 244. 226 LK!i“r:ge(cijom 147.237.76.44 |e.refuah.idf.il  |Geo-1ocation enf or cenent Geo- 1 ocation i nbound enf or cenent |dr op 1
190.148.78.29 |Quatemala  |147.237.77.234|hal ag.idf il Bad TCP sequence SINAK retransmt with different |opvor  f1
w ndow scal e
62.194.127.23 |Netherlands |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 1
139. 162. 146. 165|Net her | ands 147.237.76.198|e.yonalan.idf.il [Geo-1ocation enf or cement Geo-1ocation i nbound enf orcerent |drop 1
120. 132.68.87 |Chi na 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo- |l ocation i nbound enf or cenent |drop 1
216.218.206.94 |lLhited Sates [147.237.77.121|e.navy.idf.il Geo-1 ocat i on enf or cement Geo-| ocati on i nbound enf or cenent [drop 1
184. 105. 247. 251 |lhited Sates |147.237.0.33 |idf.il drop drop 1
45.63.0.76 147. 237.77. 227 |e. hamaz. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 215|Wnited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
131. 253.36.202 |Uhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
85. 90. 245. 74 E?';gegom 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
197.52.172.34  |Egypt 147.237. 77. 176 |nat pash. i df . i | drop First packet isn't SYN drop 1
139. 162.222. 24 |Netherlands  |147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.38 |China 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 106|lhited Sates |147.237.0.15 |kosher-kravi.idf.i||SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.52 Lhited Sates |[147.237.76.199|e.nakchal .idf.il |Geo-| ocati on enfor cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
185.3.147.192 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 1
45.63.0. 76 147.237.77.233 |atal .idf.il drop First packet isn't SYN drop 1
139. 162. 143. 192|Netherl ands ~ |147.237.0.35 |akavs.idf.il drop drop 1
85. 90. 245. 74 z‘;;gom 147.237.77. 227 |e. hanaz.i df .i | CGeo-| ocati on enf or cenent Geo- 1 ocat i on i nbound enf orcenent |drop 1
197.231.221. 211 |Liberia 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105.139.98 |Lhited Sates [147.237.72.217|e.idf.il Geo-| ocati on enf or cenment Geo- 1 ocati on i nbound enf or cenent |drop 1
141.212. 122. 211|Wited Sates |147.237.72.167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address Sgnature Acti on ‘Count
190. 153.213.91 |[Qiile 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 48
190. 153.213. 91 |Giile 147.237.77. 74 |lawidf.il Mil tipl e Uhauthorized URL Access from 190. 153, 213. 91 Bl ock 46
190. 153.213.91 |Chile 147.237.77.74 [lawidf.il Ml tipl e Admin Bl ocking from 190. 153. 213. 91 Bl ock 23
5.107.9. 189 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.i df . il Uhaut hori zed LR. Access to wawidf.il/arr/ B ock 3
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m“éggl'_zizc:_ iLﬁ_sf;f;Sosr;gZ/ {11 65/ 0 s 7622040/ 3410, | pg, 1 Bock |3
129.184.84.40 |Fance 147.237.77.216|dover. i df .i | Paraneter Type M ol ati on PageNumin v i df.il/1283-en/ dover. aspx B ock
157.55.39.193 |lhited Sates [147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm Bl ock
Unaut hori zed URL Access to
190. 153.213.91 |[Qiile 147.237.77.74 |lawidf.il vy | aw i df . i |/ admini strat or/ conponent s/ com ci vi cr ni ¢i vi cr ni packages |Bl ock 2
/ openf | ashchart/ php- of c- | i brary/ of c_upl oad i nage. php
173.254.236.52 [lhited Sates [147.237.76.86 [navy.idf.il PHP At tenpt B ock
109. 64. 80. 202 |l srael 147.237.77.234|hal ag. i df . i | Dstributed PHP Attenpt Bl ock
213.57.224.195 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xnrpc. php Bl ock 1
66.249. 64.143 I srael 147.237. 72. 166 |aka. i df . i | o haut hor ;e;u;%eﬁngffa‘;gx Bock |1
157.55.39. 117 |lhited Sates [147.237.72.166|aka.idf .il Uhknown Paraneter KEY in www aka. idf.il/ishurinicityofficers/ None 1
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt Bl ock
197. 231. 221. 211 |Li beri a 147. 237.77. 216 |dover . i df . i | bR 1 fove Foor Treatory ot/ cuery/j query-1. 4. 2.rim. s Hock |1
173.254.236.52 [lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to ww navy. i df.il/wp-1ogin. php Bl ock 1
109. 64. 80. 202 |l srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to ww | ogistics.atal.idf.il/xnrpc. php Bl ock 1
68.180. 229. 124 |[lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to nakhal .idf.il/xnrpc. php Bl ock 1
199. 30. 24. 202 |uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
37.26.148.155 |[lIsrael 147.237.77.216|dover . i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
184. 105. 247. 195|Lhited Sates |147.237.76. 39 :’Tﬂ)bl le. neitav. i of. | Uhaut hori zed URL Access to 147.237.76. 39/ B ock 1
Unknown Par anet er
85. 250. 68. 86 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenM acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
173.247.228.10 |wnited Sates |147.237.77.176 |nmat pash. i df.il Dstributed PHP Attenpt Bl ock 1
109. 64. 80. 202 | srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 1
207.46.13.160 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwidf.il/atal 1/izkor/print_bottomasp |B ock 1
52.87.206.37 |Uited Sates [147.237.77.216|dover.idf.il Distributed PHP A tenpt H ock 1
190. 153.213.91 |Ghile 147.237.77.74 [lawidf.il Adnin Bl ocki ng Bl ock 1
129.184.84.40 |France 147.237.77. 216 |dover . i df . i | m”f gf().rillz/inﬁti/cgﬁzr ;g/ user cont rol s/ header upper / B ock 1
87.71.9.228 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 1
197.52.172.34  |Egypt 147.237.77. 176 |mat pash. i df . i | Ostributed PHP At tenpt Bl ock 1
173.247.228.10 |[wnited Sates |147.237.77.176 |mat pash. i df.il Uhaut hori zed URL Access to www cogat . idf.il/wp-1ogin. php Bl ock 1
109. 64. 80. 202 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/xmrpc. php Bl ock 1
213.57.224.195 |[Israel 147.237.77. 170 [maar achot . i df . i | Ostributed PHP At tenpt Bl ock 1
52.87. 206. 37 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php Bl ock 1
157.55. 12. 81 Lhited Sates [147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm Bl ock 1
87.71.9.228 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/xnrpc. php Bl ock 1
197.52.172.34 |Egypt 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to v cogat . idf.il/xmrpc. php Bl ock 1
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