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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3765
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 4
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 4
62.210. 107. 201 France 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
151. 80. 31. 151 Italy 147.237.76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 2
207. 46. 13. 69 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.0l in the LR B ock 1
151. 80. 31. 150 Italy 147.237.72.166 |aka.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 152 Italy 147.237.76. 86 navy.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
151. 80. 31. 154 Italy 147.237.76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.75.223 |147.237.77.170|W0ited Sates |maarachot.idf.il |ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.0.15 [China kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
218. 246.0. 97 147.237.8.50 |China e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
177. 155. 216. 123|147.237.0.35 |Bazil akaws. i df .i | ET SCAN NVAP -sS w ndow 3072 1
104.232.98.38 |147.237. 76. 147 chinuch.aka.idf.il |[ET SCAN NVAP -f -sS 1
66.249. 64. 253  [147.237.72.166 |Uiited Sates [aka.idf.il SERVER: APACFE Apache nod_ss| non-SSL. connection to SS. port 1
deni al of service attenpt
59. 45. 79. 117 147. 237.77. 170 |Chi na naarachot.idf.il |ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.8.45 |China eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
192.207.61.65 [147.237.0.19 nadi matal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
104.232.98.38 |147.237. 76. 147 chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
66. 44. 4. 165 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 76
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 13
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Sreaning Engine: TQP Invalid i i ssi
5.22.135.205  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
77.125.124.214 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
149.78.241.78  |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.21.190 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 223. 2261 sr ael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179.97.7 I'srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.161.29.107 |France 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
79.180.28.173 |[Israel 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 2
Sreaming Engine: TCP Invalid i i ssi
69. 161. 66.222 |United Sates |147.237.72. 167 |i shuri maka. i df . il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansmi ssi on Packet dr opped.
109. 64.230.35 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
69.161.66.222 |lLited Sates |147.237.72.167|ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack rej ect
Sreaning Engine: TCP Invalid i i ssi
66.249.64.190 |lnited Sates  |147. 237.72. 166 |aka i of il g =g Imvalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
37.187.165.74 |Fance 147.237. 76. 148 |gocent er . aka. i of . i |dr op drop
175.138.51. 109 |Mil aysi a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
141.212.122. 218|Wnited Sates  |147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cerent Geo-| ocati on i nbound drop 1
enf or cenent
2.54.14. 249 | srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
198. 20. 69. 74 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95.66  |Chi na 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
61.135. 189. 106 |Chi na 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 219|Wnited Sates |147.237.8.14 |e.orchot.idf.il  |Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 1
enf or cenent
209.126.230.71 |thited Sates [147.237.8.14 |e.orchot.icf.il  |Geo-1ocati on enf or cement Sf]?;'rggi'nfn I nbound drop 1
65. 55. 218. 42 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 222|Wnited Sates  |147.237.77.178 e natpash.icf.il |Geo-1ocation enf or cenent i?;;lrggilmon I nbound drop 1
37. 46. 39. 180 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
209.126.230. 71 |Wnited Sates |147.237.8.50 |e.tikshwv.idf.il |Geo-location enfor cenent Geo-| ocati on i nbound drop 1
enf or cenent
131.253.24. 150 |[thited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
180. 76. 15. 26 Chi na 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 223|Wnited Sates  |147.237.77.178 e natpash.icf.il |Geo-1ocation enf or cenent i?;;lrggilmon I nbound drop 1
209.126.230.71 |Lnited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
131.253.26.254 |Wited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
Russi an S . Geo- | ocati on i nbound
195. 62. 53. 168 eration 147.237.77. 212 |e. dover. i df . i | Geo- 1 ocati on enf or cenent enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
41. 45, 151. 97 Egypt 147.237.77.233|atal .idf.il PHP Att enpt B ock 3
41. 45, 151. 97 Egypt 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to waw atal .idf.il/xnrpc. php B ock 3
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i | Distributed Whaut hori zed URL Access on v idf.il/error. htm B ock 2
66.102. 8. 233 Lhited Sates 147.237.77.216|dover. i df . i | Distributed Whaut hori zed URL Access on wawn idf.il/error. htm B ock 2
125. 26. 230. 219 [Thai | and 147.237.77. 216 |dover . i df . i | PHP Att enpt B ock 1
66. 102. 7. 226 Lhited Sates 147.237.77.216|dover . i df . i | Distributed Whaut hori zed URL Access on v idf.il/error. htm B ock 1
185. 89. 217. 230 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
. . Paraneter Type Molation f in
79.136.72.205 |Sweden 147.237.77.216|dover.idf . il v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
207.46.13.105 |[hited Sates 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 207. 46. 13. 105 B ock
125. 26. 230. 219 |Thai | and 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to www i df.il/xmrpc. php B ock
. . Uhaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 |dover. i df .il 147. 237. 77. 216/ 1602- 15011- he/ dover . aspx Bl ock 1
66. 102. 7. 233 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed URL Access on v idf.il/error. htm B ock 1
190. 213. 150. 143 iﬂé‘;gid and 147.237.77.74 |lawidf.il Distributed PP A tenpt B ock 1
. . Paraneter Type Molation | in
79.136.72.205 |Sweden 147.237.77.216|dover.idf . il v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 64. 253 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
- kosher - kravi . i df .
207.46.13.171 |lhited Sates 147.237.0. 16 In?/ Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
131. 253.24.135 |thited Sates 147.237.77. 216 |dover.i df .i | Distributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.167 |lhited Sates  [147.237.77.176 [nat pash. i df . i | v cogat . i df . i 1/ 1043- he/ cogat . aspx Bl ock 1
Trini dad and . . . . )
190. 213. 150. 143 Tobago 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wwv nag. i df.il/xmrpc. php B ock 1
84.108.68.183 |[lIsrael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
66.249. 65. 118 [l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p, st or age/ fi | es/ 8/ 3208, pdf Bl ock 1
} . . Uhaut hori zed URL Access to
50.18.86.240  |lhited Sates  [147.237.77.74 (lawidf.il v | aw i df i 1/ 163- 6958- en/ pat zar . aspx&anp Bl ock 1
: . . Uhaut hori zed URL Access to
207.46.13.181 [lLited Sates 147.237.72. 166 |aka. i df . i | v aka i df i |/si p storagel il es/ 1/24 Bl ock 1
157.55.39.122 |wited Sates  [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in B ock 1
vy ti kshuv. i df . il /sitel general . aspx
68.180.230. 189 [Lhited Sates  |147.237.76.86 |navy.idf.il thauthori zed LRL Access to Bl ock 1
waw navy. i df . i1/ consol e/ core/ doc_ngr/doc_ngr. asp
66.102. 8. 238 Lhited Sates 147.237.77.216 |dover . i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
203. 127. 96. 233 |9 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 1
95.219.21.124 |Romani a 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
66.249.65.139 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy.idf.il/sip_storage/ Bl ock 1
] . . Dstributed Lhauthorized URL Access on
208.115.113.89 [lLnited Sates 147.237.77.216|dover. i df .i | v i of i1/ nevsi tef engl i S Bl ock 1
65. 55. 212. 74 Lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Whauthori zed URL Access on v idf.il/error. htm B ock 1
: . ] Uhaut hori zed URL Access to
157.55.39. 189 Wited Sates 147.237.77. 216 dover . i df . i1 wan i df . i |/ engl i sh/ announcenent s/ 2003/ sept enber/ 09. stn) . B ock !
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
66. 249. 64. 50 I sr ael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .i |/ mai n/ gi B ock 1
203.127. 96. 249 |9 ngapore 147.237.77. 216 |dover.idf . il Distributed Whaut horized URL Access on wwuidf.il/error. htm B ock 1
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