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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3539
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 4
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 3
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 3
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
64.233.172. 163 147.237.77. 216 Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
164. 39. 11. 198 147. 237.77. 233 Uhi ted Ki ngdom atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
147.175.16. 71 147.237.0.34 9 ovakia tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 44. 133. 108 147.237.0.17 Lhited Sates m ny- kosher - kravi .i df il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147.237.77.61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147. 237.77. 178 kr ai ne e. mat pash. i df i ET SCAN NMVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23. 252, 161. 191 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
212. 98. 164. 237 147.237.0. 19 Bel arus madi matal .idf.il ET SCAN Potential SSH Scan 1
205. 204. 66. 125 147.237.0. 15 Canada kosher -kravi .i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
195. 154. 49. 74 147.237.8. 14 France e.orchot.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.76. 34 Sweden yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
147.175.16. 71 147.237.0.34 9 ovaki a tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 44. 133. 108 147.237.0.17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN NMVAP -sS w ndow 2048 1
218. 246. 0. 97 147. 237. 77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
93.113.125. 12 147.237.8. 27 Ronani a e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.8. 24 Chi na elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212. 98. 164. 237 147.237.0.35 Bel arus akavs. i df .i | ET SCAN Potential SSH Scan 1
205. 204. 66. 125 147.237.0.33 Canada idf.il ET SCAN Potential VNC Scan 5900- 5920 1
195. 154. 49. 74 147. 237.77. 170 France naar achot . i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaming Engine: TCP Invalid

Inval i d segnent retransnission.

185. 3. 147. 161 |l srael 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 21
46. 19. 85. 102 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .il SYN At ack SYN -> SYN-ACK -> RST rej ect 12
79.180.28.173  |[Israel 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
79.180.28.173 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 10
79.180.28.173 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence SO relransmt wehdifferent | onitor [
79.180.28.173 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
5.22.135.205  |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
79.180.28.173 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber alert 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 5
213.55.105.112 |Bhiopia 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
87.106. 184. 160 |Ger many 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack rej ect 4
79.180. 169. 231 I srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
176.13.15.176 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid imvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
61.135.189. 106 |China 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 3
2.54.5.212 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
5.22.130. 78 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 3
46. 19. 85. 204 | srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
197. 165. 129. 145|Egypt 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
46.19. 85. 26 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
91.194.84.106  |Ger many 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 2
185. 3. 147. 170  |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 2
188. 120. 148. 164/l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 1
141.212.122. 222|Wnited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 64. 22. 195 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
209.126.230.71 |lhited Sates |147.237.76. 148 [gacenter. aka. i df . i ldr op drop 1
5.29.44.15 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
172.56.21. 81 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 214|Uhited Sates [147.237.76.202|e. hal ag.idf.il Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
46.19. 86. 115 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
188. 120. 148. 164|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 122. 223|lhited Sates [147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
118. 193. 163. 150|Chi na 147. 237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 1
209.126.230.71 |lnited Sates [147.237.76.201 (e atal .idf.il Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf or cenent |drop 1
5.29.44.15 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141. 212. 122. 215|lhited Sates [147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
118. 193. 163. 150|Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
209.126.230. 71 |lhited Sates |147.237.76.202|e.halag.idf.il Geo-1| ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
141.212. 122, 218|hited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
72.152.235.137 |Lhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
209.126.230. 71 |lhited Sates |147.237.8.27 |e.nadimatal.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
141.212.122. 210|Wnited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.143.38.222 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 219|thited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77.233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
77.125.4.197  |israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence mﬁsg Lansm't wthdifferent | onitor |1
209.126.230. 71 |Lhited Sates [147.237.72.217|e.idf.il Geo-| ocati on enf or cenment Geo- | ocation i nbound enf or cenent |dr op
141.212.122. 211 |Wnited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
73.22.155. 10 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsite/ english/ B ock
79.180.28.173  |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
. . Unaut hori zed Met hod CPTI ONS for
24.86.36. 186 Canada 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser Bl ock 2
37.26.148.231 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
195. 154. 173. 103|France 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to www idf.il/nazi B ock 2
38.111.147.88 |lnited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 38.111. 147. 88 B ock 2
38.111.147.88 |lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/894-he B ock 1
waww. chanat z. aka. i d Unaut hori zed URL Access to
157. 55. 39. 46 Lhited Sates |147.237.77.226 ¢ I. ’ ) v chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper |Bl ock 1
: /
. . Unaut hori zed URL Access to
66. 249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
207.46.13.105 [lLnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/") B ock 1
41.68.161.204 |Egypt 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock
157.55.39.193 |wnited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wawidf.il/error. htm Bl ock
] ] . Unaut hori zed URL Access to
66. 249. 66. 105 | sr ael 147.237.77.243|nobi | €. i df . i nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1776 B ock !
88.108. 80. 88 LK!i“r:gegom 147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code B ock 1
41.68.161.204 |Egypt 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to v cogat.idf.il/xnrpc. php B ock 1
181. 128. 198. 130|Col onbi a 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66. 249. 69. 33 I srael 147.237.77. 170 |naar achot . i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 69. 33 B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df . il/1503-en/ dover. aspx. B ock 1
62.74.7.53 G eece 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
68.180. 230. 189 |[lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww idf.il/irag/ english/info.asp B ock 1
. ; ; Unaut hori zed URL Access to
118.193. 163. 150|Chi na 147.237.77. 216 |dover . i df . i1 wwy i df . i | / shar ed/ user cont r ol s/ header upper / B ock !
. . D stributed Unaut hori zed LRL Access on
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
197. 165. 129. 145|Egypt 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
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