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03-15-2016-00:04:01 to 03-15-2016-01:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3523

66. 249. 69. 92 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn dr op 433
79.178. 143. 209 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 6

216. 249. 107. 200 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn drop 5

81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il|Bl ock Udp Al Nets drop 3

59. 174. 44. 157 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forvward 2

216. 249. 107. 200 Lhited Sates 147.237.77. 233 atal.idf.il Anonal y- TCP- shor t header dest - r eset 1
218.10.51. 175 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 dr op 1




03-15-2016-00:04:01 to 03-15-2016-01:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgnat ure Devi ce Action |Oount |
83.130.108.203 |[lsrael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 12
178. 63. 18. 196 Ger nany 147.237.76.86  |navy.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
103. 21. 58. 191 I ndi a 147.237.76.42 |refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
216.201.148. 210 |lnited Sates 147.237.77.176 |mat pash.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 4
216.201. 148. 210 |lnited Sates 147.237.77.176 |mat pash.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
216.249.107. 200 |lLhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
178. 63. 18. 196 Ger many 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
87.106.184.160 |Ger nany 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 4
184.168.193.34 |Whited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 3
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
108.59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. ngjestic bot B ock 2
176. 13. 10. 29 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
151. 80. 31. 153 Italy 147.237.76.86  |navy.idf.il C1000146: HITP. AhrefBot craw er B ock 1
184.168.193.34 |Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241.106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 154 Italy 147.237.76.86  |navy.idf.il C1000146: HITP. AhrefBot craw er B ock 1
66. 249. 69. 95 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
188. 165. 15. 15 France 147.237.72.156 |aman.idf.il C1000146: HTTP. AhrefBot craw er Bl ock 1
151. 80. 31. 151 Italy 147.237.76.86  |navy.idf.il C1000146: HITP.  AhrefBot craw er B ock 1
188. 165. 15. 132 |France 147.237.76. 147 |chi nuch. aka. i df . i| |C1000146: HITP. AhrefBot craw er Bl ock 1
151. 80. 31. 152 Italy 147.237.76.86  |navy.idf.il C1000146: HITP. AhrefBot craw er B ock 1




03-15-2016-00:04:01 to 03-15-2016-01:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

87.106. 184. 160 147.237.77. 74 Ger many lawidf.il A Injection - Select From 12
216. 201. 148. 210 147.237.77. 176 Lhited Sates nat pash. i df . il SQ Injection - Select Fom 10
178. 63. 18. 196 147. 237. 76. 86 Ger many navy.idf.il A Injection - Select From 6
184. 168. 193. 34 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 6
178. 63. 18. 196 147.237.76. 42 Ger many refuah.idf.il SQ Injection - Select Fom 6
103. 21. 58. 191 147. 237. 76. 42 I'ndi a refuah.idf.il SQ Injection - Select From 6
216. 249. 107. 200 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
139. 196. 57. 234 147.237.8.28 Chi na e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
14.161. 5. 248 147.237.77. 121 M et nam e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
185. 103. 252. 60 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1




03-15-2016-00:04:01 to 03-15-2016-01:04:01

|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
Sreanming Engine: TGP Invalid i i ssi
46.116.58.175 |israel 147.237.72. 166 |aka i f . i 9 =9 Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19. 85. 128 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
80. 246. 136. 229 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
sl SWNretransnmit wth different .
79.183.169.58 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e nonitor |8
5.29.95.177 I srael 147.237.77. 226 "‘:"YN chanatz. aka. 1df o\ At t ack SYN -> SYN-ACK -> RST rej ect 6
216. 249. 107. 200|Whi ted States |147.237.77. 233 |atal .idf .l | P Fragnents f?;genir:tosge”erate P packet from |y op 6
Sreanming Engine: TCP Invalid i i ssi
2.53.22. 100 I'srael 147.237.77. 243 |nobi l e. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
195. 74. 38. 14 Sweden 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
Sreaming Engine: TGP Invalid i i ssi
2.54.52. 213 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
84.228.156.83 |Israel 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.178.147.73  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i sSi
109. 64. 102. 217 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54. 155. 36 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i sSi
2.54.15. 184 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
78. 157. 167. 151 gg}%ﬂc 147.237. 77. 216 |dover. i df .i | drop First packet isnt SN drop 3
Sreamng Engine: TCP Invalid i i SSi
176.13. 14. 249  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.21.195 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 3
31.210.187. 146 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |2
84.108.124.48 |[lIsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 2
5.102.254.222 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
119. 17. 49. 22 Australia 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
5.22.131.15 | srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Inval i d ACK nunber noni t or 2
62. 0. 118. 39 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
24.114.24.232 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
62.0.118.39 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
123.59.59.64  |cnina 147.237. 77. 178 |e. rat pash. i f . i | Geo- | ocati on enf or cement Geo- I ocat i on i nbound drop 1
enf or cenent
212.29.202. 206 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
180.76.15. 142  [china 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149.50. 101. 197 |Uited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
95.219.67.121 |Ronmani a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
2.52.184.197 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
188. 120. 154. 164 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |1
66. 240. 236. 119 |United Sates |147.237.76.202 |e. hal ag.idf.il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;uo”  nbound drop 1
46.19. 85. 101 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.78 |China 147.237. 77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
2.54.136. 169 I srael 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 65.136. 181 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
212.29.202. 206 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
185.3.147.103 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
61.135.189. 106 |Chi na 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 1
157.55.39.189 |Wited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
84.108.233.66 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 1
} . . SYNWAXK retransmit with .
68.180.228.87 |lLhited Sates |147.237.72. 156 |anan.idf.il Bad TCP sequence different vindow scal e nonitor |1
123.125.71.109 |Chi na 147.237.77. 176 |nat pash.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
85. 130. 242. 199 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber nonitor |1




03-15-2016-00:04:01 to 03-15-2016-01:04:01

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
2.54.178. 58 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 252
46.19. 85. 73 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 140
109. 253. 157. 171 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 101
2.54.155. 36 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 15
46. 19. 86. 243 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 6
149. 202. 239. 135|Ger nany 147.237.77.216|dover.idf . il Paranet er Type Mol ati on PageNumin ww i df .il/1283-en/ dover. aspx |B ock 6
37.26.149.154 |[Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 5
109. 253. 131. 86 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
109. 253. 134. 129]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
80. 246. 136. 229 |[Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 2
2.52.50. 238 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
207.46.13.105 |lhited Sates  |147.237.77.216|dover. i df .i Shaut ;?_rii IzletdenL;?‘atA:sﬁ?m:p‘;ge/W ynet. co i Bl ock 1
41.45. 151. 97 Egypt 147.237.77. 170 |maar achot . i df . i | |Dstributed PHP At tenpt B ock 1
2.53.22. 100 I srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 1
112.111.3.101 |China 147.237.72. 166 |aka. i df . i | Dstributed Whauthorized URL Access on 147.237. 72. 166/ B ock 1
70.32.68.21 Lhited Sates 147.237.76.200|ei t an. aka. i df . i | |haut hori zed URL Access to eitan. aka.idf.il/ol d/ wp-admn/ B ock 1
46. 28. 105. 84 Czech Republic [147.237.76.200]|ei tan. aka. i df . i | |hauthorized LRL Access to eitan. aka.idf.il/wordpress/ wp-adnin/ B ock 1
157.55.39.193 |lhited Sates 147.237.77.216|dover . i df .i | Ml tipl e Unaut horized URL Access from 157.55. 39. 193 B ock 1
27.10.137.18 Chi na 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 323. gi angwai desj 020. appspot . coni B ock 1
87.69. 190. 81 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ |B ock 1
66.249.69.26 I srael 147.237.77. 216 |dover . i df . i | m”f gf.rii |Z/e:ng;|1?_sh/jchciesi r‘yj’em ebbeL. s ep> Bl ock 1
208.115.113.89 |[thited Sates 147.237.77. 216 |dover . i df .i | Paraneter Type Mol ation SortOr in wwwidf.il/1392-en/ dover. aspx B ock 1
41. 45. 151. 97 Egypt 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed LRL Access to maarachot . idf.il/xnrpc. php B ock 1
2.54.20.76 | srael 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
113. 240. 192. 147|Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to z-h-e-n-115. appspot . com B ock 1
79.180.114. 193 [Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.236.26.102 [United K ngdom [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: Cpen Mde None 1
177.12.172.102 |Brazil 147.237.76.200|ei t an. aka. i df . i | |Uhauthori zed URL Access to eitan. aka.idf.il/bl og/ wp-adnin/ B ock 1
31.210.187. 146 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 1
66. 249. 69. 33 | srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 7/ 105957. pdf |B ock 1
211.97.123.98 |China 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
119. 17. 49. 22 Australia 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79. 183. 169. 58 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
50.22.11.11 Lhited Sates 147.237.76.200|ei t an. aka. i df . i | |Unaut hori zed LRL Access to eitan. aka.idf.il/test/wp-adnin/ B ock 1
194.72.238. 241 |United Kingdom [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/xyzzy B ock 1
66. 249. 69. 49 | srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 6/ 107896. pdf |B ock 1
217.69. 133. 243 gz::;”i on 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/nain/snalindhtm/10.asp |B ock 1
59.174. 44.157 |China 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on z-h-e-n-115. appspot . comi |Bl ock 1
198. 58.102. 156 |lLhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/1294-he/ wawn idf.il B ock 1
37.247.54.2 Italy 147.237.76.200|ei tan. aka. i df . i | [Uhaut hori zed URL Access to eitan. aka.idf.il/wp/wp-admn/ B ock 1
68. 180. 230. 189 |[Lhited Sates 147.237.77. 216 (dover. i df . i | Unaut hori zed URL Access to waw idf.il/</a><!-- B ock 1
46. 19. 86. 243 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
5.29.243. 94 I srael 147.237.72. 166 |aka. i df . i | Mitiple I1legal Byte Gode Character in LR fromb5. 29. 243. 94 B ock 1
149. 202. 239. 135|Cer nany 147.237.77. 216 |dover . i df . i | m”f gﬁ:'f,ﬁ‘lﬁﬁéﬁfgﬁ; ;g/ Lser cont ol o header Upper Bl ock 1
85. 65.188.234  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
66.249.65. 112 I srael 147.237.76.42 |refuah.idf.il  |Jauthorized LR Access to Bl ock 1

147.237.76. 42/ si p_storage/ fi | es/ 1/ 2151. doc
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