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03-14-2016-23:04:01 to 03-15-2016-00:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3275
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il |B ock Udp All Nets dr op 3

216. 249. 107. 200 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y- TCP- SYN- FI N dest - r eset 2

216. 249. 107. 200 Lhited Sates 147.237.72. 166 aka.idf.il Anoral y- TCP- shor t header dest - r eset 2




03-14-2016-23:04:01 to 03-15-2016-00:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘S gnature Devi ce Action |Count
85. 64. 53. 238 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 6
212.199. 103. 52 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5
216.249.107.200 [lnited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
46.116. 11. 31 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 69. 95 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1




03-14-2016-23:04:01 to 03-15-2016-00:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
216. 249. 107. 200|147. 237. 72. 166 |Wni ted Sates aka.idf.il SQ Injection - Select From 4
80. 246. 130. 243 |147. 237 77 2331 57 ael atal id il ET DO Large anount of TCQP Zer oWndow - Possible Nkiller2 5
DDos attack
42.116.139.91 |[147.237.76.39 |M et nam nobi | e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
40.121.62.231 |147.237.8.45 |lhited Sates eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
5.160. 14.250  |147.237.77.212 :é?gi)”'z'i’fm e.dover.idf.il ET SCAN Potential SSH Scan 1
5.160. 14. 250  |147.237.8.28 :{Qﬂa:i'?c e.nobi le-ks.idf.il |ET SCAN Potential SSH Scan 1
104.215.89. 20 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS w ndow 4096 1
104.215.89.20 |147.237.77.74 [Lnited Sates lawidf.il ET SCAN NVAP -f -sS 1
42.116.139.91 |147.237.76.39 |V etnam nobi | e. nei tav.idf.i [ET SCAN NVAP -sS wi ndow 4096 1
40.121.62.231 |147.237.8.45 |wnited Sates eeitanidf.il ET SCAN NVAP -sS w ndow 4096 1
40.121.62.231 |147.237.8.45 |Uited Sates eeitanidf.il ET SCAN NVAP -f -sS 1
5.160.14.250  |147.237.8.50 :{e[;mub”'z';"“'c etikshwv.idf.il |ET SCAN Potential SSH Scan 1
189. 219. 210. 237(147. 237.0.15  |Mexi co kosher-kravi .idf.il ET S@N Behavi oral Lhusual ly fast inbound Tel net Connections,
Potential Scan or Brute Force
104.215.89.20 [147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

SWNretransmt wth different

Ret ransm ssi on

Packet dropped.

79.180.165.22 |lIsrael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence . noni t or 26
w ndow scal e
Sreaning Engine: TGP Invalid i i sSi
176.13.20.79  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, ., 21
Ret r ansmi ssi on Packet dr opped.
80. 246. 130. 243 I srael 147.237.77. 233 |atal i of i Bad TCP sequence SWretransmt with different — opyor |18
w ndow scal e
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 14
80. 246. 130. 243 I srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence S retransmt with different | pnivor |12
W ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
79.177.167. 105 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansmi ssi on Packet dr opped.
172.56.35.194 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
162.208.92.66 |Lhited Sates 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
37.26.149.191 |l srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence monitor |10
. ) SYNtAXK retransmt with )
79.183. 194. 105 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence di fferent w ndow scal e noni t or 10
188. 161. 43. 180 ga:lcis;i':éa” Territory1 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 8
Sreaning BEngine: TCP Invalid i i ssi
46.116. 202. 191 | srael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dr opped.
149.50.101.39 Lhited Sates 147.237.77. 233|atal i df il Bad TCP sequence SiNretransmt with different o000 |7
W ndow scal e
37.26.149.191 |israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence alert 7
Sreaning Engine: TGP Invalid i i sSi
46.19. 85. 24 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning BEngine: TGP Invalid i i ssi
5.28.166.211  |Israel 147.237.76. 200 |6 tan. aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
185.32.179. 229 | srael 147.237.77. 243 |mobi e i i1 | SAM NG Engine: TCP I nvalid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
80. 246. 130. 243 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber monitor |5
. e SYNtACK retransmt with .
82.228.221.208 |France 147.237.0.34 |tikshw.idf.il |Bad TCP sequence di fferent wi ndow scal e monitor |5
79.183.194. 105 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 5
188. 120. 154. 50 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
37.26.149.191 |l srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence I'nval i d ACK nunber monitor |5
79.178. 6. 64 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
82.228.221.208 |France 147.237.0.34 |tikshuv.idf.il  |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
188. 120. 154. 50 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 246. 130. 243 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaning Engine: TGP Invalid i i sSi
31.154.167.34 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
77.125.100. 186 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.104  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.182.210.75 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 220. 244|i srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
185. 120. 126. 35 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.180. 107. 199 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
61.135. 189. 106 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning BEngine: TGP Invalid i i ssi
79.181. 101. 128 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
216. 249. 107. 200|Uni ted Sates 147. 237.72. 166 |aka i df . i | P Fragnent s f?‘a'girft(; generate | P packet from|, o, 3
37.26.149.191 |lsrael 147.237.0.19 |nadimatal .idf.il|drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi
109. 65. 215. 104 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
79.176.102. 114 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.221  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
79.182.226.42  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79.180.248. 44  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.
94.230.86.164 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i sSi
79.183.229. 133 |[Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dr opped.
2.54.155. 111 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TCP Invalid i i ssi
46.19.85.179  |israel 147.237.72. 166 |aka. i of . | 9 =g Invalid segnent retransmssion. |, 3




03-14-2016-23:04:01 to 03-15-2016-00:04:01

Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning BEngine: TQP Invalid i i ssi

109. 253. 131. 41 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

37.26.146.172 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.70. 96. 229 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 184
37.26.149.191 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 92
46.19. 85. 36 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 92
37.26.149.215 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
37.26.149.178 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 17
185. 32. 179. 229 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code Bl ock 16
37.26.149.167 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 11
149.88.118.75 |l srael 147.237.72. 166 |aka. i df . i | m“;:‘;rl ! d??idl /'\'ﬁ;hnc;dgi?zg Sf,“tsh;fir. cati onservi ce. asn! get aut huser | P °°K 6
184. 168. 224. 175|Uhited Sates |147.237.72.166|aka. i df .i | Mil tipl e Unaut hori zed URL Access from 184. 168. 224. 175 Bl ock 5
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 4
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xnrpc. php Bl ock 4
80.246.130.29 |[Israel 147.237.77. 216 |dover.i df .|l Dstributed Uaut horized URL Access on waw i df.il/error. htm B ock 4
41.45. 151. 97 Egypt 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 3
87. 70. 55. 20 I srael 147.237.77.216|dover . i df . i Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 3
41. 45. 151. 97 Egypt 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xnhrpc. php Bl ock 3
5.29.242. 137 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 2
197.210.225.85 |Ngeria 147.237.77.216|dover.idf .il Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 2
197.210. 225.86 |Ngeria 147.237.77. 216 |dover.i df .|l Dstributed Waut horized URL Access on waw i df.il/error.htm Bl ock 2
2.52.162.34 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
83.130. 100. 238 I srael 147.237.72. 166 |aka. i df . i | m“;:aorii dff?l ﬁ‘m ﬁf;ie;js/tc‘;mml o ot udal B ock 2
213. 8. 204. 26 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Bite Gode Character in LRL B ock
157.55.39.189 [wnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock
2.54.167.58  |Israel 147.237.77. 243 [nobi  e. i df . i | Lhauthort zed geggfﬁfnpﬁ‘;es“ <t ehi | ddoounent <f 1152 B ock 2
197.210.225.79 [Ngeria 147.237.77.216|dover. i df .i |l D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
157.55.39. 189 |lnited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
41.36.245.113 |Egypt 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on waw i df . il /xnrpc. php Bl ock 1
185. 25. 151. 159 |Pol and 147.237.77.19 [lawforumidf.il Lhaut hori zed URL Access to testp5. miel no. | ubin. pl/testproxy. php |B ock 1
157. 55. 39. 70 Lhited Sates |147.237.72.166|aka. i df.i | Unknown Paraneter docid in aka.idf.il/giyus/ ganda/ def aul t. asp None 1
85.132.96.125 |Azerbaijan 147.237.77.74 [lawidf.il Distributed Uhaut hori zed URL Access on wwwu | aw i df.il/xnirpc. php |B ock 1
185. 80. 167. 26 147.237.77. 176 |nat pash. i df . i | 3/;\: L'ngtt id de.hiaI“/t:r?:ri ;f.dpr:? Access on Bl ock 1
66.249.69.33 | srael 147.237.77. 170 |n@ar achot . i df . i | ﬂ‘;‘”tzggr '727?‘17375 d’:ﬁ?slist/%/ 107898, pe Bl ock 1
157.55.39.189  [United Sates [147.237.77. 216|dover . i df .il chauori zed URL Aecess 10 a3 <im B ock 1
89.138.189. 139 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

80. 246. 130. 243 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock

197. 35. 35. 44 Egypt 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed LRL Access on ww i df . il /xnrpc. php B ock 1
185. 25. 151. 159 |Pol and 147.237.77. 226 V\TA:N chanat z. aka. i df Uhaut hori zed URL Access to testpl. piwo. pil a. pl/testproxy. php B ock 1
157.55.39.108 |Wited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/chi nuch/ B ock 1
24.3.189. 195 Uhited Sates |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mode None 1
185. 89. 217. 232 147.237.76.86 |navy.idf.il o 'nzvgb‘?‘[’ﬁ oot ":/’irrf;;ggshar ed hone. png B ock 1
66.249.69.41 I srael 147.237.77. 170 |maar achot . i df . i | 1u;;;ut221;r ;27?‘1737;) S e i, ot Bl ock 1
157.55.39.193 |Wnited Sates |147.237.77. 216 |dover. i df . i m”it:f‘?riilﬁ aju]}i Zﬁfgr‘jspsr itn‘t)_bot {omasp Bl ock 1
94.185.83.100 |Sweden 147.237.0. 17 ][n inly_ kosher -kravi . id Lhaut hori zed URL Access to testpl. pi wo. pil a. pl /test proxy. php B ock 1
197. 165. 221. 55 |Egypt 147.237.77. 176 |nat pash. i df . i | Ostributed PHP A tenpt Bl ock 1
157.55.39. 112 |Uited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
31.211.195.202 |Sweden 147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mode None 1
186. 148. 238. 124|Argenti na 147.237.77.216|dover . i df . i Ostributed PHP Attenpt Bl ock 1
68.180. 230. 109 [United Sates |147.237.77.176|mat pash. i df . i | marc‘?ggt vpe Mo a1 o CTS;'\“;"S;)Q Bl ock 1
2.54.40.172 I srael 147.237.77.234|hal ag. i df . i | ?4? r2'3t7’“t7‘;dZgﬁfmzzsfiia%/ﬁffzf 1‘_’% . Bl ock 1
149.50. 101.39 |Wnited Sates |147.237.77.233|atal .idf.il Unaut hor i zed URL Access to 147.237.77.233/1135-he/atal . aspx |H ock 1
85. 64. 81. 23 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
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