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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4805

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4031
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 40
81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il Bl ock Udp Al Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

213. 159. 209. 5 Russi an Federation 147. 237. 8. 46 e.chinuch.idf.il Invalid TGP H ags drop 1

103. 23. 21. 217 | ndonesi a 147.237. 76. 39 nobi | e.nei tav.idf.il Invalid L4 Header Length drop 1




03-14-2016-22:04:08 to 03-14-2016-23:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action ‘Oount |
5. 102. 224. 80 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 14
5.29.38. 113 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 6
37.205. 0. 49 Tur key 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
61.135.189.106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
64.31.44.6 Lhited Sates 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SELECT) Bl ock 4
69.204.195.101 |Uhited Sates 147.237.0. 34 tikshuv.idf.il C1000074: HTTP. maj estic bot B ock 2
85. 64. 49. 108 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
69.204.195.101 |[thited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
93.180. 64. 135  |Nether| ands 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Bl ock 2
69.204.195.101 |Lhited Sates 147.237.77.74 |lawidf.il CL000074: HTTP. maj estic bot B ock 2
217.132.56.209 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 2
69.204.195. 101 |Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
69.204.195.101 |Lhited Sates 147.237.77.226 |waw chamat z. aka. i df.i| [Cl000074: HITP. najestic bot B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess

|Attacker Qount ry

|Signature

64.31.44.6 147.237.77.74 |lhited Sates lawidf.il S Injection - Select From 6
37.205. 0. 49 147.237.77.74  |Turkey lawidf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
37.26. 146. 211 147.237.0. 19 I st ael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw |2
40.121. 62. 231 147.237.77.170 |nited Sates naar achot . i df . i | ET SCAN NMAP -sS wi ndow 4096 1
5. 160. 14. 250 147.237.76.39 |iran, Islamc Republic of [nobile.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.72.156 |Chi na anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
199. 255. 137. 114 |147.237.0.34 Bel gi um tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
199. 255. 137. 114 |147.237.0.34 Bel gi um tikshuv.idf.il ET SCAN NVAP -f -sS 1
5. 160. 14. 250 147.237.76.42 |iran, Islamc Republic of |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 160. 14. 250 147.237.76.30 |iran, Islanic Republic of |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.72. 217 |China eidf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 67. 1. 195 147.237.0. 15 Lhited Sates kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
199. 255. 137. 114 |147.237.0.34 Bel gi um tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 74 147.237.77.205 |Lhited Sates prisha idf.il ET DRCP Bshi el d B ock Li sted Source 1
149. 78. 154. 69 147.237.77.216 |Israel dover . i df .i | portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

109. 67.119.79 |lIsrael 147. 237.76. 200 |ei tan. aka. i df . il S dro 132
Ret ransni ssi on Packet dr opped. P
31.210. 186. 148 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 63
Sreaning Engine: TQP Invalid i i SSi
46.116. 202. 191 |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssi on. drop 52
Ret r ansni ssi on Packet dr opped.
S SYNretransnmit wth different .
31.168.122.81 |Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence v ndow scal @ noni t or 51
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
Sreanming Engine: TCP Invalid i i ssi
212. 179. 155. 129|i srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 28
Ret ransni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
197.116.222.58 |Ageria 147.237.77. 216 |dover. i df il dr op First packet isn't SN drop 21
217.128.3.15 France 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 20
31.210. 186. 148 [lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 18
2.54.155. 111 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.31  |Israel 147.237.76.31 |nakchal .idf.i 9 =9 nval i d segnent retransmssi on. drop 15
Ret ransmi ssi on Packet dr opped.
2.54.155. 111 I srael 147.237.76.86 |navy.idf.il SYN Attack rej ect 13
84. 110. 38. 57 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 12
R SYNHAK retransmit with different .
37.26.149.160 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal noni t or 10
Sreaning Engine: TCP Invalid i i SSi
46.19.85.179  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
185. 3. 144. 29 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
80. 246. 136. 201 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
197.96.66. 125 |South Africa |147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 9
37.26.149.160 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 8
37.26.149.160 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
2.54.155. 111 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 7
79.177.56.156 |lsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.155. 111 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 7
2.54.155.111 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TQP Invalid i i SSi
46.19.86.186  |Israel 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
84.110. 38. 57 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
46. 19. 85. 52 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TQP Invalid i i SSi
176.13. 1. 58 I'srael 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 70 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 27 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNPAXK retransmit with different .
84.110. 38. 57 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 6
46.210.168.41 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 52 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
77.125.130.58 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
84. 110. 38. 57 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
46.19. 85. 70 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 249 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TQP Invalid i i SSi
66.249. 65. 139 |Lhited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
109. 64. 238. 226 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TGP Invalid i i sSi
2.54. 185. 70 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
84. 110. 38. 57 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 6
46.120. 131. 194 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack rej ect 6
46. 19. 85. 249 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
87.68.245.36  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19. 85. 51 I'srael 147.237.77. 243 |nobi 1 e.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
66. 249. 83. 69 Lhited Sates |147.237.77. 176 |natpash.idf.il drop First packet isn't SYN drop
46. 19. 85. 27 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
5.22.135. 233 I srael 147.237.0.19 |madi matal .idf.il|Ostributed Suspicious Response Code B ock 214
37.26.146.211 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 75
212.76.101.10 [israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 12
176.13. 23. 94 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 12
37.26.149.215 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
213.151.62.112 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253.222.5 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
213.8.204. 71 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 150. 174]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82. 166. 240. 203 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
79.176.58.190 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
95.77.235.216 |Romani a 147.237.77. 216 |dover.idf .il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 2
79.177. 96. 67 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR B ock 2
37.26.146.211 |Israel 147.237.0.19 |nadi matal .idf.il|/untraceabl e SSL Sessions: Qpen Mde None 2
37.26.147.142 |israel 147.237.77. 216 |dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
95.77.235.216 |Romani a 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt Bl ock 2
37.26.148.195 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
85.65.104. 144 I srael 147.237.77.233|at al . i df . i | e St hor i zed R _Agscs)fs on Bl ock 1
79.181.125. 167 |[Israel 147.237.77. 170 |n@ar achot . i df . i | |Unhauthorized URL Access to maarachot.idf.il/xmrpc. php B ock

5. 102. 224. 80 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/nodul es/foruns B ock 1
188.33.95.232  |Pol and 147. 237.77. 216 |dover . i df . | ot 159 ont o cdover B ock 1
66.249. 65. 188 [l srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/robots. txt Bl ock 1
46.19.85.66 |Israel 147.237.76.86 |navy.idf.il 1;?22;?228’;;@;26—6“ Vs =56e71ee061222853000; Bl ock 1
84.108.237.80 |l srael 147.237.77. 234 |hal ag.i df . i | ?4? rziggf';?zgzlﬁzgg;iiaﬁlﬁﬁi fgi . Bl ock 1
207.241.229.32 |United Sates |[147.237.0.34 |tikshuv.idf.il ﬁfﬁ;&oﬂﬁzeﬂ /Lt’::npfgf:;fg;noer o qererdl . asp Bl ock 1
178. 216. 200. 48 |Pol and 147.237.72.167|i shuri maka. i df . ifUnaut hori zed LRL Access to test p4. pospr.waw pl / t est proxy. php B ock 1
66. 249. 64. 50 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in wwaka.idf.il/main/giyus/general.aspx |None 1
109. 186. 156. 205] srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.i|/xmrpc. php Bl ock 1
217.128.3.15 France 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
85. 93. 237. 70 Nor way 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
79.181. 125. 167 |l srael 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 1
31.168.14.74 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
197.96.66. 125 |South Africa 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.69.32 I srael 147.237.77. 216 |dover . i df .i | D e e e el i adover . asp Bl ock 1
157.565.39.139 |[hited Sates |147.237.77.170 |mmar achot . i df . i | ;’;ﬂgcfr;zed URL Access to maarachot.idf.il/pdf/files/5/ 109835 pdf X |5 o\ 1
109. 64. 238. 226 |l srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 66 I srael 147.237.76.86 [navy.idf.il Mal formed URL _ at uvc=0 B ock 1
212.45.44.1 Net her | ands 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
84.111. 233.104 |lIsrael 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 1
184. 71. 156. 194 |Canada 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.181.125. 167 |[Israel 147.237.76. 42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
66.249. 64.143  |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
109. 186. 156. 205|I srael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
46.19. 85. 2 I'sr el 147.237.77.234|hal ag. i df . i | i;t ;';;”t;dzﬁffngsfiiag/ﬁﬁs; 1(.)2]i . Bl ock 1
223.206. 21. 149 |Thai |l and 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: pen Mbde None

85. 93. 237. 70 Nor way 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/xmrpc. php B ock 1
79.181. 125. 167 |l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 79. 181. 125. 167 B ock 1
31.168.122.81 [Israel 147.237.77. 234 |hal ag.i df . i | i,;t rz'st;u;‘;d2;27?;:;;';2%%@?5?2 fr;i . Bl ock 1
197. 231. 221. 211|Li beria 147.237.77. 216 |dover. i df . i | m;;_ﬁ?ﬁme@;mggﬂi pts/jquery/jquery-1.4.2.nin.js B ock 1
157.55.39.181 [lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/mai n/drushi ndmsrot. aspx B ock 1
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