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03-14-2016-20:04:01 to 03-14-2016-21:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3456

81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il ock_Udp All _Nets drop 3
31.171.155. 29 A bani a 147.237.8. 28 e. nobi | e-ks.idf.il Bock Np Al Net dr op 1

199. 58. 80. 184 Canada 147.237.0. 15 kosher-kravi.idf.il |L4 Source or Dest Port Zero drop 1
31.171.155. 29 A bani a 147.237. 8. 45 eeitanidf.il B ock Np Al Net drop 1




03-14-2016-20:04:01 to 03-14-2016-21:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
5.22.131.2 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 21
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
109. 65. 2. 78 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
69.197. 177. 50 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
69. 30. 198. 242 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
69. 30. 198. 242 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot B ock 2
212. 47.234. 93 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
69. 30. 198. 242 Lhited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HTTP. najestic bot Bl ock 2
46. 19. 85. 244 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
69. 30. 198. 242 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 48
Sreaning BEngine: TGP Invalid i i ssi
46.19.85.244  |israel 147.237.0.34  |tikshw.idf.il 9 =9 nval i d segnent retransmssi on. drop 39
Ret r ansm ssi on Packet dr opped.
212.29.210.131 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 36
212.29.210. 131 |israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST aert 33
Sreaning Engine: TGP Invalid i i SSi
2.52.155.118  |Israel 147.237.76.31 |nakchal .idf.il 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 21
Sreaning BEngine: TGP Invalid i i ssi
2.52.189.196  |Israel 147.237. 77. 243 |nobi l e, f . 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
185. 120. 126. 195 147.237.72. 166 |aka. i df .i | dr op First packet isn't SWN drop 15
Sreaning BEngine: TGP Invalid i i ssi
46.19. 85. 97 I'srael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
. . SYNretransmt wth different .
176. 13. 2. 202 | srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence wi ndow scal e moni t or 12
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack rej ect 11
Sreaning Engine: TGP Invalid i i SSi
2.54.168.221  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.54.175.136 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 9
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 68 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber aert 8
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.120.95. 243 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning BEngine: TGP Invalid i i ssi
176.13.9.116  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46.120.95.243 |israel 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
reamn ine: TCP Invali i i Ssi
46.19.85.136 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
40.77.167.23  |wited Sates [147.237.77.243|nobile. idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.121.76. 48 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TP Invalid i i ssi
84.229.198.81 |l srael 147.237. 72. 167 |i shuri maka. i of .| 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
80. 246. 137. 160 |l srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. . SYNPAXK retransmit with different .
46.120. 95. 243 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
85. 64. 212. 69 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
84. 94. 180. 12 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.22.130.92 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 4
reamn ine: TCP Invali i i Ssi
109. 186. 188. 131l srael 147.237.77. 243 |t e i i1 |2 €A g Engi ne P Invalid  invalid segnent retransnission drop 4
Ret r ansm ssi on Packet dr opped.
. . SWNretransmit wth different .
109. 67.133.17 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 4
5.102.254.231 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
188. 120. 148. 176l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
. . SYNretransmt wth different .
85.250. 114. 37 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence wi ndow scal e moni t or 4
Sreaning BEngine: TGP Invalid i i ssi
84.196. 115. 145 |Bel gi um 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
5.102.254.255 |lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
37.26.147.192 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.182. 206. 102 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
87.71.127.8 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.179.26.80  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
185.27.106.6  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
31.154.151.18 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
2. 54. 18. 250 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.176.191. 211 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 69. 108 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
37.46.39. 23 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
84.94.114.18  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
188. 120. 148. 140! srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber noni t or 3
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A tacker

Attacker Address Target Address |Ste Signature
Count ry

5.102. 254. 231 | srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval id ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.60. 140 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 59
46. 19. 86. 110 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 38
212. 25. 85. 54 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 29
46. 19. 85. 107 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 18
5. 28. 168. 235 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 5
208.115.113. 88 [Lhited Sates  |147.237.76.86 |navy.idf.il rﬁs;‘_tihgfr_i iﬁidgiﬁlﬁcoﬁisnjatszlsho o or um asp Bl ock 5
195. 154. 173. 103 |France 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to v i df.il/nazi B ock 3
2.52.189. 196 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
176. 13. 23. 59 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
46.19.86.0 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
105.235.130.1 |Ageria 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to vwww i df .il/894-ar B ock 2
84.109. 3. 181 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46. 19. 85. 97 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
213.57.159.72 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
40.77.167.79 Lhited Sates 147.237.0.34 [tikshuv.idf.il [Uhauthorized URL Access to waw tikshuv.idf.il/901-8504/tikshuv. aspx [B ock 1
151. 18. 9. 162 Italy 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to ww i df.il/hi nush Bl ock 1
87. 69. 62. 227 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
5. 28. 166. 83 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213.151. 32. 163 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df . i |/ nain/ gi yus/ Bl ock 1
79.179.31.156 | srael 147.237.72.166 |aka. i df . i | m”a?(v:_'i gf‘_ri"’}’fn;?;/ gi—y\ﬂs'f\l’f;ﬁ inyPTED in None 1
192.118.73.36 |Israel 147.237.77.216 |dover. i df . i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
176. 107. 194. 231 [tkrai ne 147.237.77. 216 [dover . i df . i | Uhaut hori zed URL Access to waw i df .il/1566-en/d B ock 1
37.26.148.194 [Israel 147.237.77. 216 |dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46. 13. 69 Lhited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in v tikshuv.idf.il/sitel/general.aspx B ock 1
66.249. 65.174  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1376- he/ at al . aspx B ock 1
188. 120. 148. 185I srael 147.237.76.42 |refuah.idf.il m“rter;ig ;egj _ﬁ_ff/cgiss_stt‘;rag ofiles 5 2305 Bl ock 1
156. 199. 70. 139 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None

87.149. 29. 18 Ger many 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mode None
213.254.241.6 |United K ngdom|147. 237. 72. 166 |aka. i df . i | m”;)k"‘; Feramt e nf;;gg?}égfoﬁtt’??gxd‘ n None 1
79.180. 229. 122 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1
185. 120. 126. 121 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
46.120. 112. 190 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
40.77.167.5 Lhited Sates  |147.237.0.34 [tikshuv.idf.il |Paraneter Type Mol ation catld in ww tikshuv.idf.il/site/contactus. aspx |B ock 1
109. 65. 129. 151 |Israel 147.237.72. 166 |aka. i df . i | m”;’k": izfar_?fftn:jr nf;;fr?ic/t;aggficgs‘ﬂgfcphsaCha'$°t' sin None 1
85. 65. 103. 155 | srael 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
188. 143.22.196 |Hungary 147.237.77. 216 |dover . i df . i | O stributed PHP A tenpt B ock 1
160. 94. 47. 18 Lhited Sates 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
93.113.125.12 |Romani a 147.237.72. 156 [anan. i df . i | Ml tiple Abnormal |y Long Request from 93.113.125.12 B ock 1
31. 184. 238. 200 g;z::t”i o 147.237.76.42 |refuah.idf.il  |Distributed PP Attenpt B ock 1
219.74.38.152 |9 ngapore 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
199.16. 156. 125 |Uhited Sates  |147.237.77. 216 |dover. i df .i | Shaut gfo_ri' Izlej ph_':ofggzlsfi < 2622050 16037, bg Bl ock 1
79.183.134.30 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
185. 120. 126. 121 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
54.244.22.103 [lnited Sates 147.237.77. 216 |dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
40.77.167. 23 Lhited Sates  [147.237.77.243|nobil e.idf.il D stributed Suspicious Response Code B ock 1
109. 67.133.17 |l srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
85.65.103. 155 [l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php Bl ock 1
66.249.93.163 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il11egal Byte Qxde Character in URL B ock 1
188. 143. 22. 196 |Hungary 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
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