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Device Action [Count|

Attacker Address |Attacker Country |Target Address |Site

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3797
81.218. 241. 26 | srael 147.237.72. 166 aka idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 198
81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 3

66. 249. 75. 223 | srael 147.237.77. 170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry arget Address Devi ce Action ‘Oount
46.121. 153. 250 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 23
84.94. 47. 122 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 12
213.151. 37. 164 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 9
5.29.213. 64 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 8
109. 67. 131. 45 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 6
62. 210. 107. 201 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Bl ock 4
69. 30. 215. 122 Lhited Sates 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot B ock 3
109. 64. 59. 4 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
5.22.135.129 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
69. 30. 215. 122 Lhited Sates 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot B ock 2
69. 30. 215. 122 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot B ock 2
149. 88. 200. 71 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
84.108. 204. 4 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
207. 46. 13. 69 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the UR B ock 1
157. 55. 39. 122 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 1
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Attacker Address |Target Address Attacker Qountry Ste |Signature

66.249. 93. 95 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 44
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80. 178. 148. 59 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
218.246.0. 97 147.237.76. 177 Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.76. 86 Sweden navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 175 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
185. 72. 179. 221 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13.75. 88. 135 147.237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
154. 16. 138. 35 147.237.77. 212 Mauriti us e.dover.idf.il ET SCAN NVAP -f -sS 1
149. 78. 105. 92 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 194 147.237.77. 176 Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
93.189. 26. 18 147. 237.77. 61 Austria e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218. 241. 26 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
218.246. 0. 97 147.237. 76. 196 Chi na e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
74.208. 238. 221 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
62.219. 167. 198 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 120. 125. 20 147.237.72. 166 akaidf.il portscan: TCP O stributed Portscan 1
40.121.136.51 147.237. 76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
154. 16. 138. 35 147.237.77.212 Mawri ti us e. dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
149. 88. 123. 252 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 67. 103. 109 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
93. 189. 26. 18 147.237.77. 226 Austria wa chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
85. 130. 252. 25 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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A tacker

Attacker Address count ry ‘Target Address [Ste Signature
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 81
191. 243.161. 25 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 33
191. 243.161. 25 |Rrazil 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 33
89. 139. 190. 247 |Israel 147.237.77. 234 |nal ag.i f . i Bad TCP sequence SNretransmt with different moni tor |30
w ndow scal e
e SN retransnmit wth different .
109. 65. 66. 98 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor  [27
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 20
Sreaming Engine: TCP Invalid i i ssi
176.13.10. 163 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 18
Ret ransn ssi on Packet dropped.
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 18
Sreaning Engine: TCP Invalid ' i ssi
79.182. 190. 163 I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 18
Ret ransni ssi on Packet dropped.
84.94.47.122  |israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence SN retransmt wth different moni tor |17
w ndow scal e
. . . SYNPAXK retransmit with different .
191. 243.161.25 |Bazil 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 15
Sreaming Engine: TGP Invalid i i ssi
46.19.86.201  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
176.13.16. 247  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.148.245 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
5.102.252.92  |israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dropped.
46.19. 85. 128 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
109. 67.119. 172 |Israel 147.237.77. 234 |nal ag.i f . i Bad TCP sequence SNretransmt with different moni tor |11
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.86.105  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
37.26.146. 165 |lsrael 147.237.72. 167 |i shuri maka. i of . i [dr op First packet isn't SN drop 9
149. 50. 24. 36 Lhited Sates  |147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8
212.179. 214. 113|l srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber alert 7
185.32.179. 114 |Israel 147.237.72. 166 |aka. i df .i SYN Attack rej ect 7
212.179. 214. 113l srael 147. 237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7
37.26.146.165 |l srael 147.237.72. 167 |ishurimaka. i of .i|Bad TCP sequence SINCAQK retransmt with different Joosiior |6
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
87.71.30.109  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 67. 127. 178 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.245.68  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
149.50.24.36  |Wited Sates  |147.237.72. 166 |aka i df il Bad TCP sequence SINAXK retransmt with different |0 o
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.176.107. 147 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
37.46. 38. 40 I sr ael 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreaning Engine: TP Invalid i i ssi
109. 65.101.59  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.176. 237. 247 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109. 64. 183. 141 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
207.46.13.53  |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g, 6
Ret ransmi ssi on Packet dropped.
5.22.135. 149 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.
141.8.132. 112 et ot i on 147. 237. 72. 166 |aka.i df . i | Ret 1 ansm Ssi on Packet dr opped. drop 6
188. 120. 154. 135|I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 200 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i Ssi
176.13.18.174 | srael 147.237.77. 243 |robi | e. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65.138. 67  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
217.132.22.4  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.177.159. 184 |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
37.26.146.165 |lsrael 147.237.72. 167 |ishurimaka. i of .i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid ' i ssi
185.13. 195. 199 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
195. 171. 188. 162|Uni t ed Ki ngdom|147. 237. 77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
178.63. 105. 85  [Ger many 147.237.77. 179 |e.nazi .iof .il dr op SAMrul e drop 6
132.3.53.81 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
85. 65. 209. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
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195. 171. 188. 162|Uni ted Ki ngdom|147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 5
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count ry Target Address |Site Sgnature Acti on ‘Count
2.52.129.119 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 126
46. 19. 85. 36 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Block |90
46.19.85. 11 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 62
109. 253. 218. 43 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 48
212.199. 57. 195 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |9
2.54.162.234 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 7
37.26.147.242 |Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 37. 26. 147. 242 Bl ock 4
37.26.147. 242 |Israel 147.237.72. 166 |aka. i df . i | Miltiple Ill1egal Byte Qode Character in Mthod from37.26. 147. 242 Bock |3
2.54.39. 224 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
213.57. 140. 129 [I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL Bl ock 2
37.26.147. 242 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from37.26. 147. 242 Bock |2
37.26.147. 242 |l srael 147.237.72. 166 [aka. i df . i | Ml tiple Mal formed URL from 37. 26. 147. 242 Bl ock 2
m ny- kosher - kr avi _ _
176. 13. 13. 140 |l srael 147.237.0. 17 Pdf il Miltiple Illegal Paraneter Encoding from176. 13. 13. 140 None 2
37.26.148.239 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
176. 13. 15. 137 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
66.249. 65. 115 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ sa swiobject.js Bl ock !
37.26.147.242 |Israel 147.237.72. 166 |aka. i df . i | Mal formed URL [[D_%29: u]], +[ [ 8#] ] R—1=S}y] ] 62#] [ hu7nu+zRyE B ock 1
109. 66. 48. 100 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
37.26.147. 242 |Israel 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane Bock |1
93.172.190. 172 |I srael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
89. 138. 228. 189 |I srael 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt Bl ock 1
. . SS. Lhtraceabl e Gnnection - Protocol violation
37.26.147.242 |lIsrael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
197.115.74. 47 |Ageria 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wanidf.il/ar/' Bl ock
132.3.53.81 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
. - Distributed Uhaut hori zed URL Access on
79.182.109. 62 |[lsrael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
Illegal Byte de Character in Query Sring on 8+xj prge*[[#31]] v,
. . X[ [ #0] ] s'uv2@[ [ #19] ] 96030k « Ox- n=! - zUn4[ [ x#15[ [ €] ] #271] ]
37.26.147.242 |israel 147.237.72. 166 [aka. i df . i | Lob'] axab] [ WIS -K]]Of [ 624 BN b — A ] ] 824 [d Bock |1
bpl ° @ [[#24] ] [[#14]][[#26] ] PH "
109. 64. 52. 163 |l srael 147.237.77.233|atal .idf .il Ostributed PHP Attenpt Bl ock 1
66.249.64.13 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
37.26.148.239 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5. 30. 165. 138 g:;d%N 147 237.77. 216 |dover . i df . i | Distributed PP At enpt Bock |1
89. 138. 228. 189 [l srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df.il/xmrpc. php Bock |1
1.32.71.38 Ml aysi a 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
83.110. 18. 104 gﬁ::aetdesﬁrab 147.237.77. 216 |dover.idf . il O stributed Waut horized URL Access on www i df . i|/xmrpc. php Bl ock 1
NULL Character in Header Nane at
appl &Al 2 ¢ 7TEE[ [ #4] ] ~dOC[ [ #24]] 8&} o} _S, v! g8, oD [ #28] ] » Eo—2y Huw-NGY
¢BOS+H [[[#2] ] - Py " EXBAUBKC H [ #2]] [ GOBR [ #28] ] MBA..» 4 [ #6] 11 eax{ [
. . #11] ]~ SknUAD] [ #15] ] oNOW@Af _ C«OEO[ [ #7] 1 £¥UD[ [ #19] ] *une N [ [#7] 1 A
37.26.147.242 |Israel 147.237.72. 166 |aka. i df . i | S1[[#18]] °~GE[ #6] ] +\ 9@ +i YOl [ #5]] OM [#17]] +* bwi Pé- 2[ [ #30]] &D[ [ #1 B ock 1
11, t=[[#0]]y-"PEaQyl Z#011" GE [#16] | S (_[[#21] ] ~&/rL) . [[#26]]i={[[#
25]1[ [ #4] ] ~€2P#012+ > ¥] &' AETRool fir »[ [ #6] | ay6eA=yu[ [ #22] 1, [[#7]]1+>“$
€[ [#0]][[#19]]3 Hf &/&ql YuE] [ #11] ] A ™[ #17]][[#15]] &
176.13. 18. 174 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
. - Unaut hori zed URL Access to
66. 249. 65. 118 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. scrol I followjs Bl ock !
37.26.147. 242 |l srael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Header Line from 37.26.147. 242 Bl ock 1
. . Distributed Lhaut hori zed URL Access on
109. 67. 119. 172 (I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bock |1
37.26.147. 242 |l srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
94.230.95.82 |Israel 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 1
89. 138. 228. 189 || srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal.idf.il/xnrpc. php Bock |1
37.26.148. 133 |Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
197.239.5.27 |Uganda 147.237.77.216 |dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
149. 88. 228. 69 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bock |1
80.72.9.5 Sweden 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/1497 Bock |1
. . Unaut hori zed URL Access to
66. 249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ i | es/ 3/ 69383. pof Bock |1
37.26.147. 242 |Israel 147.237.72. 166 [aka. i df . i | Ilegal HITP \ersion Bl ock
109. 64. 52. 163 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to v atal .idf.il/xnrpc. php Bl ock 1
. ; Distributed Lhaut hori zed URL Access on
37.142.210.54 |Israel 147.237.77.233|atal .idf . il 147, 237. 77. 233/ 1134- he/ at al . aspx Bock |1
217.69. 133. 243 RJF S|S::Ini on 147.237.72. 166 |aka. i df . i | Uhknown Paraneter sidescroll in aka.idf.il/giyus/|eshakot/ None 1
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