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|Top Attackers | n DDoS- Def ence |

03-14-2016-17:04:05 to 03-14-2016-18:04:05

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3674
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il ock_Udp All _Nets drop 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets dr op 3
117.40.97. 174 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-trafl forward 2
27.211.180. 189 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-trafl drop 1
104. 196. 20.9 Lhited Sates 147.237.8. 50 e. tikshuv.idf.il Invalid TGP H ags drop 1
180. 97. 31. 70 Chi na 147.237.76. 31 nakchal .idf.il Invalid L4 Header Length drop 1
193. 37. 152. 20 Ger many 147.237.8. 24 e lifestyle.idf.il L4 Source or Dest Port Zero drop 1
118.144.72. 177 Chi na 147.237.0. 15 kosher-kravi.idf.il |L4 Source or Dest Port Zero dr op 1
213.159. 209. 5 Russi an Federati on 147.237. 8. 46 e.chinuch.idf.il Invalid TGP H ags drop 1
101. 200. 238. 23 Chi na 147.237.76. 30 hi nush. i df .i | Invalid TGP H ags drop 1




03-14-2016-17:04:05 to 03-14-2016-18:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count
213.151. 37. 164 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 14
194. 90. 242. 2 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 12
80. 246. 130. 42 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the LR Bl ock 12
213. 8. 204. 37 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 8
93.173. 3. 163 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6
37.142.68.53 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 6
79.178.176. 38 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 4
2.55.11. 229 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
79. 180. 193. 215 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
80. 246. 133. 253 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 2
69. 30. 198. 186 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
195. 241. 151. 123 Net her | ands 147.237.77.176 nat pash.idf.il C1000008: HTTP: Xenu User Agent B ock 1
66. 249. 69. 47 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 1
66. 249. 69. 95 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

|Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
87.69. 219. 197 147.237.77.216 |l srael dover.idf .il portscan: TCP Distributed Portscan 1
84.108. 58. 6 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176.19. 113 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 249 147.237.77.216 |l srael dover.idf .il portscan: TCP Distributed Portscan 1
5. 160. 14. 250 147.237.0. 16 Iran, Islamc Republic of  |ny-kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.218. 132 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 78. 119. 95 147.237.77.216 |l srael dover.idf .il portscan: TCP Distributed Portscan 1
99. 70. 62. 233 147.237.77.233 |Wited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 99. 47 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 82. 79. 104 147.237. 8. 46 Net her | ands e. chi nuch. i df .i ET SCAN NVAP -sS w ndow 1024 1
46.116. 114. 154 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
37.139.27.231 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.0.17 Chi na mny- kosher - kravi . i df . i ET SCAN NVAP -sS w ndow 1024 1
2.54.169. 38 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
213. 8. 204. 37 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 147.237.77.216 |Canada dover.idf .il portscan: TCP Distributed Portscan 1
109. 253. 140. 119 |147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
ream n ine: TCP Invali i i ssi
46.116.202. 191 |Israel 147. 237.76. 200 |ei tan aka i o i1 || S2M NG Engine: TP Invalid invalid segnent retransmissi on. drop 286
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
89. 139. 130. 227 |[Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 72
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 26
Sreamng BEngine: TCP Invalid i i ssi
104.90.89.5  [israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 24
Ret r ansm ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka i df . Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 24
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
188. 120. 148. 140 I srael 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransnission drop 21
Ret r ansm ssi on Packet dropped.
80. 246. 133. 187 |l srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransnit with different monitor 21
w ndow scal e
Sreamng BEngine: TCP Invalid i i ssi
66.249.66.15  |lnited Qates |147.237.77. 243 |nobile.idf il 9 =9 Invalid segnent retransnission drop 18
Ret r ansm ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
46.19.85.9 I'sr ael 147.237.77. 243 |mbi i1 | €AM NG Engine: TP Invalid - invalid segnent retransissi on. drop 15
Ret r ansm ssi on Packet dropped.
149. 88.48. 152  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreamng BEngine: TCP Invalid i i ssi
2.54.38.37 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmission. dr op 12
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.21. 188 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
. . SN retransmt wth different .
109. 253. 136. 163|I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Wi ndow scal e noni t or 11
2.54. 168. 233 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
85. 130. 128. 137 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
46.19. 85. 92 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
31.210.187.91 |israel 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 10
Sreaming Engine: TGP Invalid i i ssi
2.53.20. 122 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 142 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 7
212.235.28.71 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6
Sreamng BEngine: TCP Invalid i i ssi
79.183.1.9  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 226 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 85. 165 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
66.249.66.18  |Lhited Sates [147.237.77.243 |nobile.idf.il 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
178.63.105. 85  [Ger many 147.237.76. 177 |ncore.idf . il dr op SAMrul e drop 6
Sreamng BEngine: TCP Invalid i i ssi
109.65.29. 133 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
31.168.245. 132 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TGP Invalid i i ssi
2.54.187.163  |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
31.154.164.84 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
198.204. 249. 34 |Wited Sates [147.237.72. 166 |aka.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.80.26.200  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
80.178.189.23 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
2.55.7.163 I srael 147.237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
109. 253. 137. 78 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 125 |Israel 147.237. 72. 166 |aka. i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
. . . SYNretransmit wth different .
84.94.47.122 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence vi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i Ssi
109. 253. 141. 34 |Israel 147.237.77. 243 |robi | e. i o .| 9 =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 226 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
Sreamng BEngine: TCP Invalid i i ssi
176.13.11.102 |Israel 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmission. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 199 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
85. 130. 234. 206 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
31.210.187.91 |lsrael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval id ACK nunber alert 5
37.142.68.53 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 4
2.54.32.104 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.7 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
37.142.68.53 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.157. 163 I srael 147. 237. 72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4




03-14-2016-17:04:05 to 03-14-2016-18:04:05

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
185.32.179.72 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 135
80. 246. 139. 203 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
185. 32. 179. 201 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 25
109. 253. 137. 242|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
2.52.129. 119 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
2.54.178. 191 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 253.207.6  |Israel 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 4
194.90. 89.5 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
192. 116. 102. 75 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 192.116.102.75 |B ock 3
66. 249. 66. 15 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 3
46.19.85.9 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
176.13. 12. 52 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.159. 112 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.151.48. 4 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/aman B ock 3
46.19. 86. 129 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.214 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.162.2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.55.16. 117 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.38.37 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
37.26.148.215 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
37.26.148.232 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.54.187. 163 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 2
68.180.230. 189 [lhited Sates 147.237.77. 216 |dover.i df .i | Paranet er Type Mol ati on PageNumin wa i df . il/1134-he/ dover.aspx |B ock 1
5.22.131.82 | srael 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 1
131. 253. 26.232 |lhited Sates 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
213.87.145. 44 :ZZ::E on 147.237.77. 216 dover . i df . i | ;?wai%e: I-I/-);anp:r;tlill gre]nzjt Io:‘]ri end/ sendt of ri end. aspx Bl ock !
2.54. 46. 233 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
109. 177. 111. 171 ;:ii]::tdesﬁ’ab 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed LRL Access on waw i df . il/xnrpc. php B ock 1
89.138.82.206 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 89. 138. 82. 206 B ock 1
37.26.149.199 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 894- he/ at al . aspx B ock

5.107. 50. 79 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
176.13.11. 102  |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
80. 246. 130.58 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il /v tikshuv.idf.il B ock 1
5.22.131.82 I srael 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
109. 253. 141. 34 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
46.120.191. 110 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
213.8.204.5 | srael 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 1
101. 16. 102. 117 |Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to 323.rhai opbc- 003. appspot . coni B ock 1
178. 216. 200. 48 |Fol and 147.237.77.233|atal .idf.il Unaut hori zed URL Access to testpl. piwo. pil a. pl /t est proxy. php B ock 1
85.64.212.180 | srael 147.237.72. 166 |aka. i df . i | mn;kv:i Z?riﬁfgngﬁf;%még& None 1
79.176.120.25 [Israel 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
5.22.131.82 | srael 147.237.77.216|dover. i df .i | Distributed Waut hori zed URL Access on waw i df .il/xnrpc. php B ock 1
131. 253.26.249 |lnited Sates 147.237.77. 216 |dover.i df .i | Dstributed Lhaut hori zed URL Access on wwwidf.il/error. htm B ock 1
109. 229. 193. 156|Latvia 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
66. 102. 8. 243 Lhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wwidf.il/error. htm Bl ock 1
213. 87. 145. 44 gz:;;”i o 147.237.77. 216 |dover. i df . i | \Z‘irwa’ztfe'l J’;p;ngf;’t';/' ggn'dt 1 end sendt of i end. asix Bl ock 1
89.138.82.206 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/tivs B ock 1
192.116.102.75 |l srael 147.237.72. 166 [aka. i df . i | Vmu;l::ri Id?(.eidl ;\ﬁ;ihn(;(i]i 333 gj\:shefn(:ri cat i onser vi ce. asnx/ get aut huser Bl ock !
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