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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3565
81.218.37.2 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 288
81.218. 241. 26 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 109
77.126.144.139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
212.143.191. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il ock Wdp Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

82. 145. 209. 18 Eur ope 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
67.211. 220. 26 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1
84.108. 57. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
79.177.103. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
31.171.155. 29 A bani a 147.237. 8. 28 e.nobi l e-ks.idf.il |B ock Np Al _ Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry arget Address ‘Site Devi ce Action ‘Oount
46. 19. 86. 23 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 10
79.182.98. 136 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 9
62.210. 115. 133 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Bl ock 8
79. 183. 160. 119 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 5
5.29.127. 137 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 5
79.178. 161. 161 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 4
79.179.179. 1 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 4
212.143.3. 162 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
212.199. 205. 68 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
85. 64. 249. 42 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
199. 30. 24. 142 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the UR B ock 2
37.59. 60. 67 France 147. 237. 72. 166 aka.idf.il C1000074: HTTP. maj estic bot B ock 2
62.210. 115. 133 France 147.237.0. 34 tikshuv.idf.il |Cl000074: HTTP. majestic bot B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

66.249.69.26 [147.237.77.216|lhited Sates |dover.idf.il htt p_i nspect: MJLTI PLE HCG5T HEADERS DETECTED 2
79.178.236.1 [147.237.77. 216l srael dover.idf.il portscan: TP Dstributed Portscan 1
79.177.161. 21 |(147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
59.45.79.117 |147.237.77.178|China e.matpash.idf.il|[ET SCAN Potential SSH Scan 1
213.8.204.56  [147.237.72. 166 |l srael aka.idf.il portscan: TP Dstributed Portscan 1
37.26.147.215 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
198.20.69.98 |147.237.72.14 |Uhited Sates |dover.idf.il (o dET DROP Dshi el d B ock Li sted Source 1
2.54.178.41 147, 237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
176.13.6.0 147, 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
149.78.48.37  |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 114 [147. 237. 76. 86 |Urai ne navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.81.70. 78 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 3. 96 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
59.45.79.117  |147.237.76.31 [China nakchal .idf.il [ET SCAN Potential SSH Scan 1
212.179. 21. 194 (147. 237. 77. 216 |1 srael dover.idf.il portscan: TCP D stributed Portscan 1
31.154.175. 78 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 72. 179. 221 |147. 237. 77. 243 nobi le.idf.il |ET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
110,35 204.39 147 237 0 34 |KOrea Republic |\ o ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
91. 201. 236. 114 |147. 237. 76. 86 |krai ne navy.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
167.114. 156. 16 |Canada 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 90
Sreaming Engine: TCP Invalid i i ssi
87.71. 96. 91 I srael 147. 237.77. 243 |nobi l e.i df . i | 9 =g nval i d segnent retransnission. drop 75
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.208 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransnssion. drop 54
Ret ransnm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 40
Sreaming Engine: TGP Invalid i i ssi
109. 253. 143. 23|I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segment retransmssion. drop 33
Ret ransnm ssi on Packet dropped.
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
167. 114. 156. 16 |Canada 147.237.77.216|dover.idf.il1 |SYN Attack rej ect 30
81.218.37.2 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 27
Sreamng Engine: TCP Invalid i i ssi
176.13.10.221 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
77.87.228. 68 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
46.19. 85. 153 | srael 147.237.76.42 |refuah.icf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 17
212.179.21.194 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 17
2.54.167.111 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 16
81.218.241.26 |Israel 147.237.72. 156 |anan.idf.il  |drop First packet isn't SW drop 14
Sreamng Engine: TP Invalid i i ssi
66.249.66.18  |Lnited Sates |147.237.77.243 |nobile.idf.il 9 =g Inval i d segnent retransnission. drop 12
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.137.207  |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
46.19. 85. 34 I srael 147. 237. 77. 243 |nobil e.i df .i | 9 =g Inval i d segnent retransnission. drop 12
Ret ransn ssi on Packet dr opped.
82. 81. 46. 240 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d sequence nuniber noni t or 11
81.218.37.2 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi
109. 253. 137. 240 i srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Inval i d segnent retransmssion. drop 9
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
212.143.3.162 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 105 I 'srael 147.237.76.42 |refuah.icf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 130 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
212.179.21.194 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence noni t or 8
176.13.10.221 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
37.26.146.189 |l srael 147.237.76.42 |refuah.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 141 I srael 147.237.77. 216 |dover.idf.i| |[Bad TCP sequence Invalid ACK nunber aert 6
62.219. 137.5 | srael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop 6
46. 19. 85. 141 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
2.54.36.85 I'srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
2.54.163.184  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
77.126.144.139 |Israel 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d AGK nunber noni t or 6
185.3.144.109 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
212.235.98.139 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
77.126.144. 139 |lsrael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i ssi
109. 64. 109. 211 I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransnssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
46.19.85.219  |israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransnission. drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 141 I srael 147.237.77. 176 |matpash.idf.i1|Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 105 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval id ACGK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.246  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnssion. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.71.111.214 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
77.127.164.86 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
46.19.85.7 | srael 147.237.0.34 [tikshw.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 229 | srael 147.237.76.31 |nakchal .idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or
. . SYNHAXK retransmit with different .
37.26.148.149 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence vi ndow scal noni t or 5
46. 19. 85. 153 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber aert 5
5.102. 242. 224 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
212.179.21.194 [Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber alert 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4




03-14-2016-15:04:09 to 03-14-2016-16:04:09
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 88 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 101
37.26.146.234 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 61
2.54.58. 232 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 36
37.26.146.231 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
2.54.27.12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 19
37.26.146.255 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 18
87.71.96.91 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 16
2.54.58.70 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 14
37.26.146.135 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 11
37.26.146.208 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
109. 253. 143. 23 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 9
87.71.58. 141 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed Method for Known URL from 87.71.58. 141 [B ock 8
46. 19. 86. 45 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
5.22.130. 72 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LR from5. 22, 130. 72 B ock 4
2.54.137. 207 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 4
46.120. 131. 155 |[Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 46.120. 131. 155 B ock 4
80. 246. 136. 123 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
37.26.146.208 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
176. 13. 16. 58 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 114 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
2.54.137.28 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
46.10.85.108  |israel 147. 237.77. 243 |nobi | e. i df . i | Eﬁ[ﬁ? o T?'Ffsrcﬁgra; icﬁgngi“’)‘gsaz\io"‘%d in B ock 3
37.26.146.183 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
46.120.131. 155 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt:?rélee? , g;‘eggrcﬁzm s/ 1 st chi | ddocument s/ 1362 B ock 2
46. 19. 86. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
87.71.58. 141 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method HEAD for aka.idf.il/nai n/giyus/ general . aspx |Bl ock 2
109. 253. 137. 240|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66. 249. 66. 18 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 2
37.26.146.239 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover. i df .i | Distributed Whaut horized LRL Access on waw idf.il/error.htm Bl ock 2
37.26.146.167 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
46.19. 85. 34 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
208.115.113.84 [Lhited Sates [147.237.77.74 |lawidf.il m“lt;virl ! di‘.??l /Lg‘p_p:tcofzsge; Ol es/ 11381 » B ock 1
5.22.130. 78 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xmrpc. php B ock 1
109. 253. 133. 61 |Israel 147.237.77. 234 |hal ag. i df .i | \;P;rwa{ﬁ;e;t Tope Molation Soerchod ;g' o Bl ock 1
93.172.165.26 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Mil tipl e Unaut horized URL Access from93.172. 165. 26 B ock

46.19. 85. 225 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock
160.229.3.91  |thited Sates [147.237.77.233|atal .idf.il i”f'qi??/j[ [%;68] ](?do‘j&?/réc[t[e;s]' ]” d;l;?([jirlm (23] @ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.19 [nadimatal.idf.il Mal formed URL B ock
37.26.148.149 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
157.55.39.49  |Uited Sates [147.237.0.16  |ny- kosher-kravi.idf.il mu;;_olgszr; g e L e tat Bl ock 1
66. 249. 66. 15 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
176.13. 8. 125 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
2.54.184. 24 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
95. 135. 254. 246 |krai ne 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates |147.237.77.170 |naarachot.idf.il Mil tiple Abnormal |y Long Request from 169.229. 3. 91 Bl ock 1
68.180. 230. 189 [United Sates [147.237.77.216 |dover. i df . il marzﬁJﬁels\_'iacr"/%tgvcg.zasgsxmmi 5 Bl ock 1
37.26.146.234 |Israel 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Gonnection - pen Mde None 1
169.229.3.91  [Uited Sates [147.237.0.17 ][nlnly kosher-kravi.id|,, ple Wnknown HTTP Request Method from 169. 229. 3. 91 B ock 1
46.121.232.50 |Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1

03-14-2016-15:04:09 to 03-14-2016-16:04:09



