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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
167.114.156.16 Canada 147.237.77.216 dover.idf.il DOS-Tool-SwitchbladG dest-reset 3814

192.118.30.102 Israel 147.237.72.167 ishurim.aka.idf.il Anomaly-TLS-renegotiation-Cli dest-reset 203

81.218.241.26 Israel 147.237.72.166 aka.idf.il Anomaly-TLS-renegotiation-Cli dest-reset 167

79.180.193.215 Israel 147.237.77.216 dover.idf.il SYN Flood out of context drop 22

109.253.134.92 Israel 147.237.77.216 dover.idf.il SYN Flood out of context drop 13

46.19.85.106 Israel 147.237.77.216 dover.idf.il SYN Flood out of context drop 5

79.182.178.90 Israel 147.237.77.216 dover.idf.il SYN Flood out of context drop 4

168.235.196.224 United States 147.237.77.216 dover.idf.il JLM_Purple_Con_Limit_Http drop 3

79.183.161.89 Israel 147.237.77.216 dover.idf.il SYN Flood out of context drop 2

0.0.0.0 147.237.77.216 dover.idf.il HTTP Page Flood Attack drop 2

168.235.196.224 United States 147.237.77.216 dover.idf.il JLM_Under_Attack_Con_Http drop 2

31.24.224.216 Saudi Arabia 147.237.76.31 nakchal.idf.il Block_Ntp_All_Net drop 1

148.243.219.134 Mexico 147.237.8.45 e.eitan.idf.il Block_Ntp_All_Net drop 1

46.19.85.67 Israel 147.237.77.216 dover.idf.il SYN Flood out of context drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

5.29.127.137 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 8

62.210.115.133 France 147.237.77.74 law.idf.il C1000074: HTTP: majestic bot Block 8

62.210.115.133 France 147.237.0.34 tikshuv.idf.ilC1000074: HTTP: majestic bot Block 7

62.210.115.133 France 147.237.76.86 navy.idf.il C1000074: HTTP: majestic bot Block 4

109.253.198.23 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 4

62.210.115.133 France 147.237.77.176 matpash.idf.ilC1000074: HTTP: majestic bot Block 3

46.116.134.23 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

85.158.137.195 Europe 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

37.26.149.156 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

207.46.13.141 United States 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

66.249.69.79 Israel 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

157.55.39.122 United States 147.237.0.34 tikshuv.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

46.18.21.108 Palestinian Territory, Occupied147.237.77.216 dover.idf.il 14170: HTTP: Blank User-Agent (descriptor but no string) Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

80.246.130.92 147.237.77.233 Israel atal.idf.il
ET DOS Large amount of TCP ZeroWindow - Possible Nkiller2 DDos
attack

2

78.143.250.165 147.237.76.44 United Kingdom e.refuah.idf.il ET SCAN Potential SSH Scan 1

192.116.233.90 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

54.72.0.55 147.237.77.216 Ireland dover.idf.il portscan: TCP Distributed Portscan 1

113.59.33.61 147.237.76.201 China e.atal.idf.il ET SCAN NMAP -sS window 1024 1

42.116.139.91 147.237.8.28 Vietnam e.mobile-ks.idf.il ET SCAN NMAP -sS window 3072 1

109.67.187.204 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

109.65.183.52 147.237.77.216 Israel dover.idf.il portscan: TCP Distributed Portscan 1

81.218.241.26 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

79.178.135.44 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

78.143.250.165 147.237.76.148 United Kingdom gqcenter.aka.idf.ilET SCAN Potential SSH Scan 1

194.90.15.61 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

78.143.250.165 147.237.76.38 United Kingdom e.e.meitav.idf.il ET SCAN Potential SSH Scan 1

185.110.108.114 147.237.77.216 dover.idf.il portscan: TCP Distributed Portscan 1

46.19.86.182 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

109.160.169.235 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

109.66.74.184 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

93.189.26.18 147.237.0.19 Austria madim.atal.idf.il ET SCAN NMAP -sS window 1024 1

80.246.130.213 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

79.181.218.201 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

78.143.250.165 147.237.76.176 United Kingdom test.ncore.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address
Attacker
Country

Target Address Site Signature Message
Device
Action

Count

109.253.143.23 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 63

167.114.156.16 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 51

80.246.133.233 Israel 147.237.77.234 halag.idf.il Bad TCP sequence
SYN retransmit with different window
scale

monitor 35

80.246.139.105 Israel 147.237.72.156 aman.idf.il Bad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 30

62.0.222.1 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 18

37.26.147.194 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 12

79.180.193.215 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 11

79.176.173.197 Israel 147.237.77.233 atal.idf.il Bad TCP sequence
SYN retransmit with different window
scale

monitor 11

79.180.193.215 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 11

167.114.156.16 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 11

2.52.128.39 Israel 147.237.76.42 refuah.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

2.52.191.172 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 9

109.253.220.123 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 9

185.89.217.232 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 9

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 8

80.246.130.92 Israel 147.237.77.233 atal.idf.il Bad TCP sequence Invalid ACK number monitor 8

46.19.85.128 Israel 147.237.0.34 tikshuv.idf.ilBad TCP sequence Invalid ACK number monitor 8

80.178.144.80 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 7

80.246.130.92 Israel 147.237.77.233 atal.idf.il Bad TCP sequence Invalid ACK number alert 7

168.235.196.224 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 6

5.22.135.205 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.19.85.67 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 6

212.235.103.203 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

31.168.81.65 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

185.27.106.104 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

195.200.205.34 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.19.86.44 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number alert 6

46.19.86.44 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 6

87.71.111.214 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

37.26.149.212 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

84.228.170.65 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

85.65.112.227 Israel 147.237.76.42 refuah.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.64 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number alert 5

46.19.85.128 Israel 147.237.0.34 tikshuv.idf.ilBad TCP sequence Invalid ACK number alert 5

79.180.193.215 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 5

185.32.179.253 Israel 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 5

46.19.85.64 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 5

80.178.144.80 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 5

46.19.86.158 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

80.178.144.80 Israel 147.237.77.216 dover.idf.il Bad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 4

46.19.85.132 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 4

167.114.156.16 Canada 147.237.77.216 dover.idf.il SYN Attack reject 4

46.19.85.64 Israel 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number monitor 4

168.235.196.224 United States 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.19.85.200 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

109.64.221.172 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

46.19.85.64 Israel 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number alert 3

2.52.190.96 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

84.94.222.156 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

200.144.94.23 Brazil 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 3
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

109.253.158.151 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 58

46.19.85.201 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 31

109.253.143.23 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 26

2.52.44.105 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 23

109.253.214.85 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 19

2.52.191.52 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 13

109.253.137.240 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/nekudot/index Block 7

77.232.50.128
Russian
Federation

147.237.77.74 law.idf.il Multiple Unauthorized URL Access from 77.232.50.128 Block 5

2.54.184.24 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 4

176.13.6.20 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

104.196.0.90 United States 147.237.77.216 dover.idf.il Distributed Unknown HTTP Request Method Block 3

46.19.85.200 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

2.54.37.86 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

109.253.137.240 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

109.253.214.199 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

46.19.85.88 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

79.177.157.144 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 2

212.76.104.176 Israel 147.237.77.176 matpash.idf.il
Unauthorized URL Access to
www.cogat.idf.il/templates/shared/usercontrols/promotioncube/

Block 2

109.190.123.229 France 147.237.77.216 dover.idf.il Distributed Malformed URL Block 2

109.190.123.229 France 147.237.77.216 dover.idf.il Distributed Unknown HTTP Request Method Block 2

37.26.148.206 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 2

185.89.217.232 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 2

104.196.0.90 United States 147.237.77.216 dover.idf.il Distributed Malformed URL Block 2

81.218.202.120 Israel 147.237.77.74 law.idf.il
Parameter Type Violation Master$Header1$ucHeaderSearch$txtSearch in
www.law.idf.il/657-he/patzar.aspx

Block 2

212.150.112.56 Israel 147.237.77.216 dover.idf.il

Illegal HTTP Version
[[#11]]!ú»[[#30]]Þ˜†o[[#12]]$-àý®[[#7]]á[[#21]]ðÃ[[#0]]tüÙÓ®”à[[#21]]
€±:Í̧ *†Ç£j[[#15]]l[[#0]]ËZ¦À[[#27]][[#11]]ô†#011Ò[[#3]][[#8]][[#21]]}7
R’D~¥ÐÅÃrÏ¿5¨[[#31]]û–Éó[[#24]][[#7]]w%[béëªG[[#18]]ÃË[[#27]]-WÆ[[
#7]]élM»áìÇðjì±4),~7#Y»e[[#30]]ÛcòÐUâ[[#18]]%ä•äó“ï.®„¬[[#25]]@É([[
#0]]ô½…kd¨i:[[#28]](ˆÐZœ7[[#20]]v¯„f€Þ˜^Ø([[#4]]©Obî~¦ÿ!u[[#1]][[#1
5]]ò–[[#20]]a3,´,Gf[[#23]]oULNnb¯[[#18]]£x#…1

Block 1

169.229.3.91 United States 147.237.76.30 himush.idf.il Abnormally Long Request method Block 1

66.249.66.21 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

37.26.149.150 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/sip_storage/files/ Block 1

169.229.3.91 United States 147.237.76.31 nakchal.idf.il Distributed Abnormally Long Request Block 1

81.218.241.26 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 81.218.241.26 Block 1

212.150.112.56 Israel 147.237.77.216 dover.idf.il

Unknown HTTP Request Method
u–k‹Nƒáâ¨®Ó5t+VØHz[[#7]]·md[[#6]][[#5]][[#8]]‚pÿã¤aU$Ò½¹Eæ—§ˆã
à;–•[[#18]]3§¦Á%#ÂkÌò‹·Ã{³ú:£Ó;[[#17]]è•>ˆ1[[#31]]C¨Éø8ðq^ÏÁö“
À•C±[[#2]]•¶[[#6]] /F•(ÈpQ]¬ÞÚÄÖßà¯¹îü[[#6]]OîNE¼T[[#14]])[[#15]]³E
_ò6?Be8ƒ®F¤3“Ë in URL ¾ֹ[[#30מu®]][[71#]]׳•µײÞ7_p»weq\™

Block 1

212.150.112.56 Israel 147.237.77.216 dover.idf.il Illegal Byte Code Character in Header Name ́ GA Block 1

2.54.20.33 Israel 147.237.76.42 refuah.idf.il
Distributed Unauthorized URL Access on
147.237.76.42/1518-he/refuah.aspx

Block 1

109.253.220.123 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

66.249.64.180 Israel 147.237.0.16
my-kosher-kravi.i
df.il

Unauthorized URL Access to
www.my-kosher-kravi.idf.il/webresource.axd

Block 1

200.119.246.42 Chile 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/894-en/idfgdover.aspx Block 1

109.160.164.206 Israel 147.237.77.234 halag.idf.il
Distributed Unauthorized URL Access on
147.237.77.234/images/shared/bullet1.gif

Block 1

104.196.0.90 United States 147.237.77.216 dover.idf.il Distributed Illegal Byte Code Character in Method Block 1

46.19.85.91 Israel 147.237.77.234 halag.idf.il
Distributed Unauthorized URL Access on
147.237.77.234/images/shared/bullet1.gif

Block 1

169.229.3.91 United States 147.237.77.216 dover.idf.il Distributed Illegal Byte Code Character in Method Block 1

169.229.3.91 United States 147.237.76.30 himush.idf.il
Illegal Byte Code Character in Method
®[[#15]]Ú£Qð%\[[#31]]´G]uÁæ•ØE(†ù˜

Block 1

79.179.165.100 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

212.150.112.56 Israel 147.237.77.216 dover.idf.il Malformed URL ¾ֹ[[#30מu®]][[71#]]׳•µײÞ7_p»weq\™ Block 1

5.29.86.183 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

66.249.73.217 Israel 147.237.76.86 navy.idf.il Unauthorized URL Access to navy.idf.il/giyus/forum/asp/showforum.asp Block 1

212.117.140.170 Israel 147.237.72.166 aka.idf.il
Unknown Parameter amp;t in
www.aka.idf.il/main/kapatz/scriptresource.axd

None 1

176.13.7.151 Israel 147.237.76.42 refuah.idf.il
Distributed Unauthorized URL Access on
147.237.76.42/1518-he/refuah.aspx

Block 1

104.196.0.90 United States 147.237.77.216 dover.idf.il

NULL Character in Method
[[#0]][[#0]][[#6]][[#4]][[#0]][[#0]][[#0]][[#0]][[#0]][[#0]][[#4]]@[[#0]][[#
0]][[#0]][[#0]][[#0]][[#4]][[#8]][[#0]][[#0]][[#0]][[#0]][[#0]]@[[#0]][[#0]][
[#0]][[#0]][[#0]][[#5]][[#2]][[#0]][[#0]][[#0]][[#0]][[#1]]€[[#0]][[#0]][[#7
]][[#0]][[#0]][[#0]]&[[#1]]%[[#0]][[#0]][[#0]][[#1]][[#0]][[#0]][[#0]][[#0]][
[#0]]‚„‡AˆñãÂæ’UÍGS[[#3]]*/*z•ªiÒšÄÀWmp•[[#7]][[#31]][[#0]][[#
0]][[#11]][[#1]]%[[#0]][[#0]][[#0]][[#3]][[#0]][[#0]][[#0]][[#1]][[#0]]‚„‡
À¿¾[[#0]][[#0]][[#11]][[#1]]%[[#0]][[#0]][[#

Block 1

37.26.149.204 Israel 147.237.77.234 halag.idf.il
Distributed Unauthorized URL Access on
147.237.77.234/images/shared/bullet1.gif

Block 1

169.229.3.91 United States 147.237.76.31 nakchal.idf.il Distributed Illegal Byte Code Character in Method Block 1
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