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03-14-2016-13:04:03 to 03-14-2016-14:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3542
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 381
81.218. 165. 186 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets dr op 3

82. 145. 209. 77 Eur ope 147.237.77. 216 dover.idf.il Block Ip Véb In drop 3

81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il Bl ock_Up Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
47.89.54.70 Canada 147.237.0. 34 tikshuv.idf.il JLM Under At tack_Con_Tcp drop 2

198. 20. 69. 74 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
31.171.155. 29 A bani a 147.237.77. 74 lawidf.il Bock Np Al Net drop 1




03-14-2016-13:04:03 to 03-14-2016-14:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site |S gnat ure Devi ce Action |C0unt
46. 19. 86. 47 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 9
93.172.161. 116 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 8
62.210. 115. 133 France 147. 237.72. 166 aka.idf.il C1000074: HITP. maj estic bot B ock 8
81.218. 251. 251 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 8
84.228.249.5 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 8
85. 250. 6. 179 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 8
46. 19. 86. 44 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 7
82.166. 159. 241 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 6
80. 246. 130. 84 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 6
80. 246. 130. 255 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 6
5.29.134. 176 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 4
62.210. 115. 133 France 147.237.72. 167 ishurimaka.idf.il [Cl000074: HTTP. majestic bot B ock 2
46.19. 86. 179 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 2
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Bl ock 2
66. 249. 69. 79 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 1




03-14-2016-13:04:03 to 03-14-2016-14:04:03

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

80. 246. 137. 161 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 119 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 60 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 144. 212 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
98. 119. 105. 221 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
82. 200. 142. 180 147.237.8. 14 Kazakst an e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
80. 246. 139. 87 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
79.176. 173. 215 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 101 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.139.27.231 147.237.72. 166 Net her | ands aka idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 90. 106 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
147. 236. 138. 213 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 117. 205 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
82. 200. 142. 180 147.237. 8. 14 Kazakst an e.orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
82. 81. 99. 68 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1




03-14-2016-13:04:03 to 03-14-2016-14:04:03

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

Ret ransm ssi on

Packet dropped.

132.64.55.176 |l srael 147. 237. 76. 200 |eitan. aka. i df .i | > dro 285
Ret r ansni ssi on Packet dropped. P
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 99
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 38
149. 202. 68. 6 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i ||SYN At t ack SYN - > SYN-ACK -> RST rej ect 26
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 23
a1.254.8.179 |} bya‘i”ri”;:b 147.237.77. 216 |dover. i of . drop First packet isn't SWN drop 23
149. 202. 68. 6 Ger many 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 22
Sreaming Engine: TGP Invalid i i ssi
109. 65. 120. 105 |I srael 147.237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. | 21
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
195. 200.205.2  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segent retransmssion. 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 44 I'sr ael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 12
46. 19. 85. 101 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 11
46. 19. 85. 101 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
. . SYNretransmt wth different .
109. 253. 201. 170|l srael 147.237.77. 234 |hal ag.i df il Bad TCP sequence wi ndow scal e nonitor |9
5.102. 220. 17 | srael 147.237. 72. 156 |anan.i df .i | drop SAMrul e drop 8
212.179.21.194 |[Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Invalid ACK nunber alert 7
149. 202. 68. 6 Ger many 147. 237. 72. 156 |anan. i df . i | SYN Attack rej ect 7
Sreaming Engine: TGP Invalid i i ssi
2.54. 25. 180 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
212.143.120. 166|l srael 147.237.76. 31 |nakchal .idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
2.52.45. 57 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
2.54.149. 37 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.170.84 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
2.54.163.184  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 129. 50 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.182. 145. 254 |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
41.252. 242. 47 'J" by""i”rip;:b 147. 237. 77. 216 |dover.i df . i | drop First packet isn't SIN drop 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
37.26.148.252 |lsrael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 240 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
reamn ine: TCP Invali i i ssi
212.76.106.72 |Israel 147, 237.76. 200 [ei tan aka i o 1 [} €M NG Engine: TCP Invalid invalid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 4
109. 65. 243.78  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 199 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |4
reaming BEngine: TCP Invali i i ssi
109. 64. 237. 195 |I srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id - invalid segnent retransmissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
37.26.149.128 |Israel 147.237.72. 167 |i shuri maka. i of . | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
185.32.179. 132 |israel 147.237.77. 243 |rvi e i i1 | SAMNg Enginer TCP Invalid - finvalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
46.19.85.194  |israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.179. 147. 171 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 253. 132, 202I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
37.26.149.248 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
37.26.147.208 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
84.108. 222. 228 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.60  |israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.183.165.28 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
109.65.19.91  [israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
2.52.190.181  |Israel 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3




03-14-2016-13:04:03 to 03-14-2016-14:04:03

Attacker Address [Attacker Gountry |Target Address

dte

Signature

178.63.105. 85  [Ger many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop
Sreanmng Engine: TCP Invalid i i ssi

79.180. 146.76 |l srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

176.13.10.226 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |

Ret ransm ssi on

Packet dropped.




03-14-2016-13:04:03 to 03-14-2016-14:04:03

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
2.52.155. 165 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode B ock 66
2.52.128.83 I srael 147.237.0.19 |nmadimatal .idf.il |[Dstributed Suspicious Response Code B ock 54
46.61.12. 131 Russi an Federation |147.237.72.166|aka.idf.il PHP Att enpt B ock 6
212.199. 57. 197 |lsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 6
46.61.12.131 Russi an Federation |147.237.72.166|aka.idf .il Ml ti pl e Unaut hori zed URL Access from46. 61.12. 131 B ock 5
2.52.44.23 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 5
46. 19. 86. 34 | srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode B ock 4
37.26.148.234 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 4
37.26.146.231 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 4
212.143. 120. 166l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod Bl ock 3
46.19. 86. 185 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 175. 109. 156 if;;:oi?ia 147.237.76.200|ei tan. aka. idf .i|  |Distributed PP Attenpt B ock 3
149. 78. 255. 123 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 175. 109. 156 if;'egoi?ﬂa 147.237.76.200|ei tan. aka. i df .i]  |Uhauthorized URL Access to ww eitan. aka.idf.il/xmrpc. php B ock 3
80. 246. 136. 5 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.59. 31 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
212. 143. 120. 166|l srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 212. 143. 120. 166 B ock 3
46. 19. 86. 160 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
176.13.19. 51 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.52. 44. 105 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
87. 69. 62. 227 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. idf.il/nain/giyus/ Bl ock 2
169. 231.77.118 |lnited Sates 147.237.77.216|dover . i df . i Untraceabl e SSL Sessi ons: Qpen Mvde None 2
37.26.148.182 [Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.146.207 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
46.19. 85. 44 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
82.166.91.130 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
2.54.147.180  |israel 147.237.76.42 |refuah.idf.il i;t ;;?}’;gﬂ;g”;lhgsiﬁaerdedlﬁ‘e :e‘“;cissss on B ock 1
109. 67. 102. 154 |l srael 147.237.77. 216 |dover . i df . i | mir&éﬁ'ﬁﬁ:ﬁ“}miifﬁi Iu/1 Access on B ock 1
79.182. 15. 97 I 'srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
180. 245. 165. 210|1 ndonesi a 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
109. 253. 201. 170I srael 147.237.77. 234|hal ag. i df . i | 1D4§t ;';;“;‘;dZﬁffmggsfziaglﬁﬁﬁ 1‘_’; . Bl ock 1
37.26.148.163 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
2.54.40.94 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 2. 54. 40. 94 B ock 1
217.69. 133. 242 [Russian Federation |147.237.72. 166 |aka. i df . il chaut horl ;f?lfgpicoisaz;?iIes/5/69385. o Bock |1
195.200.205.2 |l srael 147.237.72. 166 |aka. i df . i | :)L'rigeasj ' i?‘ﬂ;gfﬁﬂgﬁ;&;&&%{ fm’j "V kapat 2/ /1 es#012 Bl ock 1
66.249.65.112 I srael 147.237.76.42 |refuah.idf.il ﬂ?utzggr ;é.egZ/Lg_pfgfsrszgélofi | es/ 0/ si ze100x0/ 2430. j pg Bt ock !
46.19. 85. 121 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
31.154.19.5 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from31.154.19.5 B ock 1
80. 246. 130. 139 |l srael 147.237.77. 216 |dover.i df.i |l D stributed Unaut horized LRL Access on waidf.il/error. htm Bl ock 1
212.179.21.194 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/ B ock 1
185. 25. 151. 159 |Pol and 147.237.0.15 |kosher-kravi . i df.il|Uauthori zed URL Access to testp3. pospr.waw pl /test proxy. php |B ock 1
87.70.60.114  |israel 147. 237.72. 156 |anan. i df . i | mu;ﬂiizfamfﬁfmom. S B ock 1
2.54.40.94 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/gius B ock 1
198. 20. 69. 74 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to www idf.il/tenpl at es/ honepage/ B ock 1
176.13.10. 170 |Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
2.52.128. 130 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
212. 179. 146. 134 srael 147.237.77. 216 [dover . i df . i | For e ot Eyﬁag.ﬂeefégcefelﬂfeﬂ " Bock |1
185. 49. 14. 190  |Pol and 147. 237.76. 39 Im)bl le.neitay. idf.i Lhaut hori zed URL Access to testp3. pospr.waw pl /testproxy. php |B ock 1
149. 88. 205. 189 |Israel 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
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