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M 167. 114. 156. 16
2.54.39. 168

I 2.54.157. 212
212.199. 57. 197

2. 54.5.201

M 109. 253. 218. 13

[ 141.0.15. 36

M 109. 253. 206. 45
37.26. 149. 154

M 176.13.11. 172




03-14-2016-12:04:00 to 03-14-2016-13:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3376
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |B ock Udp All Nets drop 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock UWp Al Nets drop 3

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - reset 1




03-14-2016-12:04:00 to 03-14-2016-13:04:00

|Top Attackers In IPS|

|At tacker Qountry

Attacker Address

Target Address

|Site

‘Sgnature

Devi ce Action |Count

123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
80. 246. 133. 233 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
176.13.17. 164 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
93.173. 157. 198 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 3
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2




03-14-2016-12:04:00 to 03-14-2016-13:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
197. 163. 25. 104 147.237.77. 216 Egypt dover.idf.il portscan: TCQP Distributed Portscan 1
192. 187. 104. 202 147.237.0. 17 Lhited Sates m ny- kosher -kravi . i df . i ET SCAN Potential SSH Scan 1
176. 13. 10. 197 147.237. 72. 166 I srael aka.idf.il portscan: TGP Distributed Portscan 1
79.176. 61. 157 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.56. 170 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
188. 120. 148. 150 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67. 163. 189 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.176. 11. 229 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1




03-14-2016-12:04:00 to 03-14-2016-13:04:00

|Top Attackers In FW |

At acker

Ret r ansm ssi on

Packet dropped.

count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 74
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 39
141.0. 15. 36 Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
reamn ine: TCP Invali i i ssi
109. 253. 206. 45 || srael 147.237. 77, 243 |t Ve i1 | €M g Engine @ Invalid Invalid segnent retransmssion. drop 24
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.11.172 |israel 147. 237. 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion drop 21
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 253. 218. 13 |I srael 147.237. 77, 243 |roti Ve i1 | €M g Engine @ Invalid Invalid segnent retransmssion. drop 21
Ret ransni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 19
reamng BEngine: TCP Invali i i ssi
176.13.20.78 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.10.192 |israel 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion drop 12
Ret ransmi ssi on Packet dropped.
147.236.33.7  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi
79.176.43.224 |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 12
Ret ransni ssi on Packet dropped.
81. 218. 66. 107 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 12
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 158. 21 |I srael 147.237. 72. 166 |aka. i df . g =g Invalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
37.26.149. 154 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
37.26.147.176 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80. 246. 136. 171 [ srael 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.87.149 |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret ransni ssi on Packet dropped.
37.26.149. 154 |[lIsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TQP Invalid i i SSi
62.219. 230. 79 |Israel 147, 237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.167.208 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
87.71.25.120 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
37.26.149.221 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 5
5.22.135.137 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 5
178.63. 105. 85 |Ger many 147.237.8.45 |e.eitanidf.il [drop SAMrul e drop 5
178. 63. 105. 85 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 5
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
87.69.36.210 |Israel 147.237.72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.149. 154 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
31. 210. 186. 157 |l srael 147.237. 77. 216 [dover. i df il Bad TCP sequence I'nvalid ACK nunber noni t or 4
37.26.149. 154 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invali d sequence nunber noni t or 4
46.19.85.126  [Israel 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
188. 120. 154. 95 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
217.194. 203. 52 |I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
84.109. 24. 41 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
reamng BEngi ne: TCP Invali i i ssi
31.168.87. 253 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 65. 213. 164 |1 srael 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.179.3.227 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
185.32.179.92 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop
37.26.149.221 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
Sreaning BEngine: TQP Invalid i i SSi
37.26.146. 208 |Israel 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.8.200 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.219 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80.179.9.2 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
2.54.4.63 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.71.31.75  |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
176.13. 20. 225 |israel 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
185.32.179.92 |lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TQP Invalid i i Ssi
132. 64. 26.198 |l srael 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3




03-14-2016-12:04:00 to 03-14-2016-13:04:00

At acker
CGountry

Target Address |Ste Signature

Sreamng Engine: TCP Invalid Invalid segnent retransnission.

109. 64. 213. 126 |l srael 147.237.72. 166 |aka.idf il .
Ret ransm ssi on Packet dr opped.

drop 3




03-14-2016-12:04:00 to 03-14-2016-13:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.39.168 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 139
2.54.157. 212 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 120
212.199.57.197 [israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 86
2.54.5.201 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 39
109. 253. 218. 13 |l srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock
46.19. 85. 239 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
31.168.11.194 | srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rélee? . g‘eggrcyisemztesn <t ohi | ddocunent </ 1362 B ock 4
46.19. 86. 152 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
37.26.148.252 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock
85.116.228.4  [Italy 147.237. 77. 176 |nat pash. i df . i | m“é:;arli.f?. fﬁsipﬁfﬁf atg:/ {11 e/ 6/ 4616, pg Bl ock 3
207.46.13.105 [lnited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 3
63.121. 77. 30 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/894-en Bl ock 2
46. 19. 85. 162 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
62.219.44.190 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/main/miluim B ock 1
207.46.13.105 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 207.46. 13. 105 B ock 1
157.55.39. 112 [thited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
37.26.148.201 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
81.199.120.27 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
217.194. 207. 24 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249. 65. 115 I srael 147.237.76.42 |refuah.idf.il ﬂ?”tzggr'?gegzﬁpfgfgfjg;ﬂl | es/ &/ si 26100X0/ 2808, | pg Bl ock 1
192. 115. 215. 60 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/ B ock
37.26.146.154 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
109. 253. 134. 2321 srael 147.237.77.233|atal .i df .i | iy 230 19, 259 142 el at ol e B ock 1
67.212.188.11 |[nited Sates [147.237.72.166|aka.idf.il Uhtraceabl e SSL Sessi ons: Qpen Mvde None 1
207.46.13.160 |Wnited Sates [147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 207. 46. 13. 160 B ock 1
176. 13. 0. 105 | srael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to wan cogat . i df.il/894-ar B ock 1
37.26.148.220 |[Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mvde None 1
82. 36. 3. 46 LK!iﬂr:gegom 147.237.77.216|dover. i df . il O stributed Suspicious Response Code Bl ock 1
66.249.65.179 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waw atal .idf.il/894-he Bl ock 1
199. 30. 25. 81 Lhited Sates |147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
37.26.146.208 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 211. 69 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qde Character in Header Nane |f-Nb Mozillaf.il B ock 1
68.180.230.189 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin waw i df . il/1133-ar/ dover. aspx B ock 1
66.249.64.13  |Israel 147. 237. 72. 166 |aka. i df . i | e et for ;e;uﬁeﬁgf:lffa‘s’gx Bl ock 1
212.183.128. 164 Eiqir:gegom 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
Unknown Paraneter docld in
176.13.10.192 |Israel 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. g |[None 1
if
5.156.118. 205 |Romani a 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1238- he/ r ef uah. aspx B ock 1
46.19. 86. 206 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46. 13. 65 Lhited Sates [147.237.0.34 [tikshuv.idf.il |Paraneter Type Molation catld in wwwtikshuv.idf.il/site/contactus.aspx |B ock 1
37.26.147.176 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
109. 253. 211. 69 |l srael 147.237.72. 166 |aka. i df . i | Mal f ormed HTTP Header Line 17 B ock 1
77.75.77. 11 (Fz;;%ri . 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wam i df . i1/ page/ 28/ B ock 1
2.52.191. 217 I srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
66. 249. 64. 37 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
185. 49.14.190 |Pol and 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to test p4. pospr.waw pl /t est proxy. php B ock 1
5.156.118.205 [Romani a 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to www cogat.idf.il/xnirpc. php B ock 1
87. 69. 62. 227 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka.idf.il/mai n/ gi yus/ Bl ock 1
66.249.75.16  |Israel 147.237.76.42 |refuah.idf.il ﬂ?“tzg(?’r ;éégz?pfgfgf;g;ﬁi | es/ /i 26100X0/ 3471 pg Bl ock 1
62.219.44.190 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 62. 219. 44. 190 B ock 1
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