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03-14-2016-08:04:06 to 03-14-2016-09:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3438
31.168. 218. 41 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
103. 235. 242. 51 Chi na 147.237.0. 33 idf.il L4 Source or Dest Port Zero drop 3
81.218. 56. 245 I srael 147. 237.72. 167 ishurimaka.idf.il |[Block Wdp All Nets drop 3
103. 235. 242. 51 Chi na 147.237. 8. 45 eeitanidf.il L4 Source or Dest Port Zero drop 3

81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 3
103. 235. 242. 51 Chi na 147.237.8. 50 e. tikshuv.idf.il L4 Source or Dest Port Zero drop 2
103. 235. 242. 51 Chi na 147.237.0.19 nadi matal .idf.il L4 Source or Dest Port Zero dr op 2
103. 235. 242. 51 Chi na 147.237.77. 235 svivaidf.il L4 Source or Dest Port Zero drop 2
103. 235. 242. 51 Chi na 147.237.77. 227 e hanaz.idf.il L4 Source or Dest Port Zero drop 2
184. 105. 139. 106 Lhited Sates 147.237.77. 170 naar achot . i df .i | Block Np Al Net drop 1
103. 235. 242. 51 Chi na 147.237.77. 234 hal ag.idf.il L4 Source or Dest Port Zero drop 1
103. 235. 242. 51 Chi na 147.237.77.212 e. dover.idf.il L4 Source or Dest Port Zero drop 1
103. 235. 242. 51 Chi na 147.237.77.216 dover.idf.il L4 Source or Dest Port Zero dr op 1




03-14-2016-08:04:06 to 03-14-2016-09:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘S gnature Devi ce Action |Count
2.54.40.76 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 18
80. 246. 133. 218 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
123.126.113.154  |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5
82.81.101. 177 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
82.81.101. 178 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 64. 185 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1




03-14-2016-08:04:06 to 03-14-2016-09:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature \Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il [Tehila - Perl LW wth fake user agent 2
217.21.4.68 147.237.77. 216 Pal estinian Territory, QGcupied dover.idf.il |ET SCAN NVAP -sA (2) 2
93. 189. 26. 18 147.237.72. 217 Austria eidf.il ET SCAN NVAP -sS wi ndow 1024 1
37. 46. 38. 194 147.237.77. 216 I srael dover.idf.il |portscan: TCP DO stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il [portscan: TGP D stributed Portscan 1
42.112. 16. 126 147. 237.76. 42 M et nam refuah.idf.il [ET SCAN NVAP -sS w ndow 1024 1




03-14-2016-08:04:06 to 03-14-2016-09:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 78
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 25
2.54.51.187 | srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 21
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack rej ect 16
s SWNretransnmit wth different .
79.176.172.83 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence vi ndow scal noni t or 15
2.54.97.171 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 12
2.54.16. 57 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.54.97.171 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
66.102.9.3 Lhited Sates |147.237.76.202e.halag.idf.il |Geo-1 ocati on enforcenent Geo- | ocati on i nbound enforcenent |drop
Sreamng Engine: TCP Invalid i i ssi
37.26.148.242 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.52.14. 85 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.4.85 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
37.26.147.163 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
2.54.16. 57 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
178.63.105.85 |Ger many 147.237.76.38 |e.e.meitav.idf.i|dr op SAMrul e drop
2.54.16.57 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
192.114.2.35  |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.16.57 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 6
46.19.85.84  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmt with different | oniior |6
w ndow scal e
84.108.79.212 |lsrael 147.237.76.42 |refuah.idf.il |drop First packet isn't SYN drop 6
2.54.51. 187 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.51.187 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nuniber noni t or 5
2.52.14.85 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval id ACK nunber noni t or 5
2.52.14.85 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 5
2.54.51.187 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.51.187 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber alert 5
2.52.14.85 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
66.249.93.252 |lhited Sates [147.237.76.202|e.halag.idf.il [Geo-1 ocati on enfor cenent Geo- | ocati on i nbound enforcenent |drop 4
2.52.14.85 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval id ACK nunber alert 4
37.26.148.138 |[lIsrael 147. 237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
62. 0. 206. 1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
178.63.105.85 |Ger many 147.237.76. 176 [test. ncore. i of . i|dr op SAMrul e drop 4
66.249. 93. 252 |l srael 147.237.76.202|e.hal ag.idf .i| |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 3
Sreaning Engine: TGP Invalid i i ssi
87.70.89.129  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
37.26.146.220 |[Israel 147. 237.77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.176.182.8  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.64.2.236  |Israel 147.237.72. 166 |aka. i df . 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 201. 180 i srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.71.122.131 |israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13. 4. 84 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
62.0.73. 58 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 67.30. 149 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
81.218.185.7  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.52.184.201  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.174  |Israel 147.237.72. 166 |aka i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.166.22.37  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.16.2 I srael 147.237.72. 166 |aka. i df . 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 238. 178 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 185 I 'srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.6. 18 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 195
109. 253. 146. 202/l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
46.19.86. 78 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 6
81.218.241.26 |lsrael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 81.218. 241. 26 Bl ock 5
118.193. 137. 94 [China 147.237.77.176 |nat pash. i df .i|  |Miltiple Wauthorized URL Access from 118.193. 137. 94 B ock 3
46.19. 86. 235 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
185.32.179.20 |Israel 147.237.0.19 |nadimatal .idf.i|{Ostributed Suspicious Response Code Bl ock 3
80. 246. 136. 218 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 130. 133 I srael 147.237.76.42 |refuah.idf.il  [Erameer e Molat fglg_tr";()rs?:;h‘frzszxace"b' der 13txt LastNare in Bock |3
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on ww idf.il/error. htm B ock
46. 210. 205. 184 |Israel 147.237.77. 216 |dover.idf .i | Distributed Whaut horized URL Access on wwidf.il/error. htm B ock
80. 246. 130. 139 |l srael 147.237.77. 216 |dover . i df .i | Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock
212.199. 108. 138|i srael 147.237.72. 166 |aka. i df . i | m“;::ri' dzfl?l')bn;hsfszfgr /f:;msarchi ve. aspx Bl ock 2
46.117.110.21 |Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
173.254.236.52 |nited Sates [147.237.76.86 |navy.idf.il PHP At enpt Bl ock 2
101.222.162.0 [India 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mvde None 2
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
46.19.86.46  |Israel 147.237.77. 234 |hal ag. i df . i | ?4‘? rz';;“;‘;dzgﬂmggsfzflaﬁlﬁﬁz f;i . Bl ock 1
84. 108. 4. 69 I srael 147.237.72.166 |aka. i df . i | m”;?i?fﬂfgalgnmfrgfmm in None 1
66.249.83.155 |[lIsrael 147.237.77.216|dover.i df .i | Distributed Wauthorized URL Access on wwidf.il/error. htm B ock 1
46.121.66.197 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for waw aka. i df . il /mai n/ sachar/ fag. aspx B ock 1
17.142.156. 171 |Uhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
80. 246. 130. 133 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
208.115.113.89 |thited Sates [147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
157. 55. 39. 70 Lhited Sates [147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/giyus/ ganda/ defaul t. asp None 1
2.54.6.46 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/mai n/ hone/ gi yus. aspx B ock 1
87.69.158.111 |[Israel 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
66.249.83.161 |Israel 147.237.77. 216 |dover.idf .i | Distributed Whaut hori zed URL Access on wwvidf.il/error. htm B ock 1
176.13.22.193 |[lIsrael 147.237.77. 216 |dover. i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/images/ 1. he/t opcap. gi f B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
173.254.236.52 |[nited Sates [147.237.76.86 |navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 173. 254. 236. 52 Bl ock 1
2.54.18. 62 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/valtam B ock 1
87.69.158.111 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
79.176.172.83 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1274- he/ at al . aspx Bl ock 1
60. 249, 218. 109 |[Tai wan 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to www i df . il/894-en/ i df gdover. aspx B ock 1
118.193.137.94 |Chi na 147.237.77. 176 |nat pash. idf.il mu(t::g;tl-ziz(: .??;tgcmc)leztseéloshar ed/ user cont r ol s/ header upper / Bl ock !
37.26.146.255 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
217. 194. 206. 108|l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.75.8 |Israel 147.237.76.42 |refuah.idf.il ﬁ‘;‘“tzg?r;éejz}g‘p fcstcoersasg;/(;i s/ 8/ si 26100X0/ 3468, i { Bock |1
2.54.49. 156 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80. 179. 9. 115 I srael 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wawuidf.il/en B ock 1
190. 148. 39. 136 |Quateral a 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.65. 174 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf .i | Distributed PHP Attenpt B ock 1
46.19.85.7 I srael 147.237.76.31 |nakchal .idf.il Paraneter Type M ol ation search i n waw nakhal . i df . il/1072- he/ nakhal . aspx |Bl ock 1
66. 249. 75. 24 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhauthorized URL Access from 66.249. 75. 24 B ock 1
46.117. 160. 243 |Israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw i df.il/navy. B ock 1
173.254.236.52 [Lhited Sates |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to v navy. i df.il/wp-1ogin. php B ock 1
2.54.170. 165 | srael 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
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