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03-14-2016-07:04:03 to 03-14-2016-08:04:03

|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3775
37. 26. 148. 220 | srael 147.237.72. 156 anan.idf.il |TGP handshake viol ation, first packet not syn dr op 2




03-14-2016-07:04:03 to 03-14-2016-08:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count

123.126.113.154  |China 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der B ock 5




03-14-2016-07:04:03 to 03-14-2016-08:04:03

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 75. 215 147.237.77. 170 Lhited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 2
220.231. 195. 122 147.237.8.50 Chi na e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.102. 48. 194 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
42.116.139. 91 147.237.72. 166 M et nam aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
42.116.139.91 147.237. 72. 166 M et nam akaidf.il ET SCAN NVAP -f -sS 1
37.26. 149. 224 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
218.246.0. 97 147.237.8. 28 Chi na €. nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 194 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.183. 37. 159 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
45. 35, 64. 142 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
42.116.139.91 147.237. 72. 166 M et nam akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.68. 122 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1




03-14-2016-07:04:03 to 03-14-2016-08:04:03

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 51
Sreamng BEngine: TCP Invalid i i ssi

31.168. 239. 154 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransnission drop 18
Ret r ansm ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18

31.168. 239. 154 |Israel 147.237.76. 200 |eitan. aka.idf.il |drop First packet isn't SWN drop 12

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 9

2.54. 48. 49 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

138.134.192. 10 |lIsrael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

82.81.37.92 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanmng Engine: TCP Invalid i i ssi

87.71. 6. 167 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreanming Engine: TCP Invalid i i ssi

109. 64. 41. 228 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3

reaming BEngine: TCP Invali i i ssi

176.13.7.72 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.

2.54. 48. 49 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi

109. 64. 124.80 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.

2.54.48. 49 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert

46.121. 206. 205 |Israel 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect

reaming BEngine: TCP Invali i i ssi

46.19.85.179  |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.

109. 64. 237. 208 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 123 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert

84.94.180. 12 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng BEngine: TCP Invalid i i ssi

79.176.53.57  |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.

178.63.105.85  |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi

5.28.172.229  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

2.54.48.49 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid

2.54. 146. 135 | srael 147.237.72.166 |aka.idf .il Checksugm 9 Inval i d checksum Packet dropped. |drop 3
Sreaming Engine: TGP Invalid i i ssi

46.19.85.198  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.

46.19. 85. 123 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng BEngine: TCP Invalid i i ssi

79.180. 134. 193 I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi

94.159. 150. 139 i srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

2.54.48. 49 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier noni t or

80.246.137.31 |[lIsrael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

212.199. 15. 151 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

37.26.146.250 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.209  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.42.178 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

37.46.39. 97 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

80.230.16. 219 | srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.

31.154.25. 42 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi

176.13.6.177  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

37.26.148.220 |lsrael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence nmoni t or 2

46. 19. 85. 123 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

46.120. 28. 83 I srael 147.237.77. 170 |naarachot . i df .i| [Bad TCP sequence I'nval i d ACK nunber noni t or 2

46. 19. 85. 32 I srael 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Vb Server Enforcenent HTTP Deni

2.54.169. 28 I srael 147.237.77. 216 |dover. i df .i | . Véb Servers S ow Cenial of oo 2
Mol ation Service

188. 120. 154. 187|l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or

178.63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop

2.54.146. 135 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

93.172. 236. 187 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.




03-14-2016-07:04:03 to 03-14-2016-08:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 237 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 150
157.55.39.193 |Uited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 4
109. 253. 201. 120]I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
141.8.132.78 R‘SIS:;”i o |147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 141. 8. 132. 78 Bock |2
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 2
2.54.13.56 I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Gode Bock |2
89.138.104.99 [Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
109. 67. 239. 141 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Method from 109. 67. 239. 141 B ock 1
2.54. 146. 135 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Il1egal Byte Gode Character in Mt hod
S [#19] ] vule - ZsS° xgaE) [ [ #14] ] A" @) h8Q.€] [ #20] ] o, j 85 [ #26] ] M Li
1920 [#7]] | Ke#[ [#23] 1T _G[[#15]]1 @ -5Y°t 1HG [[#11] ] D FUpi » GBY[ [ #28] ]
aAQudéAde c[ [#7]19Y~Zi EiT°z) FANgAYH¥A[ [#1] ]! @A, Z[ [#22] 1 b1[ [#31]] ¢
109. 67. 239. 141 |l srael 147.237.72. 166 [aka. i df . i | @[ [ #29] ] ®+/& AnAncd - xt $y[ [#8] ] ad [ [#29]]1 €U | UyVEfX[ [ #24] ] E» E6- ... |B ock 1
Hof JA[ [#7]1! Y[ [#4]] QU 10. L[ #11] ] €] & 4] ?0s3i [ [ #31] ] sSE-X; &- of [ #15] ] 3 Ace]
Or Mv- 6V CrHU! VM [#8] 1 AQ f..xv™ " Q2_E; ~, & GE1 hZ6[ [#31] 1 [[#6]].-w
[[#24]] 2" [[#22]]" 6¢/ gazuPaZBHBAG[ [ #29] ] e[ [ #2] ] AUgGt! : { dSzVEHCE[ #8] ]
[[#14]] 6] ga[ [ #25]
80.178.191.219 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for wwy aka. i df .il/mai n/ sachar/ B ock 1
109. 67. 239. 141 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple NLL Character in Header Nane from 109. 67. 239. 141 B ock 1
65.55.210. 104 |Wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
109. 67. 239. 141 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Abnormal |y Long Header Line from 109. 67.239. 141 Bock |1
109. 67. 239. 141 |Israel 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 24 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p_st or agel 11| es/ 8/ si ze100x0/ 3058. ] pg Bl ock 1
109. 67. 239. 141 |Israel 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 37 Headers B ock
109. 67. 239. 141 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 67. 239. 141 B ock
37.26.148.220 |lIsrael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Illegal Byte Qode Character in URL h[[#6]]9"[ "] #012i [[ #28[[]1]1#21]]
109. 67. 239. 141 |l srael 147.237.72. 166 |aka. i df . i | c>as99[ [~ |vamm2sl 1] o[ 624]] Block |1
141.8.132.78 RJSIS:;”i o |147.237.77. 216|dover . i df .i | Unaut hori zed URL Access to v i df . i|/894- he Bock |1
80.246.136.93 |[Israel 147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 67. 239. 141 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 109. 67. 239. 141 B ock 1
109. 67. 239. 141 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 109. 67. 239. 141 Bl ock 1
109. 67. 239. 141 |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request request version B ock 1
. ny- kosher - kravi . i _
74.82.47. 4 Lhited Sates [147.237.0. 16 df il Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
Unknown HTTP Request Met hod
S [#19] ] vule - ZsS° xcaE) [ [ #14] ] A" @) h8Q..€] [ #20] ] o, j 85 [ #26] ] M Li
T~192[ [#7]] | Ke#[ [#23]1f _G[[#15]]1 @ -5Y°t 1HG [[#11] ] D FUpi » GBY[ [ #28] ]
A AQudéAde c[ [#7]19Y~Zi EiT°z) FANgAY+¥A[ [#1] ]! @A, Z[ [#22] 1 b1[ [#31]] ¢,
109. 67. 239. 141 |l srael 147.237.72. 166 [aka. i df . i | @[ [ #29] ] ®+A AhArcs - xt $y[ [ #8] ] ad [ [#29] ] € U_I| BYYEfxX[ [ #24] ] Es Ebs ... [B ock 1
Hof JA[ [#7]1! Y[ [#4]] Ol 10. [ #11] ] €] ae 4] ?0s3i [ [ #31] ] SE-X; &- o [ #15] ] 3 Ace]
Or Mw eV CrHU VM [#8] 1 AQ f..xv™ " Q2_E; ~, & GE1 hZ6[ [#31] 1 [[#6]] . -w
[[#24]]2"[[#22]]" 6¢/ gazuReZDHaAG] [ #29] ] e[ [ #2] ] AUgGM! : { dSzVHCE[ #8] ]
[[#4]]061] ga[[#29]] [ [#27]][
109. 67. 239. 141 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HTTP Version from109. 67.239. 141 B ock 1
Il'legal HITP \ersion
. . o8t {' «VEC»AQAAX- R [#26] ] @' { ¢Eul ab¥G, ' CACSBIya[ [ #1]]
109. 67. 239. 141 |Israel 147.237.72. 166 |aka. i df . i | 1)16' -2 A [[#24] ] cm[ [ #28] ]2 C te NASGK [ #5]] ° £98 [ #4]], 1+ A ovuasf [F oK |
<O [#29]] -6
157.55.39.108 |[lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/main/drushi nimsrot. aspx B ock 1
82.221. 105. 6 I cel and 147.237.77.233|atal .idf.il D stributed Waut hori zed URL Access on 147.237.77. 233/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.69. 169  [Israel 147.237.76.86 |navy.idf.il v navy. i df i |/ enpl at es/ t enpl at econt rol s/ i nks/ undef i ned Bl ock 1
109. 67. 239. 141 |l srael 147.237.72. 166 [aka. i df . i | NULL Character in Header Nane at 2“v B ock 1
. ] Mitiple Illegal Byte Gode Character in Header Nane from
109. 67. 239. 141 |l srael 147.237.72. 166 |aka. i df . i | 109. 67. 239. 141 Bl ock 1
109. 67. 239. 141 |Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header Nane 2“v B ock 1
74.82.47. 4 Lhited Sates |147.237.0.19 |[madi matal.idf.il |Uhauthorized URL Access to 147.237.0.19/ B ock 1
109. 67. 239. 141 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Mal formed HITP Header Line from 109. 67. 239. 141 Bock |1
46.249.151.48 |Hungary 147.237.77.216|dover.idf .il PHP At t enpt B ock 1
109. 67. 239. 141 |Israel 147.237.72. 166 |aka. i df . i | Mal f or med HTTP Header Line 1 Bl ock 1
. . Unaut hori zed URL Access to
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p, st or agel 111 es/ 7/ si ze100x0/ 3347, pg Bl ock 1
NULL Character in Mt hod
G#15]]. 1« GA W[ [#2] ] a¥$ty3l n.Woa k@R " O eEq [#18] ] *I G [[#
) ) 711e[[ #3110\ ) @[[#31]] Aky[ [#0]1[[#14]][[#19]] «p@B&az[[#30]] im " Azpt
109. 67. 239. 141 |l srael 147.237.72. 166 |aka. i df . i | [[#18]1[[#2]] 71 &f“ AQpt n“ &P o-x@j * XYz Bwi Lf[ [#23]]-+ e_[[#7]]1&R |Block |1
f&yae s[[#7]] [ [#25]] F$pUNk x&p@ iipU, 1 » SO-+UMA»@5&IWYSAuc] Nb
xf&ET[ [#31] ] [[#23]] e[ [#25]] - | &&s xj - <€&Z YOV [#5]] Ezye5QD [[#26]]
« ¢Kul PGAUR 6" 72~ A5aW RBYVE T L°f | 1o Z[ [#29]]1~ &, Gret [[#8]]
2.54.48. 191 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul | et 1. gif  |Bl ock 1
109. 67. 239. 141 |Israel 147.237.72. 166 |aka. i df . i | Mitiple I11egal Byte Gode Character in Header Val ue from109. 67.239. 141 |Bl ock 1
109. 67. 239. 141 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header V&l ue Bock |1
131. 253.25.242 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
79.176.53. 57 | srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/nmain/ B ock 1
109. 67. 239. 141 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Ml formed URL from 109. 67. 239. 141 Bock |1
46.249.151.48 |Hungary 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
. . NMal forned URL h[[#6]]g"[ " 1] #012i [ [ n#28[ [ ]]#2>C"H] | As99n¥+4
109. 67. 239. 141 |l srael 147.237.72. 166 [aka. i df . i | Bl ock 1
N [#25]], | [[0#26] ]
207.46.13.117 |Wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
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