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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  [Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3797
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
123.126.113.154  |China 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der B ock 5
176.9. 131. 69 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot B ock 2
176. 9. 131. 69 Ger many 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Bl ock 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
42.159. 232. 168 147.237.77.19 Chi na | awforumidf il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.77. 233 Sweden atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.76. 86 Austria navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
65. 98. 40. 74 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
164. 39. 11. 198 147.237.77. 19 Uhi ted Ki ngdom | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 114 147. 237. 0. 200 Wrai ne . i df i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 30
S reanmi ng Engi ne: TCP ' i ssi
80. 246.136.86 || srael 147.237.77. 243 |mbile.i o i1 mng Engine: 1 Invalid segnent retransmssion. |, . 18
Inval id Retransm ssion Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df .i SYN Attack SYN -> SYN-ACK -> Tineout [reject 16
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 6
Streamng Engi ne: TCP Invalid segnent retransnission
2.54.3.142 | srael 147.237.72. 166 |aka.i df .i ) o " |dro 6
Inval i d Retransmission Packet dr opped. P
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 85.0 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85.0 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber nonitor |6
2.54.137.89 I srael 147.237.77. 216 |dover.i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
178. 63.105.85  |Ger many 147.237.77. 179 |e. nazi . i df .i | drop SAMrul e drop 5
St reanmi ng Engi ne: TCP i i ssi
40.77.167.11  |Wited Sates 147.237.72. 166 |aka.i df . i mng tngihe. 7 Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
195.10.197.89 [Saudi Arabia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [alert
195.10.197.89 [Saudi Arabia 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop
] . . . SYNtAXK retransmit with .
195.10.197.89 [Saudi Arabia 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 4
Russi an R Streamng Engi ne: TCP Invalid segnent retransnssion.
141.8.132. 112 : 147.237.72. 166 |aka.i df .i | ) . dro 3
Federation Inval i d Retransm ssi on Packet dr opped. P
S reaning Engi ne: TCP i
172.245.104. 223|Wi ted Sates  |147. 237. 7. 216 |dover. i f .1 mng =g Inval id checksum Packet dr op 3
I nval i d Checksum dr opped.
St reami ng Engi ne: TCP i i ssi
37.26.149.231 |israel 147.237.72. 166 |aka.i df . i mng tngihe. 7 Invalid segnent retransmssion. |, 3
Inval i d Ret ransnissi on Packet dropped.
85. 64.185. 135 |Israel 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
195.10.197.89 [Saudi Arabia 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
195.10.197.89  |Sudi Arabia 147.237.0.34  [tikshuv.idf. il Bad TCP sequence SINWACK retransmt W th monitor |2
di fferent w ndow scal e
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 2
37.46.39. 177 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
89.138.204. 68 |Israel 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 133 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
195.10.197.89 |Saudi Arabia 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [alert 2
37.46.39. 177 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |1
178.63.105.85 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
178.63. 105.85  |Ger nany 147.237.0.17 ;"I”I” kosher-kravi.id 14 o SMrule drop 1
216.218.206.84 [lWnited Sates 147. 237. 76. 200 [ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
66.240.192. 138 |lLited Sates 147.237.76.39 |nobile neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 1
o SYN+tACXK retransmt wth .
24.114. 29. 54 Canada 147.237.77. 216 |dover.i df .i | Bad TCP sequence different v ndow scal nonitor |1
207.46.13.141 |lnited Sates 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
184.105.139. 96 |[lhited Sates  |147.237.76.202 e halag.idf. il Geo- | ocati on enf or cenent gﬁ?o'rggﬁ:nfn I nbound dr op 1
178.63.105.85  |Ger many 147.237.0.19 |nadimatal .idf.il drop SAMrul e drop 1
158. 58. 188. 211 :éxbl :2'37"" 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber aert 1
216.218. 206. 84 |lnited Sates 147.237.77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cement (effolrg‘e:ﬁ;'mon i nbound drop 1
74.82.47. 44 Lhited Sates 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.169 |[lIsrael 147. 237. 72. 156 |aman. i df .| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 246.136.86 I srael 147.237. 77. 243 |rabil e.i o .i Bad TCP sequence SINFACK retransmt W th monitor |1
di fferent w ndow scal e
184. 105. 139. 102|thited Sates 147.237.77. 179 |e. nazi .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.47.229 | srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
158. 58. 188. 211 ::ara;z'u :zlz"'c 147. 237. 77. 216 |dover. i of . | Bad TCP sequence Invalid ACK nunber moni tor |1
74.82.47.50 Wited Sates 147. 237.76. 198 |e. yohal an. i df .i | Geo-1 ocation enforcenent |0 !ocation inbound drop 1
enf or cenent
177.237.75.75  |Mexico 147.237. 72. 156 |aman. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 72 |Whited Sates 147. 237. 76. 199 |e. nakchal . i of .1 Geo- | ocati on enf or cenent gﬁ?;)'rggﬁl'nfn I nbound drop 1
184. 105. 247. 251 |Wnited Sates 147.237.0.200 |rdu.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
178. 63.105.85  |Ger many 147.237.72. 167 |i shurimaka.i df . i | drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
149. 88. 140. 47 |l srael 147.237.0.19 |nadi matal . i df. i |Suspi ci ous Response Code B ock 11
126.81.121.51 |Japan 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 6
118.193. 137. 94 [China 147.237.77.176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 118.193. 137. 94 B ock 3
2.54.10. 185 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
50.93.198.132 [lnited Sates [147.237.72.166|aka.idf .il PHP At t enpt B ock 2
109. 253. 220. 227 |1 srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.54.170. 229 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
50.93.198.132 |[hited Sates |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 2
110. 82.142.18  [China 147.237.77. 176 |mat pash. i df .i| |Dstributed P Attenpt B ock 2
37.237.154.187 |irag 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 2
: . . Unaut hori zed URL Access to
72.9.148.10 Wited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
45.37.190. 123 147.237.77. 216 |dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
" ] . {Unaut hori zed URL Access to
109. 65. 245. 127 |l srael 147.237.0.19 |[nadi matal .idf.i madi matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx B ock 1
62.210. 252. 207 |France 147.237.77.233|atal .idf.il D stributed Waut hori zed URL Access on 147.237.77. 233/ B ock 1
117.78.13.59 Chi na 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to tikshuv.idf.il/894-he Bl ock 1
. . Unaut hori zed URL Access to
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel 111 es/ 4/ si ze100x0/ 2424, ] pg B ock 1
157.55.39.193 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error.htm B ock 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 16 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel 11 es/ 7/ si e100x0/ 3467, pg Bl ock 1
194. 72. 238. 241 E?';;gom 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to / B ock 1
66. 249. 69. 32 I srael 147.237.77.216|dover.idf .il Ml tipl e Unauthorized URL Access from 66.249. 69. 32 B ock 1
Uhaut hori zed URL Access to
. . . Wi cogat . i df . i | /901- 10491- en/ cogat . aspx+back+t o+wal | +t oi | et +ci stern
118.193.137. 94 (Chi na 147.237.77. 176 [nait pash. i of . i | &as_qdr=al | & i | t er =0&nun+100&conpl et e=0&cr =count ryi | &gws_r d=ssl &l B ock !
=i Ww&ct =cl nk
50.93.198.132 |lhited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php B ock 1
199. 30. 24. 98 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
110. 82. 142.18  [china 147.237.77. 176 |mat pash. i df . il  |Miltiple Wauthorized URL Access from 110.82. 142. 18 B ock 1
. . Unaut hori zed URL Access to
66.249.69.40  [Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 19915- he/ dover . aspx Bl ock 1
Li byan Arab . . . ) ) N
41.254.9. 161 Janahi i ya 147.237.77. 216 |dover.idf . il Lhaut hori zed LRL Access to wawidf.il/ar/ B ock 1
94.23.219.182 |France 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/english/doctrine/doctrine. st B ock
50.93.198.132 |[hited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock
207. 46. 13. 35 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . . Unaut hori zed URL Access to
110. 82. 142.18  [China 147.237.77. 176 |nat pash. i df . i | vaw cogat . i df . i 1/ pages/ def aul t . aspx/ xmh  pc. php B ock 1
66.249. 69. 163 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il /si ze220x0/ si p_st or age B ock 1
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