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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3431
66. 249. 91. 14 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 13
81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |B ock Udp Al Nets drop 3




03-14-2016-05:04:05 to 03-14-2016-06:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Devi ce Action |Oount |
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 7
89. 163. 148. 58 Ger many 147. 237.76. 86 navy.idf.il C1000074: HITP. naj estic bot Bl ock 2
222.76.35.71 Chi na 147.237.77.216 |dover.idf.il 19791: HTTP. WrdPress N-Media PHP File Wl oad B ock 1
24.235. 56. 194 Canada 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
222.76.35.71 Chi na 147.237.77.216 |dover.idf.il 22611: HITP. VérdPress Logi nvél | Fake Plugin Usage Bl ock 1
188. 165. 15. 78 France 147.237.76. 86 navy. i df.il C1000146: HITP:  AhrefBot craw er B ock 1
24.235.56. 194 Canada 147.237.77.176 |nmat pash.idf.il [ClL000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address Attacker CGountry Ste

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
181. 214. 92. 181 147.237.77.212 |aiile e.dover.idf.il ET SCAN Potential SSH Scan 1
181. 214. 92. 181 147. 237.8. 28 Gile €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
23.96. 109. 87 147.237.77.226  |wited Sates wiaw chanat z. aka. i df . i ET SCAN NMAP -sS w ndow 2048 1
222.76.35. 71 147.237.77.216  |China dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 1
181. 214. 92. 181 147.237.72.156  |Qiile anan.idf.il ET SCAN Potential SSH Scan 1
181. 214. 92. 181 147.237.0. 19 Gile nadi matal .idf.il ET SCAN Potential SSH Scan 1
23.96. 109. 87 147.237.77.226  |lhited Sates WA chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237. 8. 45 Chi na eeitanidf.il ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 7
98.64.126.198 |Lhited Sates |[147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
8.37. 227. 68 é{”&’;ym’“s 147. 237. 77. 216 |dover. i of .| Bl ock HTTP Non Conpl i ant Response out of state mnitor |5
Anonynous s . .
8.37.227.69 Proxy 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
Sreaning Engine: TGP Invalid i i sSi
46.19.85.129  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.156  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
_ L Sreamng Engine: TQP Invalid _
172.245.104. 223|lhited Sates |147.237.77.216 |dover.idf.il Inval i d checksum Packet dropped. |drop 3
Checksum
Sreamng Engine: TCP Invalid ' i ssi
109.67.174.81  |Israel 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 3
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 203. 152/l srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
178.63.105.85  |Ger many 147.237.76.38 [e.e.meitav.idf.il |drop SAMrul e drop
103. 228. 246. 120|I ndonesi a 147.237.77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
66.249.64.190 |lWited Sates |147.237.72. 166 |aka i df . il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 2
74.82.47.38 Wited Sates [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.70 |Wited Sates |147.237.77.235|sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 90 [hited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122.67 |wited Sates |[147.237.0.200 |mu.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.58 Lhited Sates |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206. 75 |UWhited Sates |147.237.76. 202 |e. hal ag.idf.il Geo- 1 ocati on enf or cenent i?olr Szi'mon I nbound drop 1
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
141.212.122. 173|Wited Sates |147.237.8.27 |enadimatal.idf.i1|Geo- 1 ocati on enf or cenent gﬁ?olr ggi'nfn I nbound drop 1
103. 228. 246. 120|i ndonesi a 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence SINWACK Tetransmt with different | oo |g
W ndow scal e
66. 249. 91. 14 I srael 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 1
184.105.139. 98 |[Wiited Sates |147.237.0.200 |mdu.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 67 |wited Sates |[147.237.72. 217 e i of .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
85.229. 103. 213 |Sweden 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 91 |Wited Sates |147.237.76.197|e.himsh.idf.il  |Geo-1ocation enf or cenent ﬁ?o'r ggﬁ;ﬂo” | nbound drop 1
46. 19. 86. 156 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d AGK nunber noni t or 1
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
141.212.122. 174|Wnited Sates  [147.237.8.27 e radimatal.idf.il|Geo-1 ocation enf or cenent ﬁ?olr (C’Zz;'nton I nbound drop 1
66.249.91. 14 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105. 139. 111|Uited Sates [147.237.72. 167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
8.37.227.81 g”;(’;ymus 147. 237. 77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state monitor |1
141.212.122.68 |Wited Sates [147.237.72. 217 e idf il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206.99 |Lhited Sates [147.237.76.176|test.ncore.idf.il [SYN At ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237. 77. 243 |nobi l e.i df .i | drop SAMrul e drop 1
74.82.47.14 Lhited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 87 Lhited Sates [147.237.72.166 |aka idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.69 |lhited Sates |147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
103. 228. 246. 120|I ndonesi a 147.237.77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 123|lLhited Sates [147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
66.240.192. 138 |lWnited Sates |147.237.76.38 [e.e.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
184.105.139. 67 |[Uhited Sates [147.237.72.167 |ishurimaka.idf.il |dr op SAMrul e drop 1
5.22.131. 74 I 'srael 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
222.76.35.71 Chi na 147.237.77.216|dover . i df .i | Mil tipl e Unaut horized URL Access from 222.76.35. 71 Bl ock 12
222.76.35. 71 Chi na 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt Bl ock 12
149. 88. 140. 47  |Israel 147.237.0.19 |madi matal . i df . i |Suspici ous Response Code Bl ock 3
. . Uhaut hori zed URL Access to
85. 65. 13. 119 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or age/ f | es/ 8/ 1668. doc B ock 1
66. 102. 8. 243 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
157. 55. 39. 20 Lhited Sates 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76.31/ Bl ock
. ; Unaut hori zed URL Access to
66. 249. 75. 24 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st oragel 1 es/ 1/ si e100x0/ 3481 pg B ock 1
. . Unaut hori zed URL Access to
109. 253. 195. 193I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. g f Bl ock 1
: . . Unaut hori zed URL Access to
66.222.102. 137 [lnited Sates 147.237.77.216|dover. i df . i | Wi df i1 /'si p_storagel fi 1 es/ 6/ si ze338x0/ 5406, pg B ock 1
157.55.39. 108 |Uhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il /hone/ def aul t. aspx Bl ock 1
68.180.231.47 |Uited Sates  [147.237.77. 176 |matpash.idf.il |72 ameter Type Volation PageNimin Bl ock 1
wan cogat . i df . i |/ 1956- he/ cogat . aspx
141.8.132. 78 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wwwidf.il/navy/htm/tool fs. asp B ock 1
. . Uhaut hori zed URL Access to
66.249.64. 131 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ sachar / r esour ces/ i nages/ header s/ tfasi mgi f Bl ock !
207. 46. 13. 71 Wi ted Sates 147.237.77. 233 |atal i of .i | Unhaut hori zed URL Access to ww atal . idf.il/894-he/ 5Nl nabmoon AN B ock 1
aspX. nP'VOA
79.117.116. 181 |Romani a 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 1
141.212.122. 64 |Lnited Sates 147.237.77.235|sviva.i df . i | Uhaut hori zed URL Access to /x Bl ock
. . Unaut hori zed URL Access to
66.249.69.32  [Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 19538- he/ dover . aspx Bl ock 1
222.76.35.71 Chi na 147.237.77.216|dover.i df .i | Admin Bl ocki ng B ock 1
79.117.116. 181 |Romani a 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/error.htm Bl ock 1
66.249. 75. 16 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1402- he/ r ef uah. aspx Bl ock 1
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