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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
41.254.9. 161 Li byan Arab Janahiriya 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 4322
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3380
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il |Bock Wp All Nets drop 3
184. 105. 139. 92 Lhited Sates 147. 237. 0. 200 . i of i | Block Np All Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.77. 233 atal.idf.il [Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
66. 249. 64. 185 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR Bl ock 2
24.235.56. 194 Canada 147.237.77. 74 lawidf.il C1000008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
23.96. 109. 87 147.237.77. 205 |Whited Sates |prisha.idf.il ET SCAN NMAP -sS wi ndow 4096 1
181.214.92. 181 |147.237.76.197|Chile e hinush.idf.il ET SCAN Potential SSH Scan 1
181.214.92.181 [147.237.0.17 |Giile mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
104. 44.133. 108 [147.237.77.74 |thited Sates [lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 41. 144. 192 |147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
61.220. 102. 6 147.237.76. 42 [Tai wan refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
61. 220. 102. 6 147.237.76. 42 |Tai van refuah.idf.il ET SCAN NVAP -f -sS 1
203. 115. 196. 137|147. 237. 77. 234 |Mil aysi a hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 72. 156 [Chi na anan.idf.il ET SCAN Potential SSH Scan 1
23.125.172.41 |147.237.76.176|Uhited Sates |test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
181.214.92. 181 |147.237.76.198|Cil e e. yohal an.idf.il ET SCAN Potential SSH Scan 1
181.214.92. 181 |147.237.76.30 [Qiile hi nush. i df i | ET SCAN Potential SSH Scan 1
104. 44.133. 108 [147.237.77.74 |thited Sates [lawidf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 44. 133. 108 |147.237.77.74 |Uited Sates [lawidf.il ET SCAN NVAP -f -sS 1
80. 82. 64. 117 147.237.0.17 |Netherl ands mny- kosher -kravi .idf.il ET SCAN Behavi or al l.husuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
61.220.102. 6 147.237.76. 42 |Tai wan refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
203. 115. 196. 137|147. 237. 77. 234 |Ml aysi a hal ag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.77.176 |Lhited Sates |matpash.idf.il ET DRCP Bshi el d B ock Listed Source 1
59. 45. 79. 117 147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
181.214.92. 181 |147.237.76.201|Chile eatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15

178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf . il drop SAMrul e drop

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

2.54.36.39 I'srael 147.237.77. 243 |mbile.i o i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

178.63.105.85 |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 5
Sreaning Engine: TCP Invalid i i ssi

199.30.25.125 |Wited Sates |147.237.76. 200 |ei tan. aka i df il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i SSi

199.30.25.20  |Wited Sates  |147.237.76. 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.3.84 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop

178. 63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
Sreaming Engine: TGP Invalid i i ssi

109. 67. 97. 3 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 196. 2421 sr ael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

Russi an e Sreaming Engine: TCP Invalid |invalid segnent retransnissi on.

217. 69. 133. 246 er ot on 147. 237. 72. 166 |aka.i of .i Ret 1 ansmi si on Packet dr opped. drop 2

178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 2

37.46.38. 108 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |2

141.212.122. 167|Whited Sates |147.237.76. 148 |gqcenter. aka.idf . il drop drop 1

64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1

184. 105. 247. 220|Wited Sates [147.237.0.34  |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1

157.55.39.193 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1

141.212.122.73 |Whited Sates |147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1

2.52.13.39 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1

184.105. 139. 115|Wnited Sates  |147. 237. 77. 212 |e. dover. i df . i1 Geo- | ocati on enf or cenent Sﬁ?o:ggﬁgkfn  nbound drop 1

141.212. 122. 169|Wnited Sates  |147. 237. 76. 199 |e. nakchal .i df . i1 Geo- | ocati on enf or cement Sg;’;ggﬁ:nfn i nbound drop 1

220. 181. 108. 147|Chi na 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

74.82.47. 42 Lhited Sates |147.237.77.226 “:"IW chanatz. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1

184. 105. 247. 232|Wited Sates |147.237.77.233|atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 1

141.212.122.73 |Wited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

207. 46. 13. 87 Wited Sates |147.237.72.166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1

184. 105. 247. 207|Wnited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent

178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1

141.212.122. 170|Wnited Sates  |147. 237. 76. 199 |e. nakchal .i df . i | Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;]f”  nbound drop 1

195. 62. 53. 168 RJSf;;”ion 147. 237. 72. 156 |anan. i of . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122.74 |Uited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184. 105. 247. 207 |Wited Sates |147.237.77.234|halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

178. 63.105.85  |Ger many 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 1

141.212.122.170|Wited Sates |147.237. 76. 200 [ei tan. aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1

184.105.139.80 |Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 166|lLhited Sates |147.237.76. 148 |gqacenter. aka.i df . il drop drop 1

216. 218. 206. 106|Whited Sates |147.237.8.28 |envbile-ks.idf.il  |Geo-1 ocation enfor cenent Ceo-| ocati on i nbound drop 1

enf or cenent

184. 105. 247. 212|Wited Sates  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1

141.212.122. 171|Wited Sates |147.237. 76. 200 [ei tan. aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122.72 |Wited Sates [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1

184.105.139.99 |Wited Sates |147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

129.184.84.40 |France 147.237.77.216|dover. i df . i | Parareter Type M ol ation PageNumin v i df . il/1283-en/ dover. aspx Bl ock 4

157.55.39.193 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df . il/894-he Bl ock 1

66.249. 64. 137 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1

207.46.13.160 |Wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error.htm Bl ock 1

. . - Paraneter Type Molation & in

36.84.0.88 | ndonesi a 147.237.77. 216 |dover.i df .i | v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1

157.55.39.193 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wawwidf.il/error.htm B ock 1
] ] . Unaut hori zed URL Access to

66.249. 64.198 |l srael 147.237.77.243|mobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1879 Bl ock 1
. . Unaut hori zed URL Access to

129.184.84.40  |France 147.237.77.216|dover. i df .| vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1

37.26.147.231 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1

183. 206. 175. 39 |Chi na 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. i df.il/editorol d/ editor/ B ock 1

66.249.75.218 |[Israel 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showf orumasp [B ock 1

141.212.122. 64 |Uited Sates |[147.237.76.30 |hi nush.idf.il Unaut hori zed LRL Access to /x B ock 1

45.216.203.36 |Uruguay 147.237.77.216|dover. i df . il PHP At t enpt B ock 1

183. 206. 175. 39 |Chi na 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 183. 206. 175. 39 B ock 1

73.172.146.3 Lhited Sates [147.237.72.166|aka.idf.il SSL Uhtraceabl e Connection - Cpen Mde None 1

] . . Unknown Paraneter 136cd360 in

157. 55. 39. 70 Uited Sates |147.237.72.166aka.idf.il vaw aka. i dff i 1/ mai n/ hone/ def aul t . aspx None 1

45.216.203.36 |Uruguay 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
A . . URL is Above Root Drectory

197. 231.221. 211 |Li beria 147.237.77.216|dover . i df .i | wwei o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1

109. 67.97.3 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/nain/igyus B ock 1
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