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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3719
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il B ock_Up Al _Nets dr op 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
134. 147. 203. 115 Ger many 147.237.76. 31 nakchal . i df i | Block Np All Net drop 2
172.106. 7. 194 147.237.76. 39 nobi l e.neitav.idf.il |L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |Site |Si gnature

132.248.44.99  |Mexi co 147.237.0.17 [mny-kosher-kravi.idf.il [20086: HTTP. Mi ebl ackcat Security Scanner B ock 10
132. 248. 44. 99  |Mexi co 147.237.0.15 |kosher-kravi.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 10
132.248. 44.99 |Mexi co 147.237.0.19 |(nmadimatal .idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
132. 248.44.99 [Mexi co 147.237.0.15 |kosher-kravi.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |B ock 2
132. 248. 44. 99  |Mexi co 147.237.0.17 |mny-kosher-kravi .idf.il| (20085 HITP. Miebl ackcat Security Scanner Initial Request |Bl ock 2
66.249.64.190 |lIsrael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP: prefix 1.01 in the URL B ock 1
132. 248.44.99 [Mexi co 147.237.0.19 |madimatal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
132.248.44.99 |147.237.0.15 |Mexico kosher-kravi .idf.il ET VEB_SERVER Mii ebl ackcat scanner 2
132.248.44.99 [147.237.0.17 |Mexico mny- kosher-kravi.idf.il |ET WEB SERVER Mui ebl ackcat scanner 2
181.214.92. 181 |147.237.77.212|Ciile e. dover.idf.il ET SCAN Potential SSH Scan 1
132.248.44.99 |147.237.0.19 |Mexico nedi matal .idf.il ET VBB _SERVER Mii ebl ackcat scanner 1
82.117.208. 243 |147.237.72. 156 anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
58.253.96. 122 |147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
47.23.96. 141 147.237.77. 243 |Uhited Sates |nobile.idf.il ET SCAN NVAP -sS wi ndow 2048 1
911.20.129. 79 |147. 237 76.31 |Tai van rekchal i dh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

193. 105. 134. 220|147. 237.77. 61 |Sweden e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
181.214.92. 181 |147.237.77.233|Chile atal .idf.il ET SCAN Potential SSH Scan 1
181.214.92. 181 |147.237.77.179|Chile e.nazi.idf.il ET SCAN Potential SSH Scan 1
94.102.48.194 [147.237.77.212|Netherlands  |e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.253.96.122 [147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 4096 1
47.23.96. 141 147.237.77. 243 |Wnited Sates |nobile.idf.il ET SCAN NVAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237.77. 176 |Chi na nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
47.23.96. 141 147.237.77. 243 |Wited Sates |nmobile.idf.il ET SCAN NVAP -f -sS 1
181.214.92. 181 |147.237.77.235|Chile sviva. idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
64.233.172.201 |Lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 5
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
91.200.12.7 Wkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
64.233.172.217 |lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 4
91. 200. 12. 7 krai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrule drop 4
Sreamng Engine: TCP Invalid i i ssi
2.54.172.126  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
66.249. 64.193 [United Sates |147. 237. 77. 243 |nobi l e. i f il 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
77.66.60.75  |Denmark  [147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop First packet isn't SN drop
46.19.85.233  |Israel 147. 237.77. 226 :’W“Cha"atz' aka.ldh-1 lBad TOP sequence Inval i d ACK number moni tor |2
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 2
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 2
46. 19. 86. 236 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
46. 19. 85. 233 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 2
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |2
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.76. 177 |ncore.idf.il drop SAMrul e drop 2
141. 212. 122. 168|Wnited Sates |147. 237. 76. 197 |e. hi nush. i df . | Geo- | ocati on enf or cenent Sﬁ?olggi'mo”  nbound drop 1
216.218. 206. 112|thited Sates |147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
204.79.180.151 |Wited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
74.82.47.27 Lited Sates [147. 237.76. 201 |e. atal .idf . il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122.75 |Wited Sates |147.237. 77. 176 [nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 92 |Lhited Sates |147. 237. 72. 167 |i shurimaka.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
76.23.178. 61 Lited Sates |147. 237. 77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
184.105. 139. 100|United Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 240. 192. 138 |Lhited Sates |147. 237. 72. 167 |i shurimaka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141. 212. 122. 172| Wi ted Sates |147. 237. 76. 202 |e. hal ag.i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218. 206. 116|lhited Sates |147.237.0.33 |idf.il drop drop
132.248. 44.99  |Mexi co 147.237.0.19 |nadimatal.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
; . . SYNWAXK retransmt with .
204.79.180. 151 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
74.82. 47.32 Wited Sates |147. 237. 72. 156 |anan.idf. i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .il drop SAMrul e drop 1
141.212.122.77 |Wited Sates |147. 237. 77. 227 |e. hanaz. i of . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206.94 |lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
76.23.178. 61 Lhited Sates |147. 237. 77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |1
184. 105. 139. 108|Uhited Sates |147. 237. 76. 196 |e. sviva i df . il Geo- | ocat i on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
178.63.105.85 |Ger many 147.237.76.39 |nobile neitav.idf.il drop SAMrul e drop 1
46.120.66.169 [l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122. 173|Wited Sates |147. 237. 76. 202 |e. hal ag.i df . Geo- | ocati on enf or cenent Sﬁ?olggi'mo”  nbound drop 1
216. 218. 206. 116|Wnited Sates |147.237.8.27 |e.nadimatal.idf.il  |Geo-1ocation enfor cenent gﬁ?;'rggi;'nfn  nbound drop 1
141.212.122.68 |Wited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.35 Lhited Sates |147. 237. 77. 176 nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.67 |Uited Sates [147.237.0.17 [V kosher-kravi. 1d 14 op SAMrule drop 1
173. 48.206. 163 |Wited Sates |147. 237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.78 |Uited Qates |147. 237. 7. 227 |e. hamaz. i f . | Geo- | ocati on enf or cenent Geo-| ocat on  nbound drop 1
enf or cenent
216.218. 206. 98 |Wnited Sates |147.237. 7. 121 |e. navy. i f il Geo- | ocati on enf or cenent Geo- ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
5.157.57. 9 Svweden 147.237.72. 166 |aka. i df . i | Wnknown Par aret er - anp; pageNum i n None 1
vwwv aka. i df . il /ituri masp/ vars. asp
141.212.122. 64 |Wited Sates |147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to /X Bl ock 1
42.60. 44. 12 S ngapor e 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www i df.il/894-en/idf gdover.aspx  |B ock
216. 65. 160. 141 |Canada 147.237.77.216|dover. i df .i |l Lhtraceabl e SSL Sessi ons: Cpen Mde None
. . Uhaut hori zed URL Access to
66.249.75.16  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9043- he/ r ef uah. aspx Bl ock 1
. . Unhaut hori zed URL Access to
31. 210. 187. 162 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css B ock 1
_ ny- kosher-kravi .idf.i _ L
157. 55. 39. 49 Lhited Sates 147.237.0. 16 | Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
. . Uhaut hori zed URL Access to
66.249.75.24 |lsrael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ styl ef 1. hel scrol | er/ skin. css B ock 1
37.26.149. 245 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
157.55.39. 155 |lhited Sates [147.237.72.166|aka.idf .il Ml tipl e Lhaut hori zed URL Access from 157.55. 39. 155 Bl ock 1
66. 249. 65. 125 |l srael 147.237.76.200(ei tan. aka. i df . il Unknown Paraneter tab in vwwu eitan. aka.idf.il/938-en/eitan. aspx [None 1
71.43.100.242 |Whited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/). htm( B ock 1
38.111.147.88 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to ww i df.il/894-he B ock 1
. . . . Uhaut hori zed URL Access to
157.55.39. 155 |lhited Sates [147.237.76.200|eitan. aka. i df.il voww ei tan. aka. i df i |/t enpl at es/ honepage/ Bl ock 1
66.249. 69.84  |Israel 147.237.77.74 |lawidf.i| llegal Peraneter Encoding searchiext in None 1
v | aw i df . i |/ 275- he/ pat zar . aspx
141.212.122.64 |Wnited Sates |147.237.77.74 |lawidf.il Unhaut hori zed LR Access to /x B ock 1
40.77.167.11 |Uited Sates |147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/hinush B ock 1
204.79.180. 249 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
66. 249. 75. 8 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
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