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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3881
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
134.147. 203. 115 Ger nany 147.237. 8. 24 elifestyle.idf.il|Bock Np Al Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count
176. 36. 80. 39 Wrai ne 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot B ock 3
176. 36. 80. 39 Wkrai ne 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Bl ock 3
199. 30. 24. 233 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
51. 255. 65. 53 United Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 90 Lhi ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
207. 46. 13. 141 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 64. 190 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
199. 98. 17. 225 147.237.0. 16 Lhited Sates ny- kosher - kravi .i df . | ET SCAN NVAP -sS wi ndow 3072 1
112. 196. 49. 101 147. 237.76. 177 Indi a ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
77.44.73. 85 147.237.8. 45 Lhi ted Ki ngdom eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 71. 68. 132 147. 237.76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 4096 1
208. 71. 68. 132 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df . i ET SCAN NVAP -f -sS 1
199. 98. 17. 225 147.237.0. 16 Lhited Sates ny- kosher-kravi .i df.il ET SCAN NVAP -sS wi ndow 1024 1
185. 98. 87. 187 147.237.0. 16 ny- kosher - kravi . i df.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 194 147. 237. 72. 156 Net her | ands anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 0. 200 Chi na . i df . il ET SCAN NMAP -sS wi ndow 1024 1
208. 71. 68. 132 147. 237.76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN NMAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
41.47.112. 187 Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
199. 96. 204. 198 |lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
178. 63.105.85  |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 3
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 3
77. 66. 60. 75 Denar k 147.237.0.34  |tikshuv.idf.il Streaning Engi ne: TCP Inval id Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
46.19. 86. 29 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
79.181.140.28 | srael 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Inval id Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 3
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 2
141.212.122.78 |lhited Sates [147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.69. 154.130 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
203.127.96. 217 |9 ngapore 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 210. 70 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 68 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
221.199. 217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 1
84.110. 35. 134 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
195. 154. 243. 14 |Fance 147.237. 77. 170 |n@ar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
41.47.112.187 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122.79 |lhited Sates [147.237.76. 148 |gqcenter. aka.idf.il dr op drop 1
132.248.44.99 |Mexi co 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
203.127.96.217 |Sngapore  |147.237.77.216|dover.idf.il Bad TCP sequence SYNPAK retransmt w th monitor |1

di fferent w ndow scal e
SYNWAXK retransmt with

65. 55. 210. 70 Lhited Sates [147.237. 77. 216 |dover. i df il Bad TCP sequence di fferent vi ndow scal 6 noni t or 1
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .il drop SAMrul e drop 1
141.212.122.69 |lhited Sates [147.237.76.42 [refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.110.35.134 |Israel 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
197.134.178. 45 |Egypt 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
141. 212. 122. 160|Wnited Sates (147.237. 77.61 |e.cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
132.248.44.99  |Mexi co 147.237.0.17 ;“Inly kosher-kravi-id [N At t ack SYN -> SYNACK -> Tineout  |reject 1
66. 240. 236. 119 |lhited Sates |147.237.77. 243 |nobi | e.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
178. 63.105.85 |Ger many 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
141.212.122. 77 |Wited Sates [147.237.77.19 [lawforumidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.229. 32. 40 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 1
41.47.112.187 |Egypt 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141. 212. 122. 175|nited Sates [147.237.77.61 |e.cogat.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
132.248.44.99 |Mexi co 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 96 |United Sates |147. 237. 72. 217 [e.idf il Geo- | ocati on enf or cenent Sﬁ?olggi'mo”  nbound drop 1
184. 105. 139. 124|hited Sates [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.78 |Whited Sates |147. 237. 76. 148 |gqcent er. aka. i df . i | drop drop 1
84.229. 32. 40 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
203.127.96. 217 |9 ngapore 147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid AGK nunber noni t or 1
178. 63.105.85 |Ger many 147.237.76. 177 |ncore.idf . il dr op SAMrul e drop 1
159. 226. 95. 66  |Chi na 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
132.248. 44.99  |Mexi co 147.237.0.33 |idf.il drop drop 1
220. 255. 145. 53 |S ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
54.79.76. 74 Australia 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from54.79.76. 74 B ock 5
220. 255. 145. 53 |Sngapore  |147.237.77.216|dover.idf.i | Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 2
212.179.21.194 [israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
220. 255. 103. 232|S ngapor e 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 2
203.127.96.198 |Sngapore  |147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 1
Lhited . . Ml formed LR t. ... ¢Zhz3gw6° yopn=] ] 624 [€ie” ™ef 0 [ 614 ]1n
98.184.184.157 o 147.237.76.42 |refuah.idf.il T [#25]]1 E [#17]] €0 B ock 1
66. 249. 64. 190 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Whaut hori zed URL Access from 66. 249. 64. 190 Bl ock
179.7.213. 26 Feru 147.237.77. 216 |dover.idf . il PHP At tenpt B ock 1
Ui ted Illegal Byte de Character in Mt hod
98.184.184.157 o 147.237.76.42 |refuah.idf.il S[[#0] 1 [[#0] ][ [#0]] B! #012+ YAbXdi MR pne | =£[ [ #27] ] «{t Q\Y[ [ #5] ] §* 68! p+\i A|B ock 1
a8 O [ #14]], ¢—[ [#22] ]’ 61 * @FAALED.., O
46. 19. 85. 62 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 1
Wni ted NULL Character in Method
98.184.184.157 (oo 147.237.76.42 |refuah.idf.il S[[#0]1[[#0]][[#0]] B! #012¢ YAbXdi MR pne [ =£] [ #27] ] «{t C*Y[ [ #5] ] §* 66! p+\i A|B ock 1
8 O[ [#14]], ¢ [#22]]" 61t @RFAALED.., O
Lhited . - Unaut hori zed URL Access to
69. 197. 169. 202 Sates 147.237.77. 216 dover . i df . i | wan i df . i |/ 894- he/ shar ed/ user cont r ol s/ header upper / Bl ock !
179.7.213. 26 Peru 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
Lhited . - Illegal Byte Gode Character in Paraneter Nane n[[ T#18[[]]#15¢ W....t ni ]]
98.184.184.157 o o 147.237.76.42 |refuah.idf.il nZ3W6° O] ] 6240 [ €1 & ™t 104 [ 614 ] [ [ 52411 B [#17]] . € Bl ock 1
213.143.50.51 [Spain 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
Ui ted Unknown HTTP Request Met hod
98.184.184.157 (o 147.237.76. 42 |refuah.idf.il S[[#0]][[#0]][[#0]] B! #012¢ YAbXdi MR pne [ =£] [ #27] ] «{t QY[ [ #5] ] §* 66! p+\i A|B ock 1
8 0O[ [#14]], e[ [#22]]’ 61t @RFAALED.., O
82. 80. 63. 208 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 82. 80. 63. 208 B ock 1
. . Unaut hori zed URL Access to
195.154.207. 160|France 147.237.77. 216 [dover . i df . i | wa i df . i |/t enpl at es/ honepage/ shar ed/ user cont r ol s/ header upper / Bl ock !
Lhited . . Illegal Byte de Character in Query Sring [ T#18[[]]#15zng ...t no 1]
98.184.184.157 oo 147.237.76.42 [refuah.idf.il gwE° JONrE] ] 62#] [ €5 & ™ 0 [ 614 1 [ [ 524 ]| [ [#17]] . €U Bl ock 1
54.79.76. 74 Australia 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
219.74.38.152 |9 ngapore 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
105. 198. 243. 139|Egypt 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
82. 80. 63. 208 I srael 147.237.77. 216 |dover.i df .l Uhaut hori zed LRL Access to wwwidf.il/french/ B ock 1
203. 127. 96. 196 |S ngapore 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on v idf.il/error. htm B ock 1
Lhi ted . . Illegal Byte Qode Character in URL t. ... Jnz3Pwe° yor | 624 [€ie ™« f |0
98.184.184.157 (o 147.237.76.42 [refuah.idf.il | B[ #17]] . €0 1#25] [ T ] #16] [ < Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 64. 180 I srael 147.237.0.34  [tikshuv.idf.il wan ti kshuv. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bt ock !
141.212.122. 64 ;“;tteeg 147.237.77.19 |lawforumi df . i I|Uhaut horized URL Access to /x Bl ock 1
98. 184. 184. 157 g‘;tt:: 147.237.76.42 |refuah.idf.il Abnornal |y Long Request net hod B ock 1
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