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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3402
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 3033
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 63
81.218. 65. 210 I 'srael 147.237.0.34 tikshuv.idf.il |Bock Wdp All Nets drop 3

120. 27. 97. 217 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site

|Sgnature

199. 30.24.233 |lhited Sates 147.237.0.34  [ti kshuv. i df.i|CL000138: HITP. prefix 1.01 in the LRL Bl ock 1
149.56.41. 141 [lhited Sates 147.237.77.216 |dover.idf.il [19813: HITP. WrdPress Thene Ovi Drectory Traversal Ml nerability Bl ock 1
149.56.41. 141 |lnited Sates 147.237.77.216 |dover.idf.il [19863: HITP. VérdPress Revslider/Showbiz PHP File Ul oad Bl ock 1
149.56.41. 141 |Lhited Sates 147.237.77.216 |dover.idf.il |Cl000133: HTTP. (pisrael 2015 - key words and groups Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
149.56. 41. 141 [147.237.77.216|Wited Sates |dover.idf.il Tehila - Perl LW with fake user agent 2
_ _ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
123. 240. 251. 38 |147. 237. 8. 28 Tai wan e.nobi |l e-ks.idf.il . 1
Potential Scan or Brute Force
104. 45.210. 69 [147.237.77.205|Uhited Sates |prisha.idf.il ET SCAN NMAP -sS wi ndow 2048 1
23.96.109.87 [147.237.76.202|thited Sates |e.halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
201 172,81 83 |147 237 7634 |Mexi co ohal anidf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T y o Potential Scan or Brute Force
120. 26. 115. 52 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
104. 45. 210. 69 [147.237.77.205 |Uhited Sates |prishaidf.il ET SCAN NVAP -f -sS 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.172.81.83 |147.237. 76. 196 [Mexi co e.svivaidf.il ) 1
Potential Scan or Brute Force
198.20.69.98 |147.237.77.235|thited Sates [svivaidf.il ET DRCP Dshiel d B ock Listed Source 1
185. 98. 87. 187 |147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
109.186.21. 211 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different o, o (38
w ndow scal e
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df . il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 16
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 7
Sreaning Engi ne: TCP i i ssi
79.181.18.189 |israel 147.237.77. 243 |robi | e. i of .| mng gl ne. Invalid segnent retransmssion. | o 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.182.146.94 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng thgi e Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
89.138.180.82 |l srael 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransmission Packet dropped.
41.178.211.134 |Egypt 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
S reaning Engi ne: TCP i i ssi
199.30.25.12  |wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. . 4
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
109. 253. 147. 224/ srael 147.237.72. 166 |aka. i df . i mng gl ne. Invalid segnent retransmssion. | o 3
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
141.8.142.34  |Russian Federation [147.237.0.34 |tikshuv.idf.il mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreamng Engi ne: TCP i i ssi
149.78.40.18  |Israel 147. 237. 72. 166 |aka i of . i | mng ngine: 1 Invalid segnent retransmssion. o 3
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
77. 66. 60. 75 Denmar k 147.237.0.34  |tikshuv.idf.il mng tngine. Invalid segnent retransmssion. . 3
Inval i d Retransnission Packet dropped.
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il dr op SAMrul e drop
173. 68. 118. 204 |Uited Sates 147. 237. 77. 216 [dover.i df . il SYN At tack SYN -> SYN-ACK -> Tineout |[reject
. . SYNretransmt wth different .
79.178. 196. 147 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
185.5.223. 168 [P eStinian Territony, 47 537 77. 216 |dover. i df il Bad TCP sequence moni tor |2
Cceupi ed
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il dr op SAMrul e drop 2
212.199. 121. 158|I srael 147.237. 72. 156 |anan. i f .| Bad TCP sequence SYNFACK retransmt with monitor  [2
di fferent w ndow scal e
} . . . SYNtAXK retransnmit with .
73.231.246.63 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Bad TCP sequence different vindow scal e nonitor |2
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 2
Sreamng Engi ne: TCP i i ssi
157.55.2.158  |wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. o 2
Inval i d Retransmi ssi on Packet dr opped.
84.94. 26. 89 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 1
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi . i df il drop SAMrul e drop 1
70.209.60.103 |Liited Sates 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
S reaning Engi ne: TCP i
172. 245. 104. 223|Wni ted Qates 147. 237. 77. 216 |dover . i of . mng =g Inval id checksum Packet drop 1
I nval i d Checksum dr opped.
141. 212. 122. 170|Wited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 5. 223. 168 g‘ijcisgi':"ja” Territoryl147. 237. 77. 216 |dover. i . i Bad TCP sequence Invalid ACK nunber monitor |1
77.127.215.190 |l srael 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
159.226.95.66  |chi na 147.237.8.24 |elifestyleidf.il  |Geo-location enforcenent |0 !ocation inbound drop 1
enf or cenent
141.212.122. 77 |Wited Qates 147.237.77. 178 |e. nat pash. i of . i1 Geo- | ocati on enf or cenent Sﬁ?;lrgzi'mon I nbound drop 1
207. 46. 13. 87 Lhited Sates 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
84.94. 26. 89 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |1
178.63.105.85 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
71.233.107. 249 |Uhited Sates 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 1
141.212.122. 173|Uhited Sates 147.237.77.235|sviva.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 5. 223. 168 ga:lcis;i':éa” Territoyl, 47 237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> Timeout |rgject |1
178.63.105.85 |Ger many 147.237.72. 167 |i shuri maka.idf .il drop SAMrul e drop
5.29.203.75 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
141.212.122.78 |Wited Sates 147.237.76.196 |e.sviva. i df .l Geo- | ocati on enf or cenent Sﬁ?oerZ?;]?n  nbound drop 1
71.233.107.249 |Lhited States 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber moni tor |1
178.63.105.85 |Ger many 147.237.0. 16 inly’ kosher-kravi. idf. |4 o SMrule drop 1
141.212.122. 174|Whited Sates 147.237.77. 235 |sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.65 |Uited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 27. 105. 126 |l srael 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.29.203. 75 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.79 |wited Sates 147.237.76. 196 |e. sviva. i df . Geo- | ocati on enf or cement Sﬁ?;lrgzi'mon I nbound drop 1
185.5.223. 168 |FASStINan Territoryl, /537 77 216 |dover.idf . i1 drop Frst packet isn't SN drop 1
Cccupi ed
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.141.234 | srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 141
79.181.18.189 |[Israel 147.237.0.19 |nadimatal .idf.i|l |[Dstributed Suspicious Response Code B ock 6
149.56. 41. 141 |Uited Sates|147.237.77.216|dover.idf .il Distributed PHP Att enpt B ock 3
37.26.149.149 |Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
185. 24.207.40 |lIsrael 147.237.0.19 |nadimatal .idf.i|l |[Dstributed Suspicious Response Code B ock 3
109. 253. 223. 178]I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
2.52.181. 205 | srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode Bl ock 2
176.13.20.157 [Israel 147.237.77. 243 |nobi | e. i df . i | m;ﬂt : cl’rc;fsz /t’;egpgfytezm O e/l st chi | ddocurment &/ 1465 Bock |2
212.179.21. 194 |Israel 147.237.77.216|dover . i df . i | D stributed Whaut horized URL Access on waw i df.il/error.htm B ock 2
66.249. 64.190 |l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/val tam B ock
104.131.69. 61 |Uhited Sates|147.237.77.74 |lawidf.il Ml tipl e Unaut hori zed URL Access from 104. 131. 69. 61 B ock
66.249.75.16 |l srael 147.237.76.42 |refuah.idf.il ﬂ?”tzg;’r;geg;gpfgfsf;géffI | s/ 0 si 261000/ 3480. | pg Bock |1
183. 206. 175. 39 [China 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 183. 206. 175. 39 B ock 1
131.253. 25. 164 |Uhited Sates|147.237.72.166 |aka. i df.i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 82. 65. 82 Net herl ands |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/shared/ usercontrol s/ header upper/ |B ock 1
66. 249. 65. 188 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 894-he/ atal . aspx B ock 1
149.56.41. 141 |wited Sates|147. 237. 77. 216 [dover. i df . i | Ml tipl e Unaut horized URL Access from 149. 56. 41. 141 B ock 1
104.131.69.61 |Uhited Sates|147.237.77.74 [law idf.il Uhaut hori zed URL Access to www mag. i df.il/14-he B ock 1
67.86.244.110 |Wnited Sates|147.237.72.156 |anan.idf.i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
183. 206. 175. 39 [Chi na 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/editor/editor/ B ock 1
41.47.149. 233  |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt Bl ock 1
131. 253. 25. 227 |lnited Sates|147.237.77.216|dover.idf . il Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm B ock 1
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il PHP Att enpt B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
173.68.118. 204 [lnited Sates|147.237.77.216|dover.idf .il SSL Wntraceabl e Connection - Qpen Mde None 1
109. 186. 21. 211 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 1
77.75.79. 101 (Fz;;%ri . 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to ww i df.il/894-en/idf gdover . aspx Bock |1
41.47.149.233 |Egypt 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock 1
141.212.122. 64 |lhited Sates|147. 237. 76. 39 Imei le. neitav. idf. Uhaut hori zed URL Access to /X B ock 1
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to wwu nakhal . idf.il/xnrpc. php B ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover. i df .l Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1

Unaut hori zed URL Access to

wawy, i df . i |/ arr/ & h=uaghydix0&nc=azm- i af hi x46vmityxyr di kuc- ev99ae
31.13.100.114 |ireland 147.237.77.216|dover . i df .i | 3l sosj i vbaybpi - nr| epi ovaxf gebbkkzvt - 87yf nf zegnr g4l nyaazb- xzqb7pcOl v |B ock 1

4j uukef f Op- nvt i f 9xf dbywt i xzmgym qnk1_e0j zzxdj 8hpozqv- vcr t hkvbzzr 5

ne6l 1zce- mth3bhf 0e9eqv- - t zl i 0- 016sqf b40i c&s=1[I
77.127.215.190 [israel 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in wwidf.il/1065-he/ dover. aspx B ock 1
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
149.56.41. 141 |Uited Sates|147.237.77.216|dover.idf.il Adm n Bl ocki ng B ock 1
87. 255. 94. 119 :‘Lt‘fg‘l’i o [147.237.76.86 |navy.idf. il Unaut hori zed LR Access to navy.idf.i1/giyus/forumasp/ Bock |1
66. 249. 75. 8 I sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8583- he/ ref uah. aspx  |B ock 1

D stributed Whaut hori zed URL Access on

waw i df i |/ arr/ & h=uaghyd1lx0&snc=azm-i af hi x46vrmyxyr di kuc- ev99ae
31.13.112.119 |lreland 147.237.77.216|dover.idf . il 3l sosj i vbaybpi - nrl epi ovaxf gebbkkzvt - 87yf nf zegnr g4l nyaazb- xzgb7pcOl v |B ock 1

4j uukef f Op- nvt i f 9xf dbywt i xznmgym gnk1_e0j zzxdj 8hpozqv- ver t hkvbzzr 5

ne6l 1zce- mth3bhf 0e9eqv- -t zl i 0- 016sqf b40i c&s =11
183. 206. 175. 39 |Chi na 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww anan. i df.il/editor/editor/ Bl ock
120.27.97.217 |China 147.237.77. 216 |dover.i df .i | Mal formed URL sear ch. yahoo. com 443 Bl ock
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